AMERICAN CIVIL LIBERTIES UNION

December 20, 2005

Information and Privacy Coordinator
Central Intelligence Agency
Washington, D.C. 20505

Re: REQUEST UNDER FREEDOM OF INFORMATION ACT /
Expedited Processing Requested

Attention:

This letter constitutes a request by the American Civil Liberties Union
and the American Civil Liberties Union Foundation (“ACLU”) under the
Freedom of Information Act, 5 U.S.C. § 552 (“FOIA”), and the CIA FOIA
implementing regulations, 32 C.F.R. § 1900."

I. The Request for Information

The ACLU seeks disclosure of any presidential order(s) authorizing
the NSA to engage in warrantless electronic surveillance® and/or warrantless
physical searches in the United States, created from September 11, 2001 to the

3
present.

' The American Civil Liberties Union Foundation is a 501(¢)(3) organization that provides
legal representation free of charge to individuals and organizations in civil rights and civil
liberties cases, and educates the public about civil rights and civil liberties issues. The
American Civil Liberties Union is a separate non-profit, non-partisan, 501(c){4) membership
organization that educates the public about the civil liberties implications of pending and
proposed state and federal legislation, provides analyses of pending and proposed legislation,
directly lobbies legislators, and mobilizes its members to lobby their legislators.

2 The term “electronic surveillance” includes but is not limited to warrantless acquisition of
the contents of any wire or radio communication by an electronic, mechanical, or other
surveillance device, and the warrantless installation or use of an electronic, mechanical, or
other surveillance device for monitoring to acquire information, other than from a wire or
radio communication.

? This request does not include surveillance authorized by 50 U.S.C. §§ 1802 or 1822(a).
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In addition, the ACLU seeks disclosure of any record(s),4 document(s),
file(s), communications, memorandum(a), order(s), agreement(s) and/or
instruction(s), created from September 11, 2001 to the present, about:

1. any presidential order(s) authorizing the NSA to engage in warrantless
electronic surveillance and/or warrantless physical searches in the
United States;

2. the policies, procedures and/or practices of the NSA:

a.

for identifying individuals, organizations or entities to subject
to warrantless electronic surveillance and/or warrantless
physical searches in the United States, including but not limited
to any “‘checklist to follow in deciding whether probable cause
existed to start monitoring someone’s communications,”™ or a
requirement that there be a “clear link” between terrorist

organizations and individuals subject to such surveillance; 6

for gathering information through warrantless electronic
surveillance and/or warrantless physical searches in the United
States;

governing the maintenance and/or storage of information
described in paragraph 2(b) above;

for analyzing and using information described in paragraph
2(b) above;

for sharing information described in paragraph 2(b) above with
other government agencies;

* The term “records” as used herein includes all records or communications preserved in
electronic or written form, including but not limited to correspondence, documents, data,
videotapes, audio tapes, faxes, files, guidance, guidelines, evaluations, instructions, analyses,
memoranda, agreements, notes, orders, policies, procedures, protocols, reports, rules,
technical manuals, technical specifications, training manuals, or studies,

% James Risen and Eric Lichtblau, Bush Lets U.S. Spy on Callers Without Courts, New York
Times, Dec. 16, 2005, at Al, Al6.

® Transcript, President Bush’s Address, Dec. 17, 2005, available at
hittp:/fwww.niyvtines.com/2005/12/1 7/politics/ | Ttext-bush.html




cbi

AMERICAN CIVIL LIBERTIES UNION

f. for sharing information described in paragraph 2(b) above to be
“used as the basis for F.I.S.A. warrant requests from the Justice
Department,”’ or any other form of warrant;

g. for cross referencing information described in paragraph 2(b)
above with information about other individuals, organizations,
or groups;

h. for cross-referencing information described in paragraph 2(b)
above with information in any database;

i. to suspend and/or terminate warrantless electronic surveillance
and/or physical searches in the United States by the NSA;

j. governing the destruction of information described in
paragraph 2(b) above;

k. for protecting the privacy of individuals who are subject to
warrantless electronic surveillance and/or warrantless physical
searches in the United States;

1. for consulting with, or obtaining approval from, the Justice
Department or other departments, agencies, and/or executive
branch officials before engaging in warrantless electronic
surveillance and/or warrantless physical searches in the United
States;

m. any minimization procedure, as that term is defined in
50 U.S.C.§ 1801(h), for information described in paragraph
2{b) above,

3. the name of other government agencies with whom the information
described in part 2(b) above is shared;

4. the date on which:
a. President Bush signed an order permitting the NSA to engage

in warrantless electronic surveillance and/or warrantless
physical searches in the United States;

7 Risen and Lichtblau, Dec. 16., at A16,
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b. the NSA began engaging in warrantless electronic surveillance
and/or warrantless physical searches in the Umted States;”

5. the constitutionality, legality, and/or propriety of warrantless
electronic surveillance and/or warrantless physical searches in the
United States;

6. any Justice Department “legal reviews of the program and its legal
rationale.””

7. any actual or potential violations of, or deviations from, any policy,
procedure or practice related to warrantless electronic surveillance
and/or warrantless physical searches in the United States by the NSA;

8. any investigation, inquiry, or disciplinary proceeding initiated in
response to any actual or potential violations of, or deviations from,
any policy, procedure or practice related to warrantless electronic
surveillance and/or warrantless physical searches in the United States
by the NSA;

9. any Department of Justice audit of any NSA program carrying out
warrantless electronic surveillance and/or warrantless physical
searches in the United States;'°

10. the number of:
a. individuals who have been subjected to warrantless electronic

surveillance in the United States by the NSA since September
11, 2001;

® It is unclear when the NSA began its domestic surveillance program and when the President
provided written authorization for it to do so. On December 18, 2005, the New York Times
reported that the NSA “first began to conduct warrantless surveillance on telephone calls and
e-mail messages between the United States and Afghanistan months before President Bush
officially authorized a broader version of the agency’s special domestic collection program.”
Eric Lichtblau and James Risen, Eavesdropping Effort Began Soon After Sept. 11 Attacks,
New York Times, Dec. 18, 2005.

? Eric Lichtblau and David E. Sanger, Administration Cites War Vore in Spying Case, New
York Times, Dec. 20, 2005.

' Risen and Lichtblau, Dec. 16, at A16 (describing such an audit as taking place on or after
2004).
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b. individuals who have been subjected to warrantless physical
searches in the United States by the NSA since September 11,
2001,

c. organizations or entities that have been subjected to warrantless
electronic surveillance in the United States by the NSA since
September 11, 2001,

d. organizations or entities that have been subjected to warrantless
physical searches in the United States by the NSA since
September 11, 2001;

. 1
11. the average and maximum " number of:

a. individuals who have been the target of warrantless electronic
surveillance in the United States by the NSA at any one time
since September 11, 2001;

b. individuals who have been the target of warrantless physical
searches in the United States by the NSA at any one time since
September 11, 2001;

c. organizations or entitics that have been the target of
warrantless electronic surveillance in the United States by the
NSA at any one time since September 11, 2001;

d. organizations or entities that have been the target of
warrantless physical searches in the United States by the NSA
at any one time since September 11, 2001;

12. the number of individuals who have been subjected to warrantless
electronic surveillance and/or warrantless physical searches in the
United States by the NSA who are United States citizens, lawful
permanent residents, recipients of non-immigrant visas, lawful visitors
without visas, and undocumented immigrants, respectively;

13. the types of communications that have been subjected to warrantless
electronic surveillance by the NSA, including but not limited to
whether such communications were carried out via telephone, email,

" The New York Times reports that “officials familiar with [the program] say the N.S.A.
eavesdrops without warrants on up to 500 people in the United States at any time.” Risen and
Lichtblau, Dec. 16, at Al6.
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instant messaging, chat, Voice Over IP, other Internet-based
communications technologies, or in-person conversation,

14. elements of the NSA’s warrantless surveillance program in the United
States that were suspended or revamped after, “[ijn mid-2004,
concerns about the program [were] expressed by national security
officials, government lawyers and a judge”; 2

15. concerns expressed by national security officials, government lawyers,
judges and others regarding the NSA’s warrantless surveillance
program;

16. the number of instances in which the Attorney General has authorized
warrantless electronic surveillance and/or phsycial searches under
50 U.S.C. §§ 1802 or 1822(a), and copies of each certification; and

17. President Bush’s periodic reauthorization of the NSA’s warrantless
surveillance in the United States, including but not limited to the
frequency with which the President reviews the surveillance program,
the exact number of times the President has reauthorized the program,
the basis and/or criteria for continued authorization of the program,
and other government officials, departments, and/or agencies involved
in the review process.'*

:2 Risen and Lichtblau, Dec. 16, at A16.
*1d.
'* On December 17, 2005, President Bush said:
The activities I authorized are reviewed approximately every 45 days. Each
review is based on a fresh intelligence assessment of terrorist threats to the
continuity of our government and the threat of catastrophic damage to our
homeland. During each assessment, previous activities under the
authorization are reviewed. The review includes approval by our nation’s
top legal officials, including the attorney general and the counse! to the
president. I have reauthorized this program more than 30 times since the
Sept. 11 attacks and I intend to do so for as long as our nation faces a
continuing threat from Al Qaeda and related groups.
Transcript, President Bush’s Address, December 17, 2005, available at
http:#/ www . nytimes.com/2005/12/1 7/politics/ ] 7Ttext-bush.html. See also David E. Sanger, /n
Address, Bush Says He Ordered Domestic Spying, New York Times, December 18, 2005.
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Il. Limitation of Processing Fees

The ACLU requests a limitation of processing fees pursuant to 5
U.S.C. § 552(a)(4)(A)ii)(II) (“fees shall be limited to reasonable standard
charges for document duplication when records are not sought for commercial
use and the request is made by . . . a representative of the news media . . .”)
and 32 C.F.R. § 1900.13(i)(2) (search and review fees shall not be charged to
“representatives of the news media.”). As a “representative of the news
media,” the ACLU fits within this statutory and regulatory mandate. Fees
associated with the processing of this request should, therefore, be limited
accordingly.

The ACLU meets the definition of a “representative of the news
media” because it is “an entity that gathers information of potential interest to
a segment of the public, uses its editorial skills to turn raw materials Into a
distinct work, and distributes that work to an audience.” National Security
Archive v. Department of Defense, 880 F.2d 1381, 1387 (D.C. Cir. 1989).

The ACLU is a national organization dedicated to the defense of civil
rights and civil liberties. Dissemination of information to the public is a
critical and substantial component of the ACLU’s mission and work.
Specifically, the ACLU publishes newsletters, news briefings, right-to-know
documents, and other educational and informational materials that are broadly
disseminated to the public. Such material is widely available to everyone,
including individuals, tax-exempt organizations, not-for-profit groups, law
students and faculty, for no cost or for a nominal fee through its public
education department. The ACLU also disseminates information through its
heavily visited web site: http://www.aclu.org/. The web site addresses civil
rights and civil liberties issues in depth, provides features on civil rights and
civil liberties issues in the news, and contains many thousands of documents
relating to the issues on which the ACLU is focused. The website specifically
includes features on information obtained through the FOIA. See, e.g.,
www.aclu.org/patriot_foia, www.aclu.org/torturefoia;
http://www.aclu.org/spyfiles. The ACLU also publishes an ¢lectronic
newsletter, which is distributed to subscribers by e-mail.

In addition to the national ACLU offices, there are 53 ACLU affiliate
and national chapter offices located throughout the United States and Puerto
Rico. These offices further disseminate ACLU miaterial to local residents,
schools and organizations through a variety of means including their own
websites, publications and newsletters. Further, the ACLU makes archived
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material available at the American Civil Liberties Union Archives, Public
Policy Papers, Department of Rare Books and Special Collections, Princeton
University Library. ACLU publications are often disseminated to relevant
groups across the country, which then further distribute them to their members
or to other partics.

Depending on the results of the Request, the ACL.U plans to
“disseminate the information™ gathered by this Request “among the public”
through these kinds of publications in these kinds of channels. The ACLU is
therefore a “news media entity.” Cf. Electronic Privacy Information Ctr. v.
Department of Defense, 241 F.Supp.2d 5, 10-15 (D.D.C. 2003) (finding non-
profit public interest group that disseminated an electronic newsletter and
published books was a “representative of the media” for purposes of FOIA).

Finally, disclosure is not in the ACLU’s commercial interest. The
ACLU is a “non-profit, non-partisan, public interest organization.” See
Judicial Watch Inc. v. Rossotti, 326 F.3d 1309, 1310 (D.C. Cir. 2003). Any
information disclosed by the ACLU as a result of this FOIA will be available
to the public at no cost.

I11. Waiver of all Costs

The ACLU additionally requests a waiver of all costs pursuant to 5
U.S.C. §552(a)(4)(A)(iii) (“Documents shall be furnished without any charge .
.. if disclosure of the information is in the public interest because it 1s likely to
contribute significantly to public understanding of the operations or activities
of the government and is not primarily in the commercial interest of the
requester.”). Disclosure in this case meets the statutory criteria, and a fee
waiver would fulfill Congress’s legislative intent in amending FOIA. See
Judicial Watch, Inc. v. Rossotti, 326 F.3d 1309, 1312 (D.C. Cir. 2003)
(“Congress amended FOIA to ensure that it be ‘liberally construed in favor of
waivers for noncommercial requesters.’”).

Disclosure of the requested information is in the public interest. This
request will further public understanding of government conduct; specifically,
the NSA’s warrantless electronic surveillance and/or physical searches in the
United States. This type of government activity concretely affects many
individuals and implicates basic privacy, free speech, and associational rights
protected by the Constitution.
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Moreover, disclosure of the requested information wili aid public
understanding of the implications of the President’s decision to permit the
NSA to engaging in warrantless electronic surveillance and/or physical
searches in the United States and, consequently, to circumvent the judicial
oversight required by the Foreign Intelligence Surveillance Act of 1978.1?
Congress passed this Act in response to scandalous revelations about
widespread political surveillance by the FBI under the leadership of J. Edgar
Hoover. Following those revelations, Congress convened hearings and
established a commission to investigate the government’s abuses and explore
how best to prevent future excesses. The hearings, chaired by Idaho Senator
Frank Church, revealed that the government had infiltrated civil rights and
peace groups, had burglarized political groups to gain information about their
members and activities, and had “swept in vast amounts of information about
the personal lives, views, and associations of American citizens.”'®
Understanding the current scope of the NSA’s warrantless surveillance is,
therefore, crucial to the public’s interest in understanding the legality and
consequences of the President’s order and the NSA’s current surveillance
practices.

As a nonprofit 501(c)(3) organization and “representative of the news
media” as discussed in Section II, the ACLU is well-situated to disseminate
information it gains from this request to the general public and to groups that
protect constitutional rights. Because the ACLU meets the test for a fee
waiver, fees associated with responding to FOIA requests are regularly
waived for the ACLU."

¥'50 U.S.C. § 1801 et seq.

' INTELLIGENCE ACTIVITIES AND THE RIGHTS OF AMERICANS, BOOK 1I:
FINAL REPORT OF THE SELECT COMMITTEE TO STUDY GOVERNMENTAL
OPERATIONS WITH RESPECT TO INTELLIGENCE ACTIVITIES. UNITED STATES
SENATE. APRIL 26, 1976. Available at
http://www.icde.com/~paulwolf/cointelpro/churchfinalreportlla. htm.

' For example, in May 2005, the United States Department of Commerce granted a fee
waiver to the ACLU with respect to its request for information regarding the radioc frequency
identification chips in United States passports. In March 2003, the Department of State
granted a fee waiver to the ACLU with regard to a request submitted that month regarding the
use of immigration laws to exclude prominent non-citizen scholars and intellectuals from the
country because of their political views, statements, or associations. Also, the Department of
Health and Human Services granted a fee waiver to the ACLU with regard to a FOIA request
submitted in August of 2004. In addition, the Office of Science and Technology Policy in the
Executive QOffice of the President said it would waive the fees associated with a FOIA request
submitted by the ACLU in August 2003. In addition, three separate agencies — the Federal
Bureau of Investigation, the Office of Intelligence Policy and Review, and the Office of
Information and Privacy in the Departtment of Justice — did not charge the ACLU fees
associated with a FOIA request submitted by the ACLU in August 2002,
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The records requested are not sought for commercial use, and the
requesters plan to disseminate the information disclosed as a result of this
FOIA request through the channels described in Section II. As also stated in
Section IT, the ACLU will make any information disclosed as a result of this
FOIA available to the public at no cost.

Iv. Expedited Processing Request

Expedited processing is warranted because there is an “compelling
need” to obtain information “relevant to a subject of public urgency
concerning an actual or alleged Federal government activity” by orgamzatlons
“primarily engaged in disseminating information.” 32 CFR § 1900. 34(c).'®
This request implicates an urgent matter of public concern; namely, the NSA’s
potentially extensive warrantless electronic surveillance and/or physical
searches in the United States. Such government activity may infringe upon
the public’s free speech, free association, and privacy rights, which are
guaranteed by the First, Fourth, Fifth, and Fourteenth Amendments to the
United States Constitution. Requests for information bearing upon potential
Constitutional violations require an immediate response so that any violations
cease and future violations are prevented.

The instant request clearly meets the urgency requirement. It took less
than a day for Arlen Specter, the Republican chairman of the Senate Judiciary
Committee, to pledge that the Senate would hold hearings to investigate the
NSA’s warrantless surveillance. Jennifer Loven, Report of NSA Spying
Prompts Call for Probe, San Francisco Chronicle, Dec. 16, 2005. That the
President chose to give a rare, live radio address providing additional
information about the NSA’s warrantless surveillance the day after it was
revealed underscores the urgency of the ACLU’s request. The urgent and
time sensitive nature of the request is also apparent from the widespread and
sustained media coverage the NSA’s warrantless domestic surveillance
activities have garmered. See, e.g., James Risen and Eric Lichtblau, Bush Lets
U.S. Spy on Callers Without Courts, New York Times, Dec. 16, 2003, at Al;
Maura Reynolds and Greg Miller, Congress Wants Answers About Spying on
U.S. Citizens, Pitisburgh Post-Gazette, Dec. 16, 2005; Steven Thomma,
Spyving Could Create Backlash on Congress; Public Reaction Hinges on
Identity of Targets, San Jose Mercury News, Dec. 16, 2005; Christine Hauser,

'® The ACLU is “primarily engaged in disseminating information,” as discussed in Sections II
and I11.

10
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Bush Declines to Discuss Report on Eavesdropping, New York Times, Dec.
16, 2005; Katherine Shrader, Lawmakers Say Reported Spy Program
Shocking, Call For Investigations, San Diego Union Tribune, Dec. 16, 2005
Caren Bohan and Thomas Ferraro, Bush Defends Eavesdropping and Patriot
Act, ABC News, Dec. 17, 2005; Dan Eggan and Charles Lane, On Hill, Anger
and Calls for Hearing Greet News of Stateside Surveillance, Washington Post,
Dec. 17, 2005, at A1; Jennifer Loven, Bush Defends Secret Spying in U.S.,
San Francisco Chronicle, Dec. 17, 2005; Barton Gellman and Dafna Linzer,
Pushing the Limits of Wartime Powers, Washington Post, Dec. 18, 2005, at
A1; John Diamond, NSA s Surveillance of Citizens Echoes 1970s
Controversy, USA Today, Dec. 18, 2005; James Kuhnhenn, Bush Defends
Spying in U.S., San Jose Mercury News, Dec. 18, 2005; Fred Barbash and
Peter Baker, Gonzales Defends Eavesdropping Program, Washington Post,
Dec. 19, 2005; Todd J. Gillman, Bush Assails Disclosure of Domestic Spying
Program, San Jose Mercury News, Dec. 19, 2005; David Stout, Bush Says
U.S. Spy Program is Legal and Essential, New York Times, Dec. 19, 2005;
James Gerstenzang, Bush Vows to Continue Domestic Surveillance, L.A.
Times, Dec. 19, 2005; Terence Hunt, Bush Says NSA Surveillance Necessary,
Legal, Washington Post, Dec. 19, 2005; Terence Hunt, Bush Defends
Domestic Spying Program as Effective Tool in War on Terror, Detroit Free
Press, Dec. 19, 2005; George E. Condon, Bush Says Spying Is Needed To
Guard US, San Diego Union Tribune, Dec. 20, 2005; Jeff Zeleny, No
‘Unchecked Power’ In Domestic Spy Furor, Chicago Tribune, Dec. 20, 2005,
Michael Kranish, Bush Calls Leak of Spy Program Shameful, Boston Globe,
Dec. 20, 2005; Craig Gordon, For Bush, 9/11 Justifies Eavesdropping,
Newsday, Dec. 20, 2005.

Finally, pursuant to applicable regulations and statute, the ACLU
expects the determination of this request for expedited processing within 10
calendar days and the determination of this request for documents within 20
days. See 32 CFR § 1900.21(d); 5 U.S.C. § 552(a)(6)(A)(1).

If this request is denied in whole or in part, we ask that you justify all
deletions by reference to specific exemptions to FOIA. The ACLU expects the
release of all segregable portions of otherwise exempt material. The ACLU
reserves the right to appeal a decision to withhold any information or to deny
a waiver of fees.

11
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Thank you for your prompt attention to this matter. Please furnish all
applicable records to:

Ann Beeson

Associate Legal Director
American Civil Liberties Union
125 Broad Street, 18" floor
New York, NY 10004

[ affirm that the information provided supporting the request for
expedited processing is true and correct to the best of my knowledge and
belief.

Sincerely,

Ann Beeson
Associate Legal Director
American Civil Liberties Union
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