
                      
              
 

Sep. 22, 2015 
 

The Honorable Frank J. Larkin 

Office of the Sergeant at Arms and Doorkeeper of the Senate 

U.S. Capitol 

Room S-151 

Washington, DC 20510 

 

The Honorable Paul D. Irving 

Office of the Sergeant at Arms of the House of Representatives 

U.S. Capitol  

Room H-124 

Washington, DC 20515 

 

Re: The Civil Liberties Implications of Insecure Congressional 
Communications and the Need for Encryption 

 

Dear Messrs. Larkin and Irving,  

 

We write to urge you to provide secure communications technology to 

members of Congress and staff, and to permit member offices to adopt 

secure technology on their own initiative. While the civil liberties 

implications of vulnerable government information technology may not be 

readily apparent, they are nonetheless, and increasingly, significant.  

 

Our tripartite system of government works best when each branch of 

government is independent and functionally able to serve as an effective 

check on the other.  Congress, for instance, oversees the president and the 

administrative state, and serves to identify and mitigate waste, fraud, abuse, 

or illegality through, among other things, the power of the purse, its 

investigative function, and, in extreme cases, the power to impeach.  

Congress’ ability to exercise that oversight function, however, is only as 

robust as its independence from interference by other elements of the 

government, and its insulation from influence by bad actors outside 

government. 

 

Nowhere was this as clear as in the controversy over the CIA’s torture 

report.  As explained by Senator Feinstein, the intelligence committee came 

to an agreement with the CIA to use agency-provided facilities, including 

computers and servers, to review documents that were ultimately the basis 

for the committee’s report.  Although the CIA purported to create a firewall  
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to give the committee the freedom to review these documents without interference, the 

CIA nonetheless searched the walled off committee drive, on the CIA-operated server.
1
 

 

One key lesson is that secure communications facilities preserve effective checks and 

balances in constitutional government, and insecure facilities threaten them.  Those 

checks and balances serve as safeguards of individual liberties and civil rights.
2
  They 

also protect the civil liberties and privacy of the thousands of Congressional and 

government employees, who are themselves attractive targets of both foreign adversaries 

and, indeed, insider threats.
3
  The recent, devastating breach of the U.S. Office of 

Personnel and Management’s computer systems, which exposed the most sensitive 

details about up to 22 million federal employees to foreign hackers, made this starkly 

clear.  

 

Ensuring the security of Congressional communications against all interception—whether 

by foreign governments, criminals, or even other branches of the U.S. government or 

rogue Congressional staffers — would promote both basic liberty interests and national 

security. Accordingly, we urge you to ensure that members of Congress and staff have 

the tools and training necessary to protect their communications. 

 

I. U.S. Cellular Phone Networks are Insecure 

 

In recent years, the American public has slowly learned what has been known to the 

computer security community for more than a decade: Security flaws in our telephone 

networks can be exploited by foreign governments and technologically sophisticated 

criminals to intercept our phone calls, text messages, and location data.
4
  The world’s 

most widely used cellular encryption algorithm,
5
 known as A5/1, was designed in the 

1980s,
6
 broken by cryptographers in the 1990s,

7
 and remains widely used today by U.S. 
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cellular networks.
8
  Moreover, although modern 3G and 4G networks use more secure 

encryption algorithms, widely available surveillance equipment
9
 can force phones back to 

the older, less secure networks.
10

 

 

Computer security experts have been warning about these vulnerabilities since the late 

1990s.
11

 Their warnings have largely been ignored.  U.S. phone networks remain 

vulnerable,
12

 and the Federal Communications Commission has not only taken no action 

to warn the public, but has resisted public disclosure of documents related to U.S. 

government agency exploitation of these same security flaws.
13

 

 

In the two decades since these flaws were first discovered, surveillance technology 

companies, as part of the $5 billion dollar per year global market for surveillance 

technology,
14

 have created numerous products designed to exploit them.
15

 Such special 

purpose cellular surveillance products, which are sold by surveillance companies in 

Russia, China, and Israel to governments around the world, are now among the 

“bestselling items” at surveillance industry trade shows.
16
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II. Foreign Governments are Monitoring Cell Phone Calls in Washington, 

D.C., Including, Possibly, Those of Members and Staff 

 

As President Obama has noted, “We know that the intelligence services of other 

countries. . . are constantly probing our government and private sector networks and 

accelerating programs to listen to our conversations.”
17

 The director of the National 

Security Agency has echoed this point. At a public event earlier this year, we asked 

Admiral Mike Rogers whether foreign governments are spying on cell phones in 

Washington. Admiral Rogers responded by confirming that “nation states around the 

world are attempting to generate insights as to what we are doing as individuals” and that 

the cellphones of government employees and policy makers are attractive targets.
18

 

 

In their 2012 book Deep State, national security reporters Marc Ambinder and D.B. 

Grady revealed that “[t]he FBI has quietly removed from several Washington, D.C.-area 

cell phone towers, transmitters that fed all data to . . . foreign embassies.”
19

 When asked 

about the allegation by the Washington Post, the FBI declined to comment.
20

 However, a 

former FBI deputy director told Newsweek in 2014 that “[t]his type of technology has 

been used in the past by foreign intelligence agencies here and abroad to target 

Americans, both [in the] U.S. government and corporations. There’s no doubt in my mind 

that they’re using it.”
21

 Moreover, in the fall of 2014, a team of technical experts revealed 

that they had detected, with sophisticated equipment, telltale signs of cellular surveillance 

devices in eighteen locations in the Washington D.C. area, including near the White 

House, Congress, and several foreign embassies.
22

 

 

Although the NSA takes steps to protect the communications of the President and other 

senior national security officials, those officials are the exceptions, not the norm.
23

 Most 

policy makers in government, including members of Congress and their staff, are not 

provided with the tools necessary to protect their communications from interception.
24
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III. Widespread Congressional Adoption of Encryption Offers a Way 

Forward 

It is possible to deliver secure communications over an insecure network. In much the 

same way that Bank of America and Google can deliver their websites securely to 

customers using insecure public Wi-Fi networks,
25

 so too can smartphone apps protect 

the audio and text communications of their users—by using strong encryption that 

provides security even when the underlying cellular network remains vulnerable to 

interception.
26

 

In recent years, technology companies have added strong encryption to their products, 

which can protect communications from interception. Smartphone apps that encrypt 

voice, video, and text messages are widely available, and some of them are used by 

hundreds of millions of existing users.
27

 These apps do not rely on the weak encryption 

provided by cellular networks for their security, but instead use modern, strong 

encryption to protect their customers’ communications.
28

 

One of the most widely respected encrypted communication apps, Signal, from Open 

Whisper Systems,
29

 has received significant financial support from the U.S. 

government,
30

 has been audited by independent security experts,
31

 and is now widely 

used by computer security professionals,
32

 many of the top national security journalists,
33
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and public interest advocates. Indeed, members of the ACLU’s own legal department 

regularly use Signal to make encrypted telephone calls. 

There are no significant barriers to providing members of Congress with encrypted 

communications tools. Many members of Congress and their staff already have 

smartphones.
34

 Encrypted communications apps like Signal and WhatsApp are free and 

can be easily downloaded from the major app stores.
35 

Similarly, Apple’s encrypted 

voice, video, and text communications apps—FaceTime and iMessage—are built into 

Apple’s mobile operating system and thus are already available to every member or 

staffer with an iPhone.
36

 

These encrypted apps would be a significant improvement over the insecure, easy-to-

intercept cellular phones that members and their staff currently use, and would make 

surveillance by foreign governments and others significantly more difficult. 

In sum, we urge you to empower House and Senate offices to adopt secure 

communications equipment on their own, or to facilitate the adoption of secure 

equipment Congress-wide under your own initiative. As more government 

communications flow through unencrypted and insecure networks, the threat from 

foreign and domestic interception alike grows apace. Congress could take easy and cheap 

steps today to ameliorate that threat. 

Although the civil liberties implications of this issue may not be obvious, they are 

important. Congress must be able to conduct its business in a secure fashion in the 

knowledge that communications—with constituents, other branches of government, the 

media, and among staff—are themselves secure. The OPM hack, and the experience of 

the Senate intelligence committee with the CIA’s facilities, lay bare the need to better 

protect Congress’s oversight function by guaranteeing the integrity of its 

communications.    
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We would be eager to answer any questions you have and to discuss any of the issues we 

describe in this letter with your staff.  Please do not hesitate to contact Legislative 

Counsel Gabe Rottman at 202-675-2325 or grottman@aclu.org, with any questions. 

Sincerely, 

 
Michael W. Macleod-Ball 

Chief of Staff 

 

 
Gabe Rottman 

Legislative Counsel and Policy Advisor 

 

/S/ Christopher Soghoian 

Christopher Soghoian, Ph.D. 

Principal Technologist 

Speech, Privacy, and Technology Project 

 


