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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION and
AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,
Plaintiffs,

)

V.

NATIONAL SECURITY AGENCY,
CENTRAL INTELLIGENCE AGENCY,
DEPARTMENT OF DEFENSE,
DEPARTMENT OF JUSTICE, and
DEPARTMENT OF STATE,
Defendants.

)
)
)
)
)
)
)

No.l3Civ.9198(AT)

)
)
)
)
)
)
)
)

______________________________ )

EXHIBIT A
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BY USPS MAIL
Federal Bureau of Investigation
Attn: FOIIP A Request
Record/Information Dissemination Section
I 70 Marcel Drive
Winchester, VA 22602-4843
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The American Civil Liberties Union and the American Civil Liberties
Union Foundation (together, the "ACLU") submit this request under the
Freedom of Information Act ("FOIA"), 5 U.S.C. § 552, for access to
documents relating to Executive Order 12,333,3 C.F.R. 200 (1981 Comp.)
("EO 12,333"). Specifically, we request the following records':
I. Any records construing or interpreting the authority of the Federal
Bureau of Investigation ("FBI") under Executive Order I 2,333 or any
regulations issued thereunder;
2. Any records describing the minimization procedures2 used by the FBI
with regard to both intelligence collection and intelligence interception
conducted pursuant to the FBI's authority under EO 12,333 or any
regulations issued thereunder; and
3. Any records describing the standards that must be satisfied for the
"collection," "acquisition," or "interception" of communications, as
the FBI defines these terms, pursuant to the FBI's authority under EO
12,333 or any regulations issued thereunder.

Records include but are not limited to electronic records, leners, correspondence,
tape recordings, notes, data, memoranda, reports, email. computer source and object code,
technical manuals, technical specifications, legal opinions, policy statements, and any other
materials.
2
Minimization procedures include but are not limited to rules, policies, or procedures
addressing the collection, interception, handling, use, retention, and destruction of information
relating to U.S. persons that is acquired in the course of intelligence activities.
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Request for a Fee Limitation and Public Interest Fee Waiver
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The ACLU requests a waiver of search and review fees because the
requested records are not sought for commercial use and because the ACLU is
a "representative of the news media." 5 U.S.C. § 552(a)(4)(A)(ii)(ll).
Dissemination of infonnation about actual or alleged government activity is a
critical and substantial component of the ACLU's mission and work. The
ACLU disseminates this information to educate the public and promote the
protection of civil liberties. Its regular means of disseminating and
editorializing information obtained through FOIA requests include: a paper
newsletter distributed to approximately 450,000 people; a bi-weekly
electronic newsletter distributed to approximately 300,000 subscribers;
published reports, books. pamphlets, and fact sheets; a widely read blog;
heavily visited websites, including an accountability microsite,
http://www.aclu.org/accountability; and a video series.
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The ACLU therefore meets the statutory definition of a "representative
of the news media" as an "entity that gathers information of potential interest
to a segment of the public. uses its editorial skills to turn the raw materials
into a distinct work, and distributes that work to an audience." 5 U.S.C. §
552(a)(4)(A)(ii); see also Nat'/ Sec. Archive v. Dep 'l of Dej, 880 F.2d 1381,
1387 (D.C. Cir. 1989): cf Am. Civil Liberties Union v. Dep ~ofJustice, 321 F.
Supp. 2d 24, 29 n.S (D.D.C. 2004) (finding non-profit public interest group to
be "' primarily engaged in disseminating information"'). Indeed, the ACLU
recently was held to be a "representative of the news media." Serv. Women
Action Network v. Dept of Defense, 888 F. Supp. 2d 282, 287-88 (D. Conn.
20 12); see also Am. Civil Liberties Union of Wash. v. Dep i ofJustice, 7\o.
C09-0642RSL, 20 I I WL 88773 I, at • I 0 (W.O. Wash. Mar. 10, 20 I I) (finding
ACLU of Washington to be a "representative of the news media"),
reconsidered in part on other grounds, 20 I I WL 1900140 (W.O. Wash. May
19, 2011).

s

The ACLU also requests a waiver of all search, review, or duplication
fees on the ground that disclosure of the requested information is in the public
interest because: (I) it " is likely to contribute significantly to public
understanding of the operations or activities of the government," and (2) it " is
not primarily in the commercial interest of the requester." 5 U.S.C. §
552(a)(4)(AXiii). This request clearly satisfies these criteria.
First, the requested material concerns "the operations or activities" of
the FBI. E.O. 12,333 is " intended to enhance human and technical collection
techniques, especially those undertaken abroad, and the acquisition of
significant foreign intelligence, as well as the detection and countering of
international terrorist activities and espionage conducted by foreign powers."
EO 12.333 § 2.2. It authorizes the intelligence community, including the FBI,
to collect intelligence, and it sets forth certain limitations on intelligencegathering activities relevant to civil liberties. In its brief in a recent case

Case 1:13-cv-09198-AT Document 63-1 Filed 02/26/16 Page 4 of 5

before the Supreme Court of the United States. the Government emphasized
its authority to conduct surveillance of Americans' foreign contacts abroad
under Executive Order No. 12,333, without conforming to various statutory
restrictions. Brief for Petitioners, Clapper v. Amnesty lnt 'I USA. No. Il-l 025,
2012 WL 3090949. at *45 (U.S. 2012). How the Government actually does
this, and whether it appropriately accommodates the constitutional rights of
American citizens and residents whose communications are intercepted in the
course of that surveillance. are matters of great significance.
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Moreover, the requested materials will "contribute significantly to the
public understanding" of the FBI 's operations or activities. 5 U.S.C. §
552(a)(4)(A)(iii). Tho ugh the subject of foreign-intelligence collection is a
matter of great public interest and concern, little information on how the
American intell igence community construes the authority conferred by EO
12,333 and its implementing regulations is currently publicly available.
For example, in the Clapper brief described above, the government
makes no argument beyond a handful of one-sentence assertions of its
authority under EO 12,333. See Brief for Petitioners, Clapper v. Amnesty lnt'/
USA, No. Il - l 025, 2012 WL 3090949 at *4, *33, *41. *45. Likewise, the
publ icly available administrative agency materials typically do little more
than restate EO 12,333's limits on the intelligence community in slightly
different ways or provide pred ictable definitions for terms left undefined in
the executive order. See, e.g.. Oep' t of De f. , DOD 5240 1-R. Procedures
Governing the ActiviJies ofDOD Intelligence Components that Affect UniTed
States Persons§ C2.3.12 (Dec. 1982); Nal' I Sec. Agency, United States
Signals Intelligence Directive 18 (July 1993); Army Regulation 381- 10, U.S.
Army Intelligence Procedures§ 2-2(1) (2007). Judicial treatments of EO
12,333 contribute equally little to the public understanding of the limits of
intelligence-gathering powers under EO 12,333. See, e.g., United States v.
Marzook, 435 F. Supp. 2d 778 (N.D. Ill. 2006); United States v. Poindexter,
727 F. Supp. 1470 (D.D.C. 1989); United Pre.1·byterian Church in the U.S.A.
v. Reagan, 738 F.2d 1375 (D.C. Cir. 1984).
For these reasons, we respectfully request that all fees related to the
search, review, and dupl ication of the requested records be waived. lfthe
search and review fees will not be waived, we ask that you contact us at the
email address listed below should the estimated fees resulting from this
request exceed $1 00.

***
We request that responsive electronic records be provided
electronically in their native file format, if possible. See 5 U.S.C.
§ 552(a)(3)(8). Alternatively, we request that the records be provided
electronically in a text-searchable, static-image format (PDF), in the best
image quality in the agency's possession, and in separate, Bates-stamped files.

(
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We also request that you provide an estimated date on which you will
finish processing this request. See 5 U.S.C. § 552(a)(7)(B).
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If this FOIA request is denied in whole or in part, please provide the
reasons for the denial, pursuant to 5 U.S.C. § 552(a)(6)(A)(i). In addition,
please release all segregable portions of otherwise exempt material in
accordance with 5 U.S.C. § 552(b). Funhennore, if any documents responsive
to this request are classified, please identify those documents, including a date
and document number where possible, so we may begin the process of
requesting a Mandatory Declassification Review under the terms of Executive
Order I 3,526 (20 I 0).
Thank you for your consideration of this request. If you have any
questions or concerns, please do not hesitate to contact us at the email address
listed below. Pursuant to 5 U.S.C. § 552(a)(6)(A)(i), we expect a response
regarding this request within the twenty working-day statutory time limit.
Sincerely,

Alexander Abdo
Staff Attorney
National Security Project
American Civil Liberties Union
Phone: (212) 549-2517
Email : aabdo@aclu.org
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION and
AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,
Plaintiffs,
V.

NATIONAL SECURITY AGENCY,
CENTRAL INTELLIGENCE AGENCY,
DEPARTMENT OF DEFENSE,
DEPARTMENT OF JUSTICE, and
DEPARTMENT OF STATE,

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

No. 13 Civ. 9198 (AT)

Defendants.
______________________________
)

EXHIBITB
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D. C. 20535
June 7, 2013
Mr. Alexander Abdo
American Civil Liberties Union Foundation
National Office
181h Floor
125 Broad Street
New York, NY 10004

FOIPA Request No.: 1216886- 000
Subject: Executive Order 12333 (FBI
Authority)
Dear Mr. Abdo:
This acknowledges receipt of your Freedom of Information/Privacy Acts (FOIPA) request to the FBI.
Your request has been received at FBI Headquarters for processing.

r

Your request has been received at the [
Resident Agency/ _ _ _ Field Office)
and forwarded to FBI Headquarters for processing.
We are searching the indices to our Central Records System for the information responsive
to this request. We will inform you of the results in future correspondence.
Your request for a fee waiver is being considered and you will be advised of the decision at
a later date.
Please check for the status of your FOIPA request at www.fbi.gov/foia.

The FOIPA Request number listed above has been assigned to your request. Please use this
number in all correspondence concerning your request. Your patience is appreciated.

Sincerely,

~
David M. Hardy
Section Chief,
Record/Information
Dissemination Section
Records Management Division
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION and
AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,
Plaintiffs,
v.
NATIONAL SECURITY AGENCY,
CENTRAL INTELLIGENCE AGENCY,
DEPARTMENT OF DEFENSE,
DEPARTMENT OF JUSTICE, and
DEPARTMENT OF STATE,
Defendants.

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

No.13Civ.9198(AT)

_______________________________ )
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NATIONAL SE.;URITY
PROJECT

AGl.U
AMERICAN CIVIL LIBERTIES UNION

I

November 8, 2013

BY UPS

AMERICAN CIVIL LIBERTIES
UNION FOUNDATION

Office of Information Policy
U.S. Department of Justice, Suite 11050
1425 New York Avenue, N.W.
Washington, D.C. 20530
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NEW YORK, NY i0004 -2400
T/212.5&9 . 2500
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RE:

FREEDOM OF INFORMATION ACT APPEAL
[FEDERAL BUREAU OF INVESTIGATION]

OFFICERS AND DIRECTORS
SUSAN N

HERM 1\N

PRE SID ENT
ANTHON Y 0 . ROMERO

EXECUTIVE DIRECTOR

Dear Sir or Madam,
The American Civil Liberties Union and the American Civil Liberties
Union Foundation (together, the "ACLU") write to appeal from the
constructive denial of their Freedom of Information Act request, submitted on
May 13, 2013, for documents relating to Executive Order 12,333, 3 C.F.R.
200 (1981 Comp.) ("EO 12,333"). A copy of the request is attached here for
reference. The ACLU received an acknowledgement of receipt dated June 7,
2013 in a letter signed by David M. Hardy. The request was assigned the
following identification number: 1216886-000.
Under the Freedom of Information Act, determinations about whether
an agency will produce documents must be made within 20 business days. See
5 U.S.C. § 552(a)(6)(A)(i); 28 C.F.R. § 16.6(b). Where an agency cannot meet
the statutory time limit due to unusual circumstances, the agency may extend
the time limit by ten working days with written notice to the requester. 5.
U.S. C.§ 552(a)(6)(B). An agency denying a request in any respect must send
the requester a signed letter including, among other things, a brief statement of
the reasons for deniaL 5 U.S.C. § 552(a)(6)(A)(i).
Because the twenty-day statutory time has elapsed without a
substantive response, the Federal Bureau of Investigation has constructively
failed to meet its legal obligation to disclose the information requested. By
this appeal, we ask you to direct the timely disclosure of all records responsive
to our request.
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We thank you for your consideration of this appeal. Pursuant to 5
U.S.C. § 552(a)(6)(A)(ii), we expect a response regarding this appeal within
twenty days. If you have any questions or concerns, please do not hesitate to
contact me at the email address or telephone number indicated below.

Sincerely,

AMERICAN CIVIL LIBERTIES
UNION FOUNDATION

Alexander Abdo
Staff Attorney
National Security Project
American Civil Liberties Union
Phone: (212) 549-2517
Email: aabdo@aclu.org
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May 13,2013

BY USPS MAIL
Federal Bureau of Investigation
Attn: FOI/PA Request
Record/Information Dissemination Section
170 Marcel Drive
Winchester, VA 22602-4843
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To Whom It May Concern:
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The American Civil Liberties Union and the American Civil Liberties
Union Foundation (together, the "ACLU") submit this request under the
freedom oflnfonnation Act ("FOIN'), 5 U.S.C. § 552, for access to
documents relating to Executive Order 12,333,3 C.F.R. 200 (1981 Comp.)
("EO 12,333"). Specifically, we request the following records 1:
1. Any records construing or interpreting the authority of the Federal
Bureau oflnvestigation ("FBI") under Executive Order 12,333 or any
regulations issued thereunder;
2. Any recoqls describing the minimization procedures2 used by the FBI
with regard to both intelligence collection and intelligence interception
conducted pursuant to the FBI's authority under EO 12,333 or any
regulations issued thereunder; and
3. Any records describing the standards that must be satisfied for the
"collection," "acquisition," or "interception" of communications, as
the FBI defines these tenns, pursuant to the FBI's authority under EO
12,333 or any regulations issued thereunder.

Records include but are not limited to electronic records, letters, correspondence,
tape recordings, notes, data, memoranda, reports, email, computer source and object code,
technical manuals, technical specifications, legal opinions, policy statements, and any other
materials.
2
Minimization procedures include but are not limited t.o rules, policies, or procedures
addressing the collection, interception, handling. use, retention, and destruction of information
relating to U.S. persons that is acquired in the course of intelli&ence activities.
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Request for a Fee Limitation and Public Interest Fee Waiver
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The ACLU requests a waiver of search and review fees because the
requested records are not sought for commercial use and because the ACLU is
a "representative of the news media." 5 U.S.C. § 552(a)(4)(A)(ii)(ll).
Dissemination of information about actual or alleged government activity is a
critical and substantial component of the ACLU's mission and work. The
ACLU disseminates this information to educate the public and promote the
protection of civil liberties. Its regular means of disseminating and
editorializing information obtained through FOIA requests include: a paper
newsletter distributed to approximately 450,000 people; a bi-weekly
electronic newsletter distributed to approximately 300,000 subscribers;
published reports, books, pamphlets, and fact sheets; a widely read blog;
heavily visited websites, including an accountability microsite,
http://www.aclu.org/accountability; and a video series.
The ACLU therefore meets the statutory definition of a "representative
ofthe news media" as an "entity that gathers information of potential interest
to a segment of the public, uses its editorial skills to turn the raw materials
into a distinct work, and distributes that work to an audience." 5 U.S.C. §
552(a)(4)(A)(ii); see also Nal'i Sec. Archive v. Dept ofDef, 880 F.2d 1381,
1387 (D.C. Cir. 1989); cf Am. Civil Liberties Union v. Dept ofJustice, 32 1 F.
Supp. 2d 24, 29 n.S (D.D.C. 2004) (finding non-profit public interest group to
be "'primarily engaged in disseminating information"'). Indeed, the ACLU
recently was held to be a "representative of the news media." Serv. Women :sAction Network v. Dep 't of Defense, 888 F. Supp. 2d 282, 287-88 (D. Conn.
20 12); see also Am. Civil Liberties Union of Wash. v. Dep i ofJustice, No.
C09-0642RSL, 2011 WL 887731, at *10 (W.O. Wash. Mar. I 0, 2011) (finding
ACLU of Washington to be a "representative of the news media"),
reconsidered in part on other grounds, 201 1 WL 1900140 (W.O. Wash. May
19, 2011).
The ACLU also requests a waiver of all search, review, or duplication
fees on the ground that disclosure of the requested information is in the public
interest because: (1) it "is likely to contribute significantly to public
understanding of the operations or activities of the government," aod (2) it "is
not primarily in the commercial interest of the requester." 5 U.S.C. §
552(a)(4)(A)(iii). This request clearly satisfies these criteria.
First, the requested material concerns "the operations or activities" of
the FBI. E.O. 12,333 is "intended to enhance human and technical collection
techniques, especially those undertaken abroad, and the acquisition of
significant foreign intelligence, as well as the detection and countering of
international terrorist activities and espionage conducted by foreign powers."
EO 12,333 § 2.2. It authorizes the intelligence community, including the FBI,
to collect intelligence, and it sets forth certain limitations on intelligencegathering activities relevant to civil liberties. In its brief in a recent case
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before the Supreme Court of the United States, the Government emphasized
its authority to conduct surveillance of Americans' foreign contacts abroad
under Executive Order No. 12,333, without confonning to various statutory
restrictions. Brief for Petitioners, Clapper v. Amnesty In/ 'I USA, No. Il-l 025,
2012 WL 3090949, at *45 (U.S. 2012). How the Government actually does
this, and whether it appropriately accommodates the constitutional rights of
American citizens and residents whose communications are intercepted in the
course of that surveillance, are matters of great significance.
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Moreover, the requested materials will "contribute significantly to the
public understanding" of the FBI's operatio ns or activities. 5 U.S.C. §
552(a)(4)(A)(iii). Though the subject of foreign-intelligence collection is a
matter of great public interest and concern, little infonnation on how the
American intelligence community construes the authority conferred by EO
12,333 and its implementing regulations is currently publicly available.
For example, in the Clapper brief <.le::scribed above, the government
makes no argument beyond a handful of one-sentence assertions of its
authority under EO 12,333. See Brief for Petitioners, Clapper v. Amnesty lnt'/
USA, No. 11-1025, 2012 WL 3090949 at *4, *33, *41, *45. Likewise, the
publicly available administrative agency materials typically do little more
than restate EO 12,333 's limits on the intelligence community in slightly
different ways o r provide predictable definitions for terms left undefined in
the executive order. See, e.g., Dep't of De f., DOD 5240 1-R, Procedures
Governing the Activities of DOD Intelligence Components that Affect United
States Persons§ C2.3.12 (Dec. 1982); Nat' I Sec. Agency, United States
Signals Intelligence Directive 18 (July 1993); Army Regulation 381-10, U.S.
Army Intelligence Procedures§ 2-2(1) (2007). Judicial treatments of EO
12,333 contribute equaJJy little to the public understanding of the limits of
intelligence-gathering powers under EO 12,333. See, e.g., United States v.
Marzook, 435 F. Supp. 2d 778 (N.D. Ill. 2006); United States v. Poindexter,
727 F. Supp. 1470 (D.D.C- 1989); United Presbyterian Church in the U.S.A.
v. Reagan, 738 F.2d 1375 (D.C. Cir. 1984).
For these reasons, we respectfully request that all fees related to the
search, review, and duplication of the requested records be waived. If the
search and review fees will not be waived, we ask that you contact us at the
email address listed below should the estimated fees resulting from this
request exceed $100.

•••
We request that responsive electronic records be provided
electronically in their native file fonnat., if possible. See 5 U.S.C.
§ 552(a)(3)(B). Alternatively, we request that the records be provided
electronically in a text-searchable, static-image fonnat (PDF), in the best
image quality in the agency's possession, and in separate, Bates-stamped files.

- - ____

._
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We also request that you provide an estimated date on which you will
fini sh processing this request. See 5 U.S.C. § 552(a)(7)(B).

AMERICAN CIVIL LIB ERTIES
UNION fOUNDATION
NA TlONAl Off iCE

ns 8ROAO STREET,

If this FOIA request is denied in whole or in part, please provide the
reasons for the denial, pursuant to 5 U.S.C. § 552(a)(6)(A)(i). In addition,
please release all segregable portions of otherwise exempt material in
accordance with 5 U.S.C. § 552(b). Furthermore, if any documents responsive
to this request are classified, please identify those documents, including a date
and document number where possible, so we may begin the process of
requesting a Mandatory Declassification Review under the terms of Executive
Order 13,526 (20 I 0).
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SUSAN H. HERMAN PR£SID£HT

Thank you for your consideration of this request. lf you have any
questions or concerns, please do not hesitate to contact us at the email address
listed below. Pursuant to 5 U.S.C. § 552(a)(6)(A)(i), we expect a response
regarding this request within the twenty working-day statutory time limit.

ANTHONY 0 . ROMERO

£XECUm£ OIA£CI O~

Sincerely,

Alexander Abdo
Staff Attorney
National Security Project
American Civil Liberties Union
Phone: (2 12) 549-2517
Email: aabdo@aclu.org
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UN ITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVI L LIBERTIES UN ION and
AMERICAN CIVIL LIBERTIES UN ION
FOUNDATION,
Plaintiffs,
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)
)
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)
)
)

)

V.

NATIONAL SECURITY AGENCY,
CENTRAL INTELLIGENCE AGENCY,
DEPARTMENT OF DEFENSE,
DEPARTMENT OF JUSTICE, and
DEPARTMENT OF STATE,

No. 13 Civ. 9198 (AT)
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U.S. Department of Justice

•

Office oflnformation Policy

Telephone: (202) 514-3642

Washington, D.C. 20530

November 15, 2013

Alexander Abdo, Esq.
American Civil Liberties Union Foundation
18th Floor
125 Broad Street
New York, NY 10004
Re: Request No. 1216886
Dear Mr. Abdo:
This is to advise you that your administrative appeal from the action of the Federal
Bureau oflnvestigation was received by this Office on November 12, 2013.
The Office of Information Policy has the responsibility of adjudicating such appeals. In
an attempt to afford each appellant equal and impartial treatment, we have adopted a general
practice of assigning appeals in the approximate order of receipt. Your appeal has been assigned
number AP-2014-00477. Please mention this number in any future correspondence to this
Office regarding this matter. Please note that if you provide an e-mail address or another
electronic means of communication with your appeal, this Office may respond to your appeal
electronically even if you submitted your appeal to this Office via regular U.S. mail.
We will notify you of the decision on your appeal as soon as we can. If you have any
questions about the status of your appeal, you may contact me at the number above. If you have
submitted your appeal through this Office's online electronic appeal portal, you may also obtain
an update on the status of your appeal by logging into your portal account.
Sincerely,

.Priscilla Jones
Supervisory Administrative Specialist
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•

U.S. Department of Justice
Office oflnformation Policy
Suite 11050
1425 New York Avenue, NW
Washington, DC 20530-0001

Telephone: (202) 514-3642

December 30, 2013
Alexander Abdo, Esq.
ACLU
181h Floor
125 Broad Street
New York, NY 10004
aabdo@aclu.org

Re:

Appeal No. AP-2014-00477
Request No. 1216886
ADW:MTC

VIA: E-mail

Dear M,r. Abdo:
You attempted to appeal from the action ofthe Federal Bureau oflnvestigation on your
request for access to records concerning Executive Order 12,333.
Department of Justice regulations provide for an administrative appeal to the Office of
Information Policy only after there has been an adverse determination by a component. See 28
C.P.R.§ 16.9(a) (2013). As no adverse determination has yet been made by the FBI, there is no
action for this Office to consider on appeal.
As you may know, the Freedom of Information Act authorizes requesters to file a lawsuit
when an agency takes longer than the statutory time period to respond. See 5 U.S.C.
§ 552(a)(6)(C)(i). However, I can assure you that this Office has contacted the FBI and has been
advised that your request is currently under consideration. If you are dissatisfied with the FBI's
final response, you may appeal again to this Office.
This Office has forwarded a copy of your letter to the FBI. I suggest that you contact the
FBI's Requester Service Center at 540-868-1535 for further updates regarding the status ofyour
request.
Sincerely,
Sean R. O'Neill
Chief
Administrative Appeals Staff
By:
Anne D. Work
Senior Counsel
Administrative Appeals Staff
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~ ..:.. Department of Justice

Federal Bureau of Investigation
Washington, D. C. 20535

September 22, 2014

MR. ALEXANDER ABDO
AMERICAN CIVIL LIBERTIES UNION FOUNDATION
NATIONAL OFFICE
18TH FLOOR
125 BROAD STREET
NEW YORK. NY 10004-2400

FOIPA Request No.: 1216886-000
Subject: EXECUTIVE ORDER 12333 (FBI AUTHORITY)

Dear Mr. Abdo:
The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 5521552a. Deletions have been made to protect information which is exempt from
disclosure, with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page
information sheet was inserted in the file to indicate where pages were withheld entirely. The exemptions used to
withhold information are marked below and explained on the enclosed Explanation of Exemptions:
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15 pages were reviewed and 11 pages are being released.

~ Documents were

located which originated with, or contained information concerning, other Government

agencies(OGAs].

r
W

This information has been referred to the OGA(s) for review and direct response to you.
We are consulting with OGAs. While the FBI has received some responses and included them within
the enclosed documents, the FBI will correspond with you regarding this additional OGA information
when these consultations are finished .

r
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In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act
exemption (j)(2) [5 U.S.C. § 552/552a (b)(7)(E)/(j)(2)), this response neither confirms nor denies the existence
of your subject's name on any watch lists.
For your information. Congress excluded three discrete categories of law enforcement and national security
records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). This response is limited
to those records that are subject to the requirements of the FOIA. This is a standard notification that is given to all our
requesters and should not be taken as an indication that excluded records do, or do not, exist. Enclosed for your
information is a copy of the Explanation of Exemptions.

p

-You have the right to appeal any denials in this release. Appeals should be directed in writing to the Director, Office
of Information Policy (OIP), U.S. Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C.
20530-0001, or you may submit an appeal through OIP's eFOIA portal at http://www.justice.gov/oip/efoia-oortal.html.
Your appeal must be received by OIP within sixty (60) days from the date of this letter in order to be considered timely.
The envelope and the letter should be clearly marked "Freedom of Information Appeal." Please cite the FOIPA
Request Number assigned to your request so that it may be easily identified.

r

The enclosed material is from the main investigative file(s) in which the subject(s) of your request was the focus of
the investigation. Our search located additional references, in files relating to other individuals, or matters, which may
or may not be about your subject(s). Our experience has shown when ident. references usually contain information
similar to the information processed in the main file(s). Because of our significant backlog, we have given priority to
processing only the main investigative file(s). If you want the references, you must submit a separate request for them
in writing, and they will be reviewed at a later date, as time and resources permit.

rv

See additional information which follows.

Sincerely, _

David M. Hardy
Section Chief
Record/1 nformalion
Dissemination Sect1on
Records Management Division

Enclosure(s)

Please find attached the first interim release of information responsive to your FOIA request. In order to
properly locate records responsive to your request, RIDS contacted the divisions within the FBI most likely to possess
responsive records, and requested that they search their records. These divisions conducted broad searches for any
FBI records pertaining to the FBI's investigative authorities stemming from Executive Order 12,333, and provided RIDS
with a large amount of potentially responsive records. RIDS enlisted the help of the FBI's National Security Law
Branch (NSLB) to determine which documents were truly responsive, pursuant to the parameters set forth in the Joint
Stipulation dated May 9, 2014.
Once RIDS. with the help of NSLB. established the universe of responsive documents, it found that the
overwhelming majority of records responsive to your request contained OGA equities. RIDS referred this information
to the appropriate OGAs and is currently still consulting with OGAs concerning some of this information.
In a joint letter filed June 23, 2014, the FBI agreed to produce all information not requiring extensive review
and/or consultation with OGAs by September 22, 2014. RIDS is providing all documents which did not require OGA
review. Please note that RIDS has also included some records containing OGA equities since it has received
responses to its referrals, and has completed its review of these documents at this time.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(b)( I)

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign policy
and (£3) are in fact properly classified to such Executive order;

(b)(2)

related solely to the internal personnel rules and practices of an agency;

(b)(3)

specifically exempted from disclosure by statute (other than section 552b of this title). provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular ~riteria for withholding or refers to
particular types of matters to be withheld;

(b)(4}

trade secrets and commercial or financia l information obtainc.:d from a person and privileged or confidential;

(b)(S}

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation \\ith the
agency;

(b)(6)

personnel and medical files and similar fi les the disclosure of which would constitute a clearly unwarranted invasion of personal privacy:

(b)(?)

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information (A) could reasonably be expected to interfere with enforcement proceedings, ( f3) would deprive a person of a right to a fitir trial
or an impartial adjudication, (C) could reasonably be expected to constitute an unwarranted invasion of personal privacy, (D) could
reasonably be expected to db,close the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in th e cou rse of a criminal investigation. or by an agency conducting a lawful national security intelligence
mvestigation. intonnation furnished by a confidential sou rce. (E) would disclose techniques and procedures for law enforcement
investigations or prosecutions. or would disclose guidelines for law enfo rcement investigations or prosecutions if such disclosure could
reasonab ly be expected to risk circumvention of the law. or ( F) could reasonably be expected to endanger the life or physical safety of any
md1vidual:

(b)(8)

contained in or related to examinati on, operating, or condition reports prepared by. on behalf of. or for the use of an agency respo nsible for the
regulation or supervision of linancial institutions; or

(b)(9)

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a

(d)(S)

information compiled in reasonable anticipation of a civi l action proceeding;

0)(2)

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime or
appre hend criminals;

(k)( I)

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy.
for example, information involving intelligence sources or methods;

(k)(2)

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or \\hich would identify a source who furnished information pursuant to a promise that his/her identity would be he ld
in con lidence;

(k}(3}

material maintained in connection "ith providing protective services to the President of the United States or any other ind ividual pursuant to
the authority of Title 18, United State~ Code. Section 3056;

(")(4)

required by statute to be maintained and used solely as statistical records;

(k)(S)

investi gatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment
or for uccess to classified information, the disclosure of which would reveal the idcntit) of the person \\hO furnished information pursuant to a
promise that his/her identity would be held in confidence;

(k)(6)

testing or examination material used to determine individual qualification~ for appoin tment or promotion in Federal Governmen t service he
release of which would compromise the testing or examination proc..:ss;

(k}(7}

material used to determine potential for promotion in the armed services. the disclosure of which would revea l the identity of the person
who furni shed the material pursuant to a promise that his/ her identity would be held in c.:onlidcnee.

FBIIDOJ
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(
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U.S. DeparbnentofJustice

Federal Bureau of Investigation
Washington, D.C. 20535

December 19, 2014

MR. ALEXANDER ABDO
AMERICAN CIVIL LIBERTIES UNION FOUNDATION
NATIONAL OFFICE
18TH FLOOR
125 BROAD STREET
NEW YORK, NY 10004-2400

FOIPA Request No.: 1216886-000
Subject: EXECUTIVE ORDER 12333 (FBI AUTHORITY)
American Civil Liberties Union and American Civil Uberties Union
Foundation y. National Security Aqencv. eta/.
Civil Action No.: 1:13-cv-09198

Dear Mr. Abdo:
The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 5521552a. Deletions have been made to protect information which is exempt from
disclosure, with the appropriate exemptions noted on the page next to the exdsion. In addition, a deleted page
information sheet was inserted in the file to indicate where pages were withheld entirely. The exemptions used to
withhold information are mari(ed below and explained on the enclosed Explanation of Exemptions:
Section 552

Section 552a
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p
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r
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p

p
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r

(b)(9)
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~ (b)(6)
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(k)(1 >
<k><2>
(kH3>
(k)(4)
<k><s>
(kH6>
(k)(7)

50 pages were reviewed and 47 pages are being released.

W Documents were located which originated with, or contained information concerning, other Government
agencies (OGA].

r

~

This information has been referred to the OGA(s) for review and direct response to you.
We have consulted with OGAs. The FBI has included the responses with the enclosed documents.

r
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In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act
exemption 0)(2) [5 U.S.C. § 552/552a (b)(?)(E)/0)(2)], this response neither confirms nor denies the existence
of your subject's name on any watch lists.
For your information, Congress excluded three discrete categories of law enforcement and national security
records from the requirements of the FOIA. See 5 U.S. C .§ 552(c) (2006 & Supp. IV (201 0). This response is limited
to those records that are subject to the requirements of the F.OIA. This is a standard notification that is given to all our
requesters and should not be taken as an indication that excluded records do, or do not, exist. Enclosed for your
information is a copy of the Explanation of Exemptions.

17

- Although your request is in litigation, we are required by 5 U.S.C. § 552(a)(6)(A) to provide you the following
information concerning your right to appeal. You may file an appeal by writing to the Director, Office of Information
Policy (OIP), U.S. Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001, or you
may submit an appeal through OIP' s eFOIA portal at http://www.justice.gov/oip/efoia-portal.html. Your appeal must be
received by OIP within sixty (60) days from the date of this letter in order to be considered timely. The envelope and
the letter should be clearly marked "Freedom of Information Appeal." Please cite the FOIPA Request Number in any
correspondence to us for proper identification of your request.

r

The enclosed material is from the main investigative file(s) in which the subject(s) of your request was the focus of
the investigation. Our search located additional references, in files relating to other individuals, or matters, which may
or may not be about your subject(s). Our experience has shown when ident, references usually contain information
similar to the information processed in the main file(s). Because of our significant backlog, we have given priority to
processing only the main investigative file(s). If you want the references, you must submit a separate request for them
in writing, and they will be reviewed at a later date, as time and resources permit.

w See additional information which follows.
Sincerely,

David M. Hardy
Section Chief
Record/1 nformation
Dissemination Section
Records Management Division

Enclosures - 3

In response to your Freedom of Information Act (FOIA) request and subsequent civil action case pending in
the U.S. District Court for the Southern District of New York, styled, American Civil Liberties Union and American Civil
Uberties Union Foundation v. National Securitv Aqencv. et at. , Civil Action No. 1:13-cv-09198, enclosed is the second
(and final) interim release. The pages released in part and in full have been consecutively numbered EO 12333-FBI-1
thru EO 12333-FBI-15 at the bottom of each page. Pages withheld in their entirety (e.g., removed per exemption and
duplicates) were replaced by a Deleted Page Information Sheet ("DPIS"), which identifies the reason and/or the
applicable FOIA exemptions relied upon to withhold the page in full, as well as, Bates numbers for the withheld material.
For efficiency and quick reference, we have also enclosed an additional copy of the records contained in the
FBI's 1st Interim release to you dated September 22, 2014 which have been consecutively numbered EO 12333-FBI-16
thru EO 12333-FBI-65.
This material is being provided to you at no charge.

Case 1:13-cv-09198-AT Document 63-6 Filed 02/26/16 Page 7 of 7
EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552
(b)(l)

(A) specifically authori7cd under criteria established by an Executive order to be kept secret in the interest of national defense or foreign policy
and (B) are in fact properly classified to such Executive order;

(b)(2)

related solely to the internal personnel rules and practices of an agency;

(b)(3)

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the maners
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers to
particular types of matters to be withheld;

(b )(4)

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

(b)(S)

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with the
agency;

(b)(6)

personnel and medical files and similar fi les the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

(b)(7)

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information (A) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair trial
or an impartial adjudication, ( C) could reasonably be expected to constitute an unwarranted invasion of personal privacy, (D) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or infonnation compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, (E) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or (F) could reasonably be expected to endanger the life or physical safety of any
individual;

(b)(8)

contained in or related to examination. operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for the
regulation or supervision of financial institutions; or

(b)(9)

geological and geophysical information and data, including maps, concerning wells.

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
(d)(5)

information compiled in rea~onable anticipation of a civil action proceeding;

(j)(2)

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime or
apprehend criminals;

(k)( I)

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

(k)(2)

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identifY a source who furnished information pursuant to a promise that his/her identity would be held
in confidence;

(k)(J)

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code. Section 3056;

(k)(4)

required by statute to be maintained and used solely as statistical records;

(k)(5)

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civi Iian employment
or for access to classified information, the disclosure of which would reveal the identity of the person who furnished information pursuant to a
promise that his/her identity would be held in confidence;

(k)(6)

testing or examination material used to determine individual qualifications for appointment or promotion in federal Government service he
release of which would compromise the testing or examination process;

(k)(7)

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBIIDOJ
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U.S. Department of Justice
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Federal Bureau of Investigation
Washington, D.C. 20535

January 14, 2015 (Revised)
December 19, 2014

MR. ALEXANDER ABDO
AMERICAN CIVIL LIBERTIES UNION FOUNDATION
NATIONAL OFFICE
18TH FLOOR
125 BROAD STREET
NEW YORK, NY 10004-2400

FOIPA Request No.: 1216886-000
Subject: EXECUTIVE ORDER 12333 (FBI AUTHORITY)
American Civil Liberlies Union and American Civil Liberties Union
Foundation v. National Security Agencv, et at.
Civil Action No.: 1:13-cv-09198

Dear Mr. Abdo:
The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code. Section 552/552a. Deletions have been made to protect information which is exempt from
disclosure, with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page
information sheet was inserted in the file to indicate where pages were withheld entirely. The exemptions used to
withhold information are marked below and explained on the enclosed Explanation of Exemptions:
Section 552

Section 552a

p

(b)(1)

p

(b)(7)(A)

r
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r

(b)(7><B>

w (b)(3)
50 U.S.C. Section 30224 (i)(1)

r
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p

rv <b><7><c>

r
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r
r
r

(b)(7)(FJ
<b><B>
(b}(9J
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r
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r
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r
r

<d><5>
uH2>
(k)(1 >
(kJ<2>
(k)(3J
(k}(4J
<k><5>
(k}(6l
<k><7>

50 pages were reviewed and 47 pages are being released.

P' Documents were located which originated with, or contained information concerning, other Government
agencies [OGA).

r
W

This information has been referred to the OGA(s} for review and direct response to you.
We have consulted with OGAs. The FBI has included the responses with the enclosed documents.
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r

In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act
exemption U)(2) [5 U.S.C. § 552/552a (b)(7)(E)/U)(2)], this response neither confirms nor denies the existence
of your subject's name on any watch lists.
For your information, Congress excluded three discrete categories of law enforcement and national security
records from the requirements of the FOIA. See 5 U.S . C. § 552(c) (2006 & Supp. IV (201 0) . This response is limited
to those records that are subject to the requirements of the FOIA. This is a standard notification that is given to all our
requesters and should not be taken as an indication that excluded records do, or do not, exist. Enclosed for your
information is a copy of the Explanation of Exemptions.

p
- Although your request is in litigation, we are required by 5 U.S .C. § 552(a)(6)(A) to provide you the following
information concerning your right to appeal. You may file an appeal by writing to the Director, Office of Information
Policy (OIP), U.S. Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington , D.C. 20530-0001, or you
may submit an appeal through OIP's eFOIA portal at http //www.justice.gov/oip/efoia-portal.html. Your appeal must be
rece ived by OIP within sixty (60) days from the date of this letter in order to be considered timely. The envelope and
the letter should be clearly marked "Freedom of Information Appeal. " Please cite the FOIPA Request Number in any
correspondence to us for proper identification of your request.

r- The enclosed material is from the main investigative file(s) in which the subject(s) of your request was the focus of
the investigation. Our search located additional references, in files relating to other individuals, or matters, which may
or may not be about your subject(s). Our experience has shown when ident, references usually contain information
similar to the information processed in the main file(s). Because of our significant backlog, we have given priority to
processing only the main investigative file(s). If you want the references, you must submit a separate request for them
in writing , and they will be reviewed at a later date, as time and resources permit.
1
"' See additional information which follows.

Sincerely,

David M. Hardy
Section Chief
Record/1 nform ation
Dissemination Section
Records Management Division
Enclosures - 3

In response to your Freedom of Information Act (FOIA) request and subsequent civil action case pending in
the U.S. District Court for the Southern District of New York, styled , American Civil Liberties Union and American Civil
Liberties Union Foundation v. National SecuritvAqency, eta/. , Civil Action No. 1:13-cv-09198, enclosed is the second
(and final) interim release. The pages released in part and in full have been consecutively numbered EO
12333-FBI-16 thru EO 12333-FBI-65 at the bottom of each page . Pages withheld in their entirety (e .g., removed per
exemption and duplicates) were replaced by a Deleted Page Information Sheet ("DPIS "), which identifies the reason
and/or the applicable FOIA exemptions relied upon to withhold the page in full, as well as, Bates numbers for the
withheld material.
For efficiency and quick reference, we have also enclosed an additional copy of the records contained in the
51
FBI's 1 Interim release to you dated September 22, 2014 which have been consecutively numbered EO 12333-FBI-1
thru EO 12333-FBI-15 as follows:
1216886-0- AD- Ema il
1216886-0- Email #1
1216886-0- Email #2

Email dated 12/11 /2012 349 p.m. (1 page )
Email dated 12/07/2012 7:20p .m. (2 pages )
DPIS concerning 2 deleted pages (1 page)

EO 12333-FBI-1 ( 1 page )
EO 12333-FBI -2 and 3 (2 pages )
EO 12333-FBI-4 and 5 (2 pages)

Case 1:13-cv-09198-AT Document 63-7 Filed 02/26/16 Page 4 of 5

1216886-0- Email #3
DPIS concerning 2 deleted pages (1 page)
EO 12333-FBI-6 and 7 (2 pages)
1216886-0- Email #3- Attachment Memorandum dated 01/10/2013 (5 pages) EO 12333-FBI-8 thru 12 (5 pages)
1216886-0- DIOG
DIOG §9 [9.7, 9.8 and 9.9] (3 pages)
EO 12333-FBI-13 thru 15 (3 pages)
This material is being provided to you at no charge.
The password to remove the security setting from each of the documents is 12345.
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EXPLANA TJO N OF EXEMPTIONS
SliBSECTIONS OF TITL ES, UNITED STAT ES C ODE, SECTION S52
(b)( I)

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign policy
and (B) are in fact properly classified to such executive order;

(b)(2)

related solely to the internal personnel rules and practices of an agency;

(b)(3)

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the m.tllcrs
be withheld from the public in such a manner as to leave no discretion on issue. or (B) establ ishes particular criteria for withholding or refers to
particular types of mailers to be withheld;

(b)(-1)

trade secrets and commercial or financial information obtained from a person and privileged or confidential:

(b)(5)

inter-agency or intra-agency mcmomndums or leiters \•h ich would not be available by law to a party other than an agency in htigation with the
agency:

(b)(6)

personnel and medical fi les and similar files the disclosure of wh ich would constitute a clearly unwarranted inv<tsion of personal pnvacy:

(b)(7)

records or information compiled for law enforcement pullJOses. but only to the e~tcntthat the production of such law enfon:cment record~ or
infotmation (A) could reasonably be expected to interfere with enforcement proccechngs, ( B ) would deprive a person of a nghtto a fair trial
or an impartial adjudication, (C) could reasonably be expected to constitute an unwarranted invasion of personal privacy. ( 0 ) could
reasonably be expected to disclose the identity of contidential source, including a Stale, local. or foreign agency or authority or any private
institution which furnished information on a confidential basis. and, in the case of record or information compiled by a criminal htw
enforcement authority in the course of a criminal investigati on, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source. ( E) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclo:;e guidelines for law en forccmcnt investigations or prosecutions if such disclosure could
reasonabl} be expected to risk circumvention of the law, or ( F} could reasonably be expected to endanger the life or physical safety of any
individual;

(b)(8)

contained in or related to examination. operating, or condition reports prepared by. on behalf of, or for the use ofnn agency responsible for the
regulation or supervision of financial institutions: or

(b)(9)

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5 , UN ITED STAT ES CODE, SECTION 552a

(d)(5)

inlonnation compiled in reasonable anticipation of a civil action proceeding:

0)(2)

materia l reporti ng investigative efforts pertaining to the enforcement of criminal law including effortS to prevent, control, or reduce crime or
apprehend criminals;

(k)( I)

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy.
for e~<tmple. infornmtion involving intelligence sources or methods;

(k)(2)

investigatory material compiled for law enforcement purposes. other th an criminal. which did nul res ult in loss of ll ri ght. benefit or privilege
under Fcdcrul progmms, or which would idcnttfy a source who fumished information pu rsuant to a promise that hi ~/hcr identity would be held
in con fidcnt.-e;

(k)(3)

material maintained in connection with providing protective services to the President of the United States or any other individuul pursuant to
the authority ofTitle 18, Uni ted States Code. Section 3056:

(k)( 4)

required by statute to he ma intained and used solely as st.llisti cal records;

(k)(5)

investigatory material compiled solely for the purpose of d~tcrmining suitability, eligibility. or qualifications for Federal civilian employmen t
or for access to classified infonnation. the disclosure Of\\htch would reveal the identity of the person who furnished information pursuant to~
promise thut his/her identity would be held in con f'idcnce:

(1.)(6)

lc>ting or examination ma terial used to detennine individual qualifications for appointment or promotion in Federal Government service he
release of which would compromise the testin g or examination process;

(k)(7)

material used to determine potential for promotion in the am1cd services. the disclosure of which wou ld reveal the identity of the person
who furnished the material pursuant to a promise that his/her identi ty would be held in confidence.
Fl311DOJ
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK
)

AMERICAN CIVIL LIBERTIES UNION and
AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,
Plainti ffs,
Y.

NATIONAL SECURITY AGENCY,
CENTRAL INTELLIGENCE AGENCY,
DEPARTMENT OF DEFENSE,
DEPARTMENT OF JUSTICE, and
DEPARTMENT OF STATE,

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

No. 13 Civ. 9198 (AT)

Defendants.
______________________________
)

EXHIBITH
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9.7

d'fec

Jnnsuo

(U) STANDARDS FOR OPENING OR APPROVING THE USE OF AN AUTHORIZED
INVESTIGATIVE METHOD IN A FULL POSITIVE FOREIGN INTELLIGENCE
INVESTIGATION

(U//FOUO) Prior to opening or approving the use of an investigative method in a Full
lnvestigation for the purpose of collecting positive foreign ·intelligence pursuant to a PFI
Collection Requirement, an FBI employee or approving official must determine whether:
A) (U//FOUO) The use of the particular investigative method is likely to further the authorized

purpose of the Full Investigation;
B) (U//FOUO) The investigative method selected is the least intrusive method, if reasonable
based upon the circumstances of the investigation and, if taken relative to an US person
(US PER), the method involves open and consensual activities, to the extent practicable;
C) (U//FOUO) Open and consensual activity would likCly be successful (if it would, covert non-

consensual contact with an USPER may not be approved); and
D) (U//FOUO) The investigative method is an appropriate use of personnel and financial

resources.

9.8

(U) AUTHORIZED INVESTIGATIVE METHODS IN A FULL POSITIVE FOREIGN
INTELLIGENCE INVESTIGATION

(U//FOUO) Prior to opening or approving the use of an investigative method, an FBI employee
and approving official must apply the standards as provided in DIOG Section 9.7. W ith the
exceptions noted below, all lawful methods may be used during a Full Investigation to collect
positive foreign intelligence pursuant to PFI Collection Requirements. If actions are to be taken
with respect to an USPER, the method used must be open and consensual, to the extent
practicable.

(U) See DIOG Section 18 for a complete description of the following methods that may be used
in Full PFI Investigations. The methods are:
A) (U) Public information. (See Section 18.5 .1)
B) (U) Records or information ·FBI and DOJ. (See Section J.R.,~2)

C) (U) Records or information -Other federal, state, local, tribal, or foreign government agency.

(See Section 1&.5.3)
D) (U) On-line services and resources. (See Section .HL~. .4)
E) (U) CHS use and recruitment. (See Section 18.5.5)
F) (U) Interview or request information from the public or private entities. (See Section 18.5 .6)
G) (U) Information voluntarily provided by governmental or private entities. (See Section 18.5. 7)

H) (U) Physical Surveillance (not requiring a court order}. (See Section l 8.5.S)

1) (U) Trash Covers (Searches that do not require a warrant or court order). (Section J~./;~,U)
J) (U) Consensual monitoring of communications, including electronic communications.
(Section l & 6.1)
Version Dated:
October 15, 2011

9-8
UNCLASSIFIED - FOR OFFICIAL USE ONLY
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lU//FOU01

(U//FOUO) See the classified provisions in Appendix G for additional information.
K) (U) Intercepting the communications of a computer trespasser. (Section

1~.,~,.2)

L) (U) Closed-circuit television/video surveillance, direction finders, and other monitoring
devices. (Section 18 6.3)
M)(U) Polygraph examinations. (Section

.l.S.,~JJ.)

N) (U) Undercover Operations (Section 18.6.13)
0) (U//FOUO) Pen registers and trap/trace devices for non-USPERs using FISA. (See Section
18.6.9)
P) (U) Electronic surveillance using FISA or E.O. 12333. (See Section 18.7 3)
Q) (U//FOUO) Searches- with a warrant or court order using FISA or E.O. 12333 § 2.5. The
DIOG classified Appendix G provides additional information regarding certain searches.
(AGG-Dom, Part V.A.I2) (See Section 18.7.1)
R) (U) FISA Title VII- Acquisition of positive foreign intelligence information. (See Section
1~...7..J.)

S) (U//FOUO) FISA Order for business records (for records relating to a non-USPER only). (See
Section 11\.6.7)

9.9

(U) INVESTIGATIVE METHODS NOT AUTHORIZED DURING A FULL POSITIVE
FOREIGN INTELLIGENCE INVESTIGATION

(U//FOUO) The following investigative methods are not permitted to be used for the purpose of
collecting positive foreign intelligence pursuant to PFI Collection Requirements:
A) (U//FOUO) National Security Letters (15 U.S.C. §§ 1681u, 1681v; 18 U.S.C. § 2709; 12
U.S.C. § 341fal[5][A]; 50 U.S.C. § 436). (Section 18.6.6)
B) (U//FOUO) FISA Order for business records (for records relating to an USPER). (Section
18.6.7)
C) (U//FOUO) Pen registers and trap/trace devices in conformity with FISA (on an USPER).
(Section l 8.6.9)
D) (U//FOUO) Pen registers and trap/trace devices in conformity with chapter 206 of 18 U.S.C.
§§ 3121-3127. (Section JS.5,.2)

E) (U//FOUO) Mail covers. (Section 18.6.1 0)
F) (U//FOUO) Grand jury subpoenas. (Section .1.~.,~?.,5)
G) (U//FOUO) Administrative subpoenas. (Section 18.6.4)

9-9
UNCLASSIFIED- FOR OFFICIAL USE ONLY

Version Dated:
October 15, 2011
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differences between Section 704 and traditional FISA authorities. First, the application is
not required to identify the specific facilities, places, premises, or property at which the
acquisition will be directed. Second, Section 704 allows for the targeting of"an officer or
employee of a foreign power" even if the target is not knowingly engaging in clandestine
intelligence gathering activities, sabotage, or international terrorism. Refer to the FISA
Unit's intranet website for further information. Section 704 also allows for emergency
authorization. Unlike traditional FISA orders, however, surveillance authorized pursuant
to this section must cease if the USPER enters the United States but may be re-started if
the person is again reasonably believed to be outside the United States during the
authorized period of surveillance. If there is a need to continue surveillance while the
target is located inside the United States a separate court order must be obtained. The use
of any information collected using FISA 704 authority must comply with the applicable
minimization procedures.
I

!UI!FOUO) I

18.7.3.3.6.4

b7E

(U) SEcriON 705- JOINT APPLICATI ONS AND CONCURRENT
A UTBORIZA TIONS

(U//FOUO) Section 70S(a) "joint applications" allow the FISC, upon request of the FBI,
to approve a joint application targeting an USPER under both Sections 703 and 704
(authority to collect both when the facilities are lo~ted inside and outside the United
States).
(U//FOUO) Section 705(b) provides that if an order has been obtained under Section 105
(electronic surveillance under Title I ofFISA) or 304 (physical search under Title m of
FJSA), the Attorney General may authorize the targeting of the USPER target while such
person is reasonably believed to be located outside the United States. The Attorney
General has this authority under E.O. 12333 § 2.5. In other words, when the FISA Court
authorizes surveillance of an USPER target, the Attorney General, under Section 705(b)
and E.O 12333 § 2.5, can simultaneously authorize·surveillance to continue if the target
travels outside the United States during the authorized period of the surveillance.
According to Section 705(b), there is no need for a separate order pursuant to Section 703
or 704. During the FISA drafting process, an FBI employee should determine whether
surveillance or physical search may occur for purpose of acquiring foreign intelligence
while the person is reasonably believed to be outside the United States. If so, the FBI
employee should consult with an OGC or DOJ-NSD attorney to ensure that appropriate
language is added to the application.
b7E

(U//FOUO) l

18-195
UNCLASSIFIED - FOR OFFICIAL USE ONLY

Ver&lon Dated:
October 16, 2013

EO 12333-FBl-15

Case 1:13-cv-09198-AT Document 63-8 Filed 02/26/16
Page 5 of 19
CLASSIFIED BY RSICC ~ B9J29~90
~:

1 . 4 (c)
ON : 0? -21 -2039
tiATE : 07-21-20lf
QEC~Sr.rY
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SE~T/NOr'FU'I

~r.

FEDERAL BUREAU OF JNVESTIGA TION

Precedence:
To:

Date:

ROUT I NE

Attn:

All Offices

From:

I NI'tRaTICIIJ can'AIHKD

HEREIN IS URClASS.IYIED EXCEPT
WBJ:RE SBCWN C'l'BERWISE

03/3 1/2006

ADI Cs , SACs, ASACs , CDCs
FB IHQ, Manua l s Desk

Off i ce of the Genera l Counse l
Nationa l Secu ri t
Law Bran ch

Contact:

AGC~r---------------~

(for legal matters),
( f or procedural

l or SSA

Approved By :

Pi stole John S
Ba l d Gary M
Caproni Valer i e E
Thomas J ulie F
b6
b7C
b6
b7C

Drafted By:
Case ID #: (U)
( U)
( U)
( U)

f(J') -

Titl-e ! -·

b6
b7C

66H- HQ1234 599
(Pending)
66 F- HQ- A1360914 - N
66 F- HQ-C1384970
319X- HQ- A1 4 877 2 0- 0GC

···W;)v'}ltXECUTIVE

POL I CY AND PROCEDURE FOR REQUEST I NG
ORDER 1 2333
. SECTION 2,5 AUTHOR ITY TO
CONDUCT ELECTRONI C SURVEILLANCE ON US PERSONS
TRAVEL ING OUTSI DE THE UNI TED STATES
7

~~ Elec t ronic commun i c ation (EC) se t s o ut po l i cy
and procedure for requesting Attorney Gen era l author i ty u nder E . O.
12333, Sec t i o n 2. 5 t o collect intel l igence o n U.S. persons overseas.

{U).... · Syriopsis:· ··

~

{U)

((f-) ........ ·· Details: ·· ···Psi Jbld'l

b7E

~RET /NO~'FU'I

EO 12333-FBI-30
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S~T/~

To:
Re :

Ofii~e

All Offices From :
of the General Counsel
(U) 66H-HQ1234599, 03/31/2006

b7B

(U) Pol i cy

~ ~ The Foreign Intellige.nce Surveillance Act (FISA)
gives the u.s . government the authority to conduct physical search
and electronic surveillance of subjects inside the United States .

b7Z

I

bl
b3
b7B

tS}

b7E

I Both
u r aer \t;UJ lL.j.j.j ' :;,ec-c~on ..:: . ::>, ana t:ne c1ass~r~ea Annex
to the Depart ment of Defense (DoD) Procedures unde r EO 12333
that the FBI obtain Attorney General approval
t;xecu-c~ve

(U)

b7Z

EO 12333 , Section 2 . 5 , reads as follows :

"The Attorney General hereby is delegated the power to
approve the use for intelligence purposes , within t he United States
or against a United States person abroad, of any technique for which
a warrant would be required if undertaken for law enforcement
purposes , provided that such techniques shall not be undertaken
unl e ss the Attorney General has determined in each case that there
is probable cause to believe that the techni que is directed against
a foreign power or an agent of a foreign power . Electronic
surveillance, as defined in the Foreign Intelligence Surveillance
Act of 1978 , shall be conducted in accordance with that Act , as well
a s this Order . "

·({f}--·-'-f·_·-_-·_-·-_- _--_·-·-_-_-_-_
-W
_-_<)ft1
_ ._ _u_n d_ e_ r_ E_o_ 12_3_3_3_,_1_ _ _ _ _ _ _ _ _ _ _ _ _

__,FJ

b7Z

EO 12333-FBI-31
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S~T/~
To :
Re :

Al l Off ices From : Off i ce of t h e Ge neral Counsel
(U)
66H- HQ123 4599 , 03/3 1 /2006

b7E

' and that t h e ouroose of t he ·1

(U)

Procedure

(U)

Requests from the FBI

I

'l
(U)

Sy nop sis shou l d contain language such as

I

b7E

b?E

I
~

{5) "'

Details shou l d i nclude 1 ·

b7E

~~~~~------------------------------~·~
· ..··~
.....~.. · ~
. ..1~------=···· ··· ...-.... ·---··-~
.....~
.... ·~~~bl per NSA
b3
b7E

X

bl
b3
b 7E

EO 12333-FBI-32

Case 1:13-cv-09198-AT Document 63-8 Filed 02/26/16 Page 8 of 19

SEc,)tT/~
To:
Re:

All Offices From : Office of the General Counsel
(U)
66H- HQ1234599, 03/31/2006

Procedurally, upon receipt of the EC containing the
Section 2 . 5 request, the FBIHQ substantive desk should, on a timely
basis, coordinate the request with the National Security Law Branch
(NSLB) who in turn will review and forward the reaues d
1
(U)

)ic(/1'se:( To reiterate each
cause standarc(,

(U)

t

regu~st

must meet the J:Lrobable

--------------------------~

(U)

office learns that the

I

b7E

b7E

b7Z
b7Z

b7:!

b7E

b7Z

(U) Conclusion

EO 12333-FBI-33
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S~T/~
To:
Re:

Al l Offices From: Office of the General Counse l
(U)
66H- HQ123 4599, 03/31/2006

General quest i ons conce rn i ng Section 2.5 au t hority
reques ts s hou l d be brought to the at t ention of NSLB. After a request
is made, ques tions concerning t he status of the request should be
d i rect ed t o the appropriate FBIHQ program manager who is ul timat ely
responsible fo r processing t he reques t for the r eques ting o ffi ce .

EO 12333-FBI-34
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SE~T/N~
To :
Re:

All Off i ces From: Office of the General Counsel
(U)
66H-HQ1234599, 03/31/ 2 006

LEAD {s) :

Set Lead 1:

(Action)

ALL RECEIVING OFFICES

IU) · -

........... .... ... . ..... ~. /""""'
Di sseminat e to all FBI personnel engaged in
~~
inves t i gat o s o r a na lys es in sup ort of FBI investigat ions wherein
there e x ists a

b7E

••

EO 12333-FBl-35
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Counterintelligence Division
Policy Implementation Guide

Federal Bureau of Investigation
0309PG

August 9, 2010

Revised: 11114/2011

EO 12333-FBI-57
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SE~RN
Counterintelligence Division Policy Implementation Guide

GENERAL INFORMATION: Questions or comments pertaining to this policy implementation
guide can be directed to:
FBIHQ/Counterintelligence Division (CD)
Division Point of Contact: UC Counterintelligence Program

I

I

b 7E

NOTE: All investigative activity authorized in this document will be carried out in
accordance with the DIOG, in particular Section 4 (privacy, civil liberties and least
intrusive methods) and Section 3.9 (Operational Program Manager Roles and
Responsibilities).
SUPERSESSION INFORMATION: This document supersedes sections of the National
Foreign Intelligence Progrc~m Manual applicable to cou~terintelligence.
See Appendix B for an extensive list of supersessions.

This document and its contents are the property of the FBI. If the document or its contents are
provided to an outside agency, it and its contents are not to be distributed outside of that agency
without the wrilten permission of the FB I.

ii

EO 12333-FSI-58
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lS) ------...

a

AI

..

······-··· ...... .

. -·-·

I

-

J

(S)

IS)

-·-··-

......

---

-·-

..

-

bl
b7E
bl
b3
b7E

-

(U) Overseas travel also l
I In addition to the
subrruss10n of appropnate fonn s. a pre-travel bnefing and post-travel debnefing wtll likely be
required. Consult the Security IJi vi~ion Intmncc ~llc for pertinent requirements. Personnel
traveling overseas must always remain aware of their environment. andj

~------------------------~'

bl
b7J:

b7E

~----------~

(U) Unless otherwi c specified, CD operatiom mu t conform with the extraterritorial provisions
of the Altomev Gcmcral' s Guidelines for FB Ti"illtional Securitv Investigation!- and Fordl!n
Intel ligence Collection (NS IG >. Section IJ.E..

4.18. (Uj

~=-----------------~
A. (U):=:==============~~-----....,
l.

b7E
b 7E
b7E
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3. ~------------------------------------------------------~

pl

4. X

per

FBI

p3
p7E

{SI

s . ~x
~--·---~-~
- . -.. -..-...-.. -.. -....--------------------------..-. . .-. _
-. -.. -.. -.. -.. .-.. .-.. .~

bl per FBI , DOS
b3
b7E

6. (Uf~------------------------~1

b7E per FBI
b7E per FBI

I

(U) When conducting authorized
~he FBI may seek
to acquire business records from indiVIduals and busmcsscs, when c information
sought is relevant to the subject matter of the investigation. One mean~ •a ah•aio such
information in a national security investigation is through a court orde4
compelling the production of records.

I

1 b7E

(U) Once the FBrl

per FBI

IThereare
special approval levels fort

B. (U)'-1_

__,

b7E pe'r FBI

1. (U) ~------------------------------------------------~
~--~-T~----~~~----~--~~~~~----~-------P~~
autho
tee tques, c ectromc survc1 ance
, pen register trap an trace,
and physical search must be s ubmitted to FBIHQ through the FISAMS . Field
offices/divisions without SCION access must submit their TS and/or SCI requests
through appropriate secure channels (e.g., courier or secure fax). The FISAMS allows
for electronic signature and approval of all documents associated with the request and
157

SEC~FORN
EO 12333-fBJ-{)()
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b7E

I

2. (U)I

b7:1

31

bl
b3
b7B

X

fS)

4.1
a.

b7B

bl
b3

X

b7E

b.

{5)

X

.• .,............. .

c.

X

..-..,.,.~..

.

SEC~ORN

EO 12333-FBI-61
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d.

X

bl
b3

b7E

e.

{S) ··--

X

·f . X

c. (U:l,.___ _ _ _ _ _ _ _ ___.JI

b7E

l.

b7E

2.

b7E

3.

b7E

4.

b7E

5.

illl Should the field office or substantive SSA responsible!

b7B

EO 12333-FBI-62
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIAIPA DELETED PAGE INFORMATION SHEET
Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552a

Section 552

D
D
D

(b)(1)
(b)(2)
(b)(3)_ _ _ _ _ _ __

D (b)(7)(A)
D (b)(7)(B)
D (b)(7)(C)
D (b)(7)(D)
[29 (b )(7)(E)

D (b)(4)
D
D

(b)(5)
(b)(6)

D
D
D

(b)(7)(F)
(b)(S)
(b)(9) .

D
D
D
D
D

D
D
D
D

(d)(5)
U)(2)
(k)(1)
(k)(2)
(k)(3)
(k)(4)
(k)(5)
(k)(6)
(k)(7)

D Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.
D Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.
Page(s) were not considered for release as they are duplicative of _ _ _ _ _ _ __
Page(s) withheld for the following reason(s): - - - - - - - - - - - - - - - -

0

The following number(s) is (are) to be used for reference regarding these pages:

EO 12333-FBI-65

xxxxxxxxxxxxxx
X Deleted Page(s)
X
X No Duplication Fee X
X
for this page
X

xxxxxxxxxxxxxx
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION and
AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,
Plaintiffs,

v.
NATIONAL SECURITY AGENCY,
CENTRAL INTELLIGENCE AGENCY,
DEPARTMENT OF DEFENSE,
DEPARTMENT OF JUSTICE, and
DEPARTMENT OF STATE,
Defendants.

)
)
)
)
)
)
)
)
)
)
)
)
)
)

No.13Civ.9198(AT)

)
)

______________________________ )

EXHIBIT I
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American Civil Liberties Union and American Civil Liberties Union Foundation
v. National Security Agency, eta/.,
C ivil Action No. 1:13-cv-09198
U.S. District Court
Southern District of New York
Vaughn Index
This Vaughn Index provides a detailed description of the withheld material that is the subject of the motion. This Index
specifies the relevant Bates page nwnbers, dates of records, a brief docwnent description, specific FOIA exemptions applied to the
pages, description of the withheld information, and a status of the action taken with respect to each responsive page (i.e., released in
part ("RIP") and withheld in full ("WIF") or duplicate).
Bate Page
Number(s)
and File
Name
contained in
release to
Plaintiffs
EO 12333FBI- 13 thru
15 1

1216886-0 DIOG

1

Dates of
Documents

Versions
Dated:
10/ 15/2011
and
10/16/2013

Description of Documents

FOIA Ex~mption(s) and Description of

1~

Disposition

Witbbeld Information ·

Sections of the FBI's Domestic
Investigations and Operation Guide
("DIOG"), specifically, §9.7Standards for Opening or Approving
the Use of an Authorized
Investigative Method in Full Positive
Foreign Intelligence Investigation;
§9.8- Authorized Investigative
Methods in a Full Positive Foreign
Intelligence Investigation; §9.9Investigative Methods Not
Authorized During a Full Positive
Foreign Intelligence Investigation (in

(b)(7)(E)
- General Electronic Surveillance
Investigative Techniques and Procedures;
-Collection/Analysis of Information; and
-Operational Directives Concerning
Sensitive Investigative Techniques and
Strategies

RIP - 2 pages

Bates page number EO 12333-FBI 13 was released in full to Plaintiffs.

1
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I parr); and Sub§ 18.7.3.3.6.4Section 705 -Joint Applications and
' Concurrent Authorizations.

1

EO 12333FBI-30 thru
35 2

03/31/2006

EC2.5
Authority
03.31.2006

EO 12333FBI-57 thru
4
65
1216886-0CD PIG

2

8/09/20 10
and marked
as Revised
11114/2011

Electronic Communication ("EC")
from the FBI 's Office of General
Counsel, National Security Law
Branch to all FBI Offices setting out
the policy and procedure for
requesting Attorney General
authority under Executive Order
12333, Section 2.5 to collect
intelligence on U.S. persons overseas.

Counterintelligence Division Policy
Implementation Guide Cover Page,
Introduction Page, § 4. 18 and
Appendix E-2.
The WIF page being EO 12333-FBI65 is represented in the release by a
Deleted Page Information Sheet
("DPIS").

(b)(1) -LEO §1.4(c)]
(b)(3) -[50

RIP - 5 pages

u.s.c. 3024(i)(l)]

(b)(6)/(b )(7)(C) 3
(b)(7)(E)
-General Electronic Surveillance
Investigative Techniques and Procedures;
-Collection/Analysis of Information; and
-Information Concerning the Installation,
Locations, Monitoring, and Types of
Devises Utilized in surveillance
(b)(1) -[EO §1.4(c)]

RIP - 7 pages
WIF -1 page

(b)(J) -l50 U.S.C. 3024(i)(1)] 5
(b)(7)(E)
- General Electronic Surveillance
Investigative Techniques and Procedures;
-Collection/Analysis of Information;
-Information Concerning the Installation,
Locations, Monitoring, and Types of
Devises Utilized in surveillance;

Bates page number EO 12333-FBI 34 was released in full to Plaintiffs.
Plaintiffs are not challenging the FBI's assertion of Exemptions (b)(6) and (bX7)(C) to withhold information in the subset of documents they selected.
4
Bates page number EO 12333-FBI 57 was released in full to Plaintiffs.
5
Upon further review Exemption (b)(3) is also being asserted to withhold information in the 2"d redaction Block on Bates page numbered EO 12333-FBI63 and
in the 71JJ redaction Block on Bates page numbered EO 12333-FBI 64.
2
3
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-Dates and Types of Investigations
(Preliminary or Full Investigations);
-Operational Directives Concerning
Sensitive Investigative Techniques and
Strategies;
-Names, Numbers and/or Alpha
Designators of Sensitive FBI Squads and
Units; and
-Internal FBI Telephone Number
NSD000202NSD000207

ll/29/2006

Supplemental Guide! ines for
(b)(l) -[EO § 1.4(c)]
Collection, Retention, and
Dissemination ofForeign Intelligence (b)(3) -[50 u.s.c. 3024(i)(l)]

i

RIP - 6 pages

(b)(7)(E)
-General Electronic Surveillance
Investigative Techniques and Procedures;
-Collection/Analysis of Information; and
-Operational Directives Concerning
Sensitive Investigative Techniques and
Strategies
NSD9

OLC 5

01108/2010

April 2002

OLC Legal Advice Memorandum to
FBI General Counsel

Legal advice memorandum
discussing, among other things, legal
issues pertaining to surveillance
under EO 12333

------------

(b)(l) -[EO §1.4(c)]

WIF

(b)(3) -(50 u.s.c. 3024(i)(l)]
(b)( l ) -[EO § 1.4( c)]

WIF

(b)(3) -[50 U.S.C. 3024(i)(1)]
(b)(7)(E)
-- General Electronic Surveillance
Investigative Techniques and Procedures;
and
-Collection/Analysis of Information
3
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OLC6

May 2003

Legal advice memorandum
discussing, among other things, legal
issues pertaining to surveillance
under EO 12333

(b)(l) -[EO §1 .4(c)]

WIF

(b)(3) -[50 u.s.c. 3024(i)(l)]
(b)6)/(b)(7)(C)6
(b)(7)(A) -Pending Law Enforcement
Proceedings
(b)(7)(D) -Expressed Assurance of
Confidentiality
(b)(7)(E)
-General Electronic Surveillance
Investigative Techniques and Procedures;
and
-Collection/Analysis of lnfonnation

C06235758

Activities of CIA and FBI_O

(b)(l) -[EO §1.4(c)]

RIP

(b)(3) -[50 U.S.C. 3024(i)(l)]
(b)(7)(E)
-General Electronic Surveillance
investigative Techniques and Procedures

~----

6

--

See Footnote 3.
4

