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1. INTRODUCTION

Plaintiffs in this case challenge the constitutionality
of 18 U.5.C. § 2709 (“§ 2709"). That statute authorizes the
Federal Bureau of Investigation (“FBI™) to compel
communications firms, such as internet service providers
("ISPs”) or telephone companies, to produce certain customer
records whenever the FBI certifies that those records are
“relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence
activities.” The FBI's demands under § 2709 are issued in
the form of naticnal security letters (“NSLs”), which
constitute a unigue form of administrative subpoena cloaked in
Secrecy and pertaining to national security issues. The
statute bars all NSL recipients from ever disclosing that the
FBI has issued an NSL.Z2

The lead plaintiff, called “John Dce” (“Doe”}?® feor
purposes of this litigation, is described in the complaint as

an internet access firm that received an NSL. The other

' 18 U.s8.C. § 2709.
? Id. § 2709(c).

* By Order dated May 12, 2004, the Court granted the Government's motion
to seal the record of this proceeding so as to preclude the disclosure of
Doe's identity and cther facts relating te Doe's role in this controversy
that might identify [oe or otherwise interfere with the underlying FBI
activities giving rise te this case,
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plaintiffs are the American Civil Liberties Union (“ACLU”) and
the American Civil Liberties Union Foundation, which is also
acting as counsel to Doe (collectively with Dae,
“Plaintiffs”). Plaintiffs contend that § 2709’s broad
subpcena power violates the First, Fourth and Fifth Amendments
of the United States Constitution, and that the non-disclosure
provision violates the First Amendment. They argue that §
2709 is unconstitutional on its face and as applied to the
facts of this case, Plaintiffs’ main complaints are that,
first, § 2709 gives the FRT extraordinary and unchecked power
to obtain private information without any form of judicial
process, and, second, that § 2709’s non-disclosure provision
burdens speech categorically and perpetually, without any
case-by-case ‘judicial consideration of whether that speech
burden is justified. The parties have cross-moved for summary
judgment on all claims.

For the reasons eXplained below, the Court grants
Plaintiffs’ motion. The Court concludes that § 2709 violates
the Fourth Amendment because, at least as currently applied,
it effectively bars or substantially deters any Z“udicial
challenge to the propriety of an NSL request. In the Court's
view, ready availability of judicial pProcess t£o pursue such a
challenge is necessary to vindicate important rights

guaranteed by the Constitution or by statute. OCn separate



grounds, the Court alsc concludes that the permanent ban on
disclosure contained in § 270%9(c), which the Court is unable
to sever from the remainder c¢f the statute, operates as an
unconstitutional prior restraint on speech in violation of the
First Amendment.

The Court’s ruling is about the process antecedent to the
substance of any particular challenge, and in that vein, it is
both narrow and broad. This determination is narrow in two
respects. First, although the Court recognizes hypothetically
that some aspects of the interpretation of § 2709 as preferred
by the Geovernment here may be plausible, the Court's analysis
of the legislative record revezls grounds at least as
compelling to cast substantial doubt upon such a reading of
the statute. Given its strong reservations about the
sufficiency of the statutory basis upon which the Government's
theory is founded, the Court in the final analysis deems it
unnecessary to rule upon Plaintiff's facial challenge to §
2709 on Fourth Amendment grounds.

Second, the Court declines Plaintiffs’ invitation to
decide the measure of Fourth Amendment protection demanded
when the Government makes NSL requests generally or in any
particular case. The Court decides only that those rights, as
well as other rights attaching to protected speech content

that may be revealed to the Government as a result of an NSL,



are implicated to some ex:ent when an individual receives an
NSL, thus necessitating the practical availability of some
form of access to the judicial system to challenge the NSL.
On the record before it, the Court finds that in practice
those rights are substantially curtailed by the manner in
which the FBI administers § 2709,

The Court’s ruling is broad in that even if § 2709 could
be fairly ccnstrued in accordance with the Government's
proposed reading to incorporate the availability of some
judicial review, and putting aside the impairment of Fourth
Anendment protections the Court finds countenanced by § 2709
as applied, other structural flaws inherent in the statute as
a whole render it invalid on its face, In particular, the
Court agrees with Plaintiffs that § 2709(c}, the non-
disclosure provision, 1s unconstitutional. In simplest terms,
§ 2709(c) fails to pass muster under the exacting First
Amendment standards applicable here because it is so bread and
open~ended. In its all~inclusive sweep, it prohibits the NSL
recipient, or its officers, employees, or agents, from
revealing the existence of an NSL inquiry the FBI pursued
under § 2709 in every case, to any person, in perpetuity, with
no vehicle for the ban tc ever be lifted from the recipient or
other persons affected, under any clircumstances, either by the

FBI itself, or pursuant to Jjudicial process, Because the



Court cannot sever § 2709(c} from § 2709(a) and {b), the Court
grants the remedy Plairtiffs request enjoining the Government
from using § 2709 in this or any other case as a means of
gathering information from the sources specified in the
statute.

Considering the implications of its ruling and the
importance of the issues involved, the Court will stay
enforcement of its judgment for S0 days, pending appeal or
measures Dy the Government otherwise to address the flaws in
the structure and implementation of § 2709 described here.

IT. BACKGROUND

Like most of our constitutional law’s hardest cases, this
dispute 1is about twoe fundamental principles: wvalues and
limits. It centers on the interplay of these concepts,
testing the limits of values and the values of limits where
their ends collide.

Naticnal security is a paramount value, unguestionably
one of the highest purposes for which any sovereign government
is ordained. Equally scaled amcng human endeavors is personal
security, an interest especially prized in our system of
justice in the form of the guarantee bestowed upcn the

individual to be free from imposition by gevernment of



unwarranted restraints on protected fundamental rights.*
Efficiency, too, counts as a basic value, though it
essentially serves as a tool in the service o¢f other
interests. To perform its national security functions
properiy, government must be empowered to respond promptly and
effectively to public exigencies as they arise, and in pursuit
of those necessary actions to maintain a reasonable measure of
secrecy surrounding its operations and methods.

When pushed teo their outer limits, these values may
clash, giving rise to another form of interaction among vital
societal principles. Inevitably, the resultant forces entail,
from exercise of the powers assigned to the different branches
of government, judgments about how and by whom to resolve
which value may have exceeded its designated bounds. This
choice 1is always demanding, and its outcome is not always
plain at first sight. But, throughout the ages when the
welghing has had to be done, time, wisdom and hard experience,
aided by the inherent soundness of our underlying values, have
steered resolution on a fairly consistert course. One guiding
principle in that path is clearly marked in tried and proved
results: that, by definition, efficiency invariably serves as

the quickest and most expedient way to get from here to there;

1 Sge U.S. Const. amend. TV {“The right of the pegople to be secure in their
perzons, houses, papers, and effects, against unreasonable searches and
seizures, shall nct be violated . . . -”) {emphasis added).
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but, in the protection ¢f fundamental values, the race is not
always to the swiftest or cheapest means. So the Constitution
counsels.

On this point, the United States Supreme Court has
imparted consistent gquidance, drawn on each occasion frem
adjudications of the some of the most intense crises in the
naticn’s history. Recently, for example, in addressing the
reach of the President's autherity to combat terrcorism, the
Supreme Court declared: “We have long . . . made clear that a
state of war is not a blank check for the President when it
comes to the rights of the nation's citizens.”® This
pronouncement echoes other like counsel issued when the Court
has been called upon to settle conflicts of equally high
moment, In another prominent case in point the Court
remarked: “[E]ven the war power does not remove constitutional
limitations safeguarding essential liberties.”®

The Supreme Court’s doctrine governing these occasions
embodies a value Jjudgment not hard to comprehend in the
context of a practical consideration commcn to most instances
in which constituticnal tensions affecting individual rights
come 1nto play, as is evidenced in the case before this Court.

In a sense, the conflict between government efficiency

Hamdi v. Rumsfeld, 124 S. Ct. 2633, 26502 (2004).

® FHome Building & Loan Ass‘n v. Blaisdell, 290 U.S. 398, 426 {(1934).
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interests and personal liberty is strictly not one among
equals. Efficiency is a multi-edged sword; it can cut many
ways. Government ordinarily possesses more than cne effective
means to achleve a given public end. Thus, legitimate
efficiency interests «can be acccmmodated by various
alternatives, whether legislative or administrative, generally
at the government’s disposal. Personal fresdoms, on the cther
hand, are far more unique. As individualized Dby
constituticnal ideals to embody our sense of human dignity,
decency, and fair play, they attach to each individual by
promise of the very government which creates those basic
rights and is charged to protect them, and upon whose faithful
adherence to their underlying principles and aims their
enduring enjoyment depends. By reason of this contingency,
individual rights may operate one way, or not at all when
their exercise is unduly restricted or prohibited by measures
of that constituted authority. Worse still is another risk.
Sometimes a right, once extinguished, may be gone for good.
Few satisfying means may then be available to truly restore to
the particular victim or to the larger scciety the value of
the loss.

One concluding observation cannot be overlocked as a
consideration in this case. Between the dispute and its

resolution hangs a large reality, here the backdrop against



which the actuating events have played out. Call it an
atomospheric pressure, a heavy weight that, foglike, has
loomed densely over every aspect of these proceedings. On
September 11, 2001, the United States became the target of a
murderous attack of international terrorism, unparalleled in
its magnitude, and unprecedented in America's national
experience. Losses and remembrances of that wvioclence are
still fresh in the minds c¢f the American people. The wounds
they suffered from it have not yet healed. The Court is not
unmindful of the contextual relevance of those circumstances,
serving as they do as impulse for some of the Government
concerns and measures that gave rise to this litigation,
suffusing the lega. theories elaborated in the parties'
papers, and stoking the fervor and immediacy animating the
arguments urged before the Court.

In consequence, the Court's ruling not only takes due
account of the force and poignancy of that history but, as

this Court noted on ancther occasion similarly grounded,’

T See United States v, Harrell, 207 F, Supp. 2d 158, 162 (S.C.N.Y. 2002)
(Marrero, C.} ("[I]ln performing their constitutiocnal mandate, the courts
will be called upcn t¢ exert particular vigilance to safeguard against
excess committed in the name of expediency, to ensure that Americans do
not succeed where the terrorists failed, inflicting by their own hand the
deeper wrongs to the nation's essence that the September 11 external
attacks upon physical structures and innocent people were unable to
realize. . . . In short, the September 11 cases will challenge the
judiciary to do September 11 justice, to rise to the moment wi+h wisdom
equal to the task, its judgments worthy of the large dimensions that
define the best September 11 brought out <¢f the rest of A&merican
scciety.").
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represents an expression of several critical implications
necessarily flowing from it. First, cases engendering intense
passions and urgencles to unencumber the Government, enabling
it to move in secrecy to a given end with the most expedient
dispatch and versatile means, coften pose the gravest perils to
personal liberties. As the Supreme Court admonished in
connection with another event similarly momentous: it Ais
"under the pressing exigencies of crisis[] that there is the
greatest temptation to dispense with fundamental
constitutional guarantees which, it is feared, will inhibit
governmental action."® Second, it is these conditions that
best put the strength of our principles and convictions to the
test, and measure cur resolve and commitment to them. Third,
it is precisely times like these that demand heightened
vigilance, especially by the judiciary, to ensure that, as a
reople and as a naticn, we steer a principled course faithful
and true to our still-honored founding values. The high
stakes here pressing the scales thus compel the Court to
strike the most sensitive judicial balance, calibrating by
delicate increments teward a result that adequately protects
national security without wunduly sacrificing individual
freedoms, that endeavors to do what is just for one and right

for all.

B

Kennedy v. Mendoza-Martinez, 372 U.S. 144, 165 (13863).
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A. DOE'S RECEIPT OF AN NSL®

After receiving a call from an FBI agent informing him
that he would ke served with an NSL, Dce received a document,
printed on FBI letterhead, which stated that, “pursuant tc
Title 18, United States Code (U.S5.C.), Section 2709 Doe was
“directed” to provide certain information to the Government.?!®
As required by the terms of § 2709, in the NKSL the FBI
“certif[ied] that the information sought [was] relevant to an
aatherized investigation to protect against internaticnal
terrcrism cr clandestine intelligence activities.”!’ Doe was
“further advised” that § 2708(c) prchibited him, or his
officers, agents, or employees, “from disclosing to any person
that the FBI has sought or obtained access tc information or

rri2 Doe was “requested tc

records under these provisions.
provide records responsive to [the] request personally” tec a
designated individual,® and to not transmit the records by

mail or even mention the NSL in any telephone conversation.

After a subsequent conversation with the same FBI agent,

* QOnly a brief recitation of the most basic facts is provided here, but

these details are sufficient alone to resolve the present motions.
1% Compl. Attach. A,

oo1d,

2 1d. {emphasis added).

4 Id. (emphasis in original}. As the Court explains below, under the

seal order that will remain in place, the details of any further names,
times and places identified in the NSL will remain confidential.
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Doe decided to consult ACLU lawyers. The parties dispute the
nature of Doe’s exchange with the FBI agent, though it is
ultimately immaterial to this motion. Doe contends that the
agent gave him permission to speak with an attorney; the agent
claims that Doe merely informed the agent that he (Dos) would
be consulting an attorney. Doe has not complied with the NSL
request, and has instead engaged counsel tc bring the present
lawsuit.

B. § 2709 IN GENERAL

As stated above, § 2709 authorizes the FBI to issue N3Ls
to compel communicaticns firms to produce certain customer
records whenever the FBI certifies that these records are
relevant to an authorized international terrorism or
counterinteliigence investigaticn, and the statute also
categorically bars NSL recipients from disclosing the
inguiry.! In relevant part, it states:

(a) Duty to provide. — A wire or electronic
communication service provider shall comply with a
request for subscriber information and toll billing
records information, or electronic communication
transactional records in its custody or possession
made by the Director of the Federal Bureau of
Investigation under subsecticn (b) of this section.

(b} Required certification. — The Director of the
Federal Bureau of Investigation, or his designee in
a position not lower than Deputy Assistant Director
at Bureau headguarters or a Special Agent in Charge
in a Bureau field ocffice designated by the

4 See 18 U.S5.C. § 2709.
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(c)

Subsection

Director, may —

(1) reguest the name, address, length of service,
and local and long distance toll billing
records of a person or entity if the Director
{or his designee) certifies in writing to the
wire or electronic communication service
provider to which the request is made that the
name, address, length of service, and toll
billing records sought are relevant to an
authorized investigation to protect against
international terrorism or clandestine
intelligence activities, provided that such an
investigation of & United States person is not
conducted solely on the basis of activities
protected by the first amendment to the
Constitution ¢f the United States; and

(2) reguest the name, address, and length of
service of a person or entity if the Director
(or his designee) certifies in writing to the
wire or electronic communication service
provider to which the request is made that the
information sought is relevant to an
authorized investigation to protect against
international terrorism or clandestine
intelligence activities, provided that such an
investigation of a United States person is not
conducted solely upon the basis of activities
protected by the first amendment to the
Constitution of the United States.

Prohibition of certain disclosure.—No wire or
electronic communication service provider, or
officer, employee, or agent thereof, shall disclose
toc any person that the Federal Bureau of
Investigation has sought or obtained access to
information or records under this section.?®®

{(d) limits the FBI's ability to disseminate

information collected from an NSL, and subsection (e reguires

the FBI to periodically report to Congress about its use of
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NSLs. ¢

Section 2709 is one of only a handful of statutes
authorizing the Government to issue NSLs. The other NSL
statutes authorize the Government to compel disclosure of
certain financial and credit records which it certifies are
relevant to international terrorism or counterintelligence
investigations, and to ccmpel disclosure of certain records of
current or former government employees who have (or have had)
access to classified information.!” In each case, the NSL
statutes categorically bar the NSL recipient or its employees
or agents from ever disclosing the Government’s inquiry.?'®
As stated, NSLs are distinguished from other administrative
subpoenas in that NSLs pertain to national security issues and
are cloaked in secrecy. The Court discusses other
administrative subpoenas in mcre detail below in Section
I.D.1.

C. LEGISTATIVE HISTORY

Section 2709 was enacted as part of Title II of the

Electronic Communications Privacy Act of 1986 (“ECPA”),!* which

LY
tn

ee id.

7 See 12 U.S5.C. § 3414 (financial records); 15 U.S5.C. §§ 1681u, 14881v
(credit records); 50 U.S5.C. § 436 (government employee records).

¥ Bee 12 U.S.C. § 3414{a)}!{5)(D!; 15 U.8.C. §§ 268lui{d}, 1681ivi{c);: 30
U.5.C. § 436(by}.

1% See Pub. L. No. 99-508, § 201, 100 Stat. 1848, 1867 (1986},
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sought to “protect privacy interests” in “stored wire and
electronic communications” while also ‘“protecting the
Government's legitimate law enforcement needs.”?*® Congress
modeled Title IT of the ECPA upeon the Right to Financial
Privacy Act (“"RFPA”) of 1978,?%! which espoused similar privacy
goals for financial records.?? The RFPA was “intended to
protect the customers of financial institutiens from
unwarrarted intrusion into their records while at the same
time permitting legitimate law enforcement activity.*?

Tne RFPA was an explicit “response to the Supreme Court
décisicn in United States v, Miller which held that a customer
of a financial institution has no standing under the [Fourth
Amendment] to contest government access tc financial
records.”? In passing Title II of the ECPA eight years later,
Congress feared that customers of electronic communications
services would likewise find 1little Fourth Amendment

protection from Government access to their records, thus

2% 5. Rep. No. 9%-541, at 3 (1986), reprinted in 1986 0.S.C.C.A.N. 3555,
3557.

2 pub. L. Ne. 95-630, Title XI, 92 Stat. 3641, 3697 (1978).

%  3ee H.R. Rep. 35-1383, at 28, reprinted in 1978 U.S.C.C.A.N. 9273
9305,
2 1d.

# Id. at 28, 1978 U.5.C.C.A.N. at 9306 (citing United States v. Miller,

425 U.S. 435 (1976)).
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creating the need for privacy legislation.?®

Generally speaking, Title II (as amended) allcws the
Government to obtain stored electronic communications
information without the subscriber’s permission only through
compulscry process, such as a subpcena, warrant, or court
order.?® Section 2709 is a notable exception to these privacy
protections because it permits the FBI to reguest records upon
a mere self-certification — issued to the ISP or telephone
company, not to the subscriber or to any court — that its
request complies with the statutory requirements.?” As first
enacted, § 2709 regquired electronic communication service
providers to produce “subscriber informaticn,” “teoll billing
records information,” or “electronic communication
transactional records,” upon the FBI’s internal certification
that (1) the information was “relevant to an authorized
foreign counterintelligence investigation” and that (2) there
were “specific and articulable facts giving reason to believe
that the person or entity to whom the information sought
pertains [was) a foreign power or an agent of a foreign

power . %

3 5ee 5. Rep. No. 99-541, at 3 (1986), reprinted inm 1986 U.S.C.C.A.N.
3555, 3558.

% See 18 U.S.C. § 2703.
e gee 18 U.S.C, § 2709.
2@ +1g U,5.C. § 2709 (1988B).
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Before the ECPA, the FBI had been issuing non-mandatory
NSLs to cemmunications providers, who, in most cases, complied
veluntarily.?® However, because carriers in states with strict
privacy laws had recently been resisting those requests, the
FBI sought to have mandatory, preemptive federal legislation
supperting its issuance of NSLs.*® The Senate Intelligence
Committee agreed that federal law should mandate NSL
compliance, but the Committee concluded that the FBI's
mendatory NSL power should be more limited in scope than what
the FBI had been seeking under voluntary NSL arrangements.?®
Whereas cocmmunications service providers had been volunteering
tc produce records which the FBI certified were merely
“relevant to FRBI counterintelligence activities,” the
Intelligence Committee’s reported version of § 2709 limited

the FBI's mandatory auvthority to “only obtain records where

2% See S. Rep. No. 99-307, at 18-19 (1986). This Senate Intelligence
Commnittee report pertains to the Intelligence Authorization Act for Fiscal
Year 1987 {(“IAA"), not the ECPA, which originated in the Senate Judiciary
Commitree and which ultimately produced § 2709. However, the legislative
history of the IAA is, in most respects, more detailed and instructive
regarding the meaning of the language that would eventually become enacted
as § 27089. The Serate report on the ECPA directs the reader to the
legislative histecry of the TAA for background on other aspects of the
statute. Sge 5. Rep. No. 99-541, at 44 (19B6), reprirnted in 1986
U.S.C.C.A.N. 35535, 3598. Section 270% was not enacted as part of the IZA
at least partly because the conference committee recognized that it would
be enacted as part of the ECPA. See H.R. Conf. Rep. No. 28-952, at 30
(1986), reprinted ip 1986 U.S.C.C.A.N. 5379, 53%0 (“The conferees support
such legislaticen, but decided not to include it in the conference report
since it is expected to become law as part of the Electronic
Communications Privacy BAct.”).

39

]

ee S. Rep. No. §%-3C7, at 19.

31

U

ee id., at 18-20.
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there are specific and articulable facts giving reason to
believe that the person or entity to whom the information
sought pertains 1s or may be a foreign power or an agent of a
foreign power.”?* The Committee stated that it believed that
the strict standards of the proposed statute were consistent
with both the First and Fourth Amendments and concluded that
the "“federal courts have not required either a judicial
warrant or a probable cause standard for access to telephone
subscriber information or toll billing record informatiorn.”®
The Court notes, however, that the version of § 2709
considered by the Intelligence Committee did not authorize the
FBI to cktain electronic communication transactional records;
that provisicn was added to the statute when it was integrated
into the ECPA by the Judiciary Committee.?

In 1993, Congress broadened § 2709 by relaxing the

2 BSee id. The version passed under the ECPA deletes the three words “er
may be.” See 18 U.S.C. § 2709 (1988). The ECPA Senate Report notes, but
does not explain, the deletion. See 5. Rep. No. 99-541, at 44 {1388,
reprirted in 1986 U.S.C.C.A.N. 3555, 3598.

¥ See S. Rep. No. 99-307, at 20 (citing Reporter’s Comm., for Freedom of
the Press v. AT&T, 593 F.2d 2030 (D.C. Cir., 1978)).

" The Senate report accompanying the ECPA made particular note of this
addition: whils the version of § 2709 contained in the TAA merely allowed
the FBI to obtain telephone subscriber and teoll billing irforma+tion, the
version enacted as part of the ECPA added a provision authorizing use of
NSLs to gather “electronic communication transactional records.” See §.
Rep. No. 99-541, at 43-44 (1986), reprinted in 1986 U.S.C.C.A.N. 3555,
3587-98. The stated purpose of the addition is frankly inscrutable; zhe
report states that the addition “ensures that the FBI has the necessary
authority with regard to subscriber information and toll billing
information with respect to electronic communication services other than
crdinary telephone service.” Id. at 44, 1986 U.5.C.C.A.N. at 3598,
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required nexus to a foreign power.’® The amended statute
allowed the FBI to obtain records “where: (1) there is a
contact with a suspected intelligence officer or a suspected
terrorist, or (2) the circumstances of the conversation
indicate . . . that it may involve spying or an offer of

1236

information. The original wversion of the statute had

* See 18 U.5.C. § 2705 {1994).

* H.R. Rep. No. 103-46, at 3 (1993), reprinted in 1993 U.S.C.C.A.N. 19.3,
1915; see 18 U.S.C. § 2709 (193%4). The amended statute permitted the FEI
ta:

(1) request the name, address, length of service, and toll billing
records of a person or entity if the Director {(or his designee
in a position not lower than Deputy Assistant Director)
certifies in writing to the wire or electronic communication
service provider to which the request is made that —

(A} the name, address, length of service, and toll billirng
records sought are relevant to an authorized fereign
counterintelligence invastigation; and

{B} there are specific and articulable facts giving reason
te believe that the person or entity te whom the
information sought pertains i1s a foreign power or an
agent of a foreign power as defined in section 101 of
the Feoreign Intelligence Surveillance Act of 1978 (50
U.s5.C. 1801); and

(2) request the name, address, and length of service of a person
or entity if the Director {(or his designee in a position not
lower than Deputy Assistant Cirector) certifies in writing to
the wire or electronic communication service provider to which
the request is made that —

{A) the iaformatior scought is relevant to an authorized
foreign counterintelligence investigaticn; and
8=3! there are specific and articulable facts giving reason

to believe that communication facilities registered in

the name of the person cr entity have been used, through

the services of such provider, in communication with—

(i} an individual who is engaging or has engaged in
international terrorism as defined in section
101{c} cf the Foreign Intelligence Surveillance
Act or clandestine intelligence activities that
involve or may invelve a wvieclation of the
criminal statutes ¢f the United States; or

fii) a foreign power or an agent of a foreign power
under circumstances giving reascn to kelieve that

the communication concerned international
terrcrism as defined in section 101{¢) of the
Foreign Intelligence Surveillance Act or

clandestine intelligence activities that involve
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required the FBI to certify that the communications service
subscriber whose records were sought was himself a foreign
agent or power, thereby preventing the FBI from issuing
mandatory NSLs to obtain the records of, for example, persons

who merely communicated with foreign agents regarding

terrorism or clandestine intelligence information.¥ The
Committes recognized that “the national security letter is an
extracrdinary device” and that “new applicaticns are
disfavored,” but it “concluded that [the] narrcw change in §
2709 to meet the rBI’'s focused and demonstrated needs was
justified.”®

The next and most recent major revision to § 27089
occurred in October 2Q01, as part of the USA PATRIQOT Act of
2001 {(“Patriot Act”).* 1In short, the Patriot Act removed the

previous requirement that § 2709 inquiries have a nexus tc a

or may 1involve a viclatien of the criminal
statutes of the United States.

18 U.5.C. § 2709%(b) (1994},

 H.R. Rep. No. 103-46, at 2, 1993 U.5.C.C.A.N. at 1914. 1In support of
the change, the FBI cited to the House Judiciary Committee an occasion in
which it intercepted a phone call from an unidentified former U.S5.
Government employee who offered to provide sensitive intelligence to a
foreign nation. See id. According to the FBI, the original version of §
2709 did not provide it with authority to trace the emplovee’s call [(and
thereby identify him} because the employee was a possible volunteer as a
foreign agent, and not himself a foreign agent. See id.

*® I1d4. at 2-3, 1993 U.S.C.C.A.N, at 1914-15,

** See Pub. L. 107-56, § 505, 115 Stat. 272, 365 (2001). In 1996, Congress
clarified that § Z709 requests included both local and leong-distance
telephone records. See 18 U.S.C. § 2709 (2000); see also §. Rep. No. 104-
258, at 22-23, reprinted im 1896 U.S.C.C.A.N. 3945, 3867-68 {(explaining
the change).
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foreign power, replacing that prerequisite with a broad
standard of relevance to investigations of <terrorism or
¢clandestine intelligence activities.® In hearings before the
House Judiciary Committee on September ‘24, 2001, the
Administration submitted the following explanation for the
proposed change:

NSL auvthority regquires both a showing of relevance and a
showirg of links to an “agent of a foreign power.” In
this respect, {it is! substantially more demanding than
the analogous criminal authorities, which require only a
certification of relevance. Because the NSLs reqguire
documentation of the facts supporting the “agent cof a
foreign power” predicate and because they regquire the
signature of a high-ranking cfficial at FBI headquarters,
they coften take months to be issued. This is in stark
contrast to criminal subpoenas, which can be used to
obtain the same information, and are issued rapidly at
the local level. In many cases, counterintelligence and
counterterrorism investigations suffer substantial delays
while waiting for NSLs to be prepared, returned from
headquarters, and served. The section would streamline
the process of obtaining NSL authority LA

The House Judiciary Committee agreed that “[s]uch delays are
unacceptable” and stated in its October 11, 2001, report that
the Patriot Act would “harmonize[]” § 2708 “with existing
criminal law where an Assistant United States Attorney may

issue a grand jury subpoena for all such records in a criminal

¢ Compare 18 U.5.C. § 2709 (2000) with 18 U.S.C. § 2709 (2000 & Supp.
2003y .

4 Administration’s Draft Anti-Terrorism Act of 2001: Hearing Before the
House Comm. on_the Judiciary, 1l07th Cong. 57-58 (2001), available at

htep://www.house.gov/judiciary/75288.pdf (section-by-section analysis of
the Anti-Terrorism RAReat of 2001).

-2 -



case 42

b, NSLs AND OTHER_ INFORMATION-GATHERING AUTHORITY

It is instructive to place the Government’s NSL authority
in the context of other means by which the Government gathers
information of the type covered by § 2709 because Congress (in
passing and amending the NSL statutes} and the parties here
{in contesting § 2709's constitutionality) have drawn
analogies to those other authorities as grounds for or against
its validity. The relationship of § 2709 to other related
statutes supplies a backdrop for assessing congressional
intent and judging the validity of the law on its face and as
applied. In addition, an analysis of these analogous
information-gathering methods indicates that NSLs such as the
ones authorized by § 2709 provide fewer procedural protections
to the recipient than any other information-gathering

techrique the Government employs to procure information

** H.R. Rep. 107-236, at 62 {2001). The cnly specific objection to the §
2709 revision in the Patriot Act’s legislative history came from the
Center for Democracy and Technology (“CDT"}, which has filed an amicus
brief in this case. The CDT stated in written materials to two Senate
committees that the sectien “would greatly increase acgess to the personal
information of consumers or groups who are not agents of foreign powers,”
and also noted that “the institutions granting access to consumer
information would be prohibited from disclosing that information or
records had been obtained.” Protecting Constitutional Freedoms in the
Face of Terrorism: Hearing Before the Sukcomm. on the Constitution,
Federalism, and Property Rights of the Senate Comm. on the Judiciary,
107th Cong., 5. Hrg, 107-610, at 34 (2001} (Statement of Jerry Berman,
Executive Director, Center For Democracy and Technology): 8. 1448, The
Intelligence to Prevent Terrcrism Act Of 2001 and Other Legislative
Proposals in thg Wake of the September 11, 2001 Attacks: Hearing Before
Lhe Senate Select Comm. On Intelligence, 107th Cong., $. Hrg. 107-449, at
54 (2001) {(same).
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similar to that which it obtains pursuant teo § 2709.

1. Administrative Subpoenas

The most important set of statutes relevant to this case
are those authorizing federal zgencies to issue administrative
subpoenas for the purpose of executing the particular agency'’s
function. COrdinary administrative subpoenas, which are far
more common than NSLs, may be issued by most federal agencies,
as authecrized by the hundreds c¢f applicable statutes in
federal law. For example, the Internal Revenue Service (IRS)
may lssue subpoenas to investigate possible violations of the
tax ccde,? and the Securities Exchange Ceocmmissicn (SEC) may
issue subpoenas to investigate possible violations of the
securities laws.' More obscure examples include the Secretary
of Agriculture’s power to issue subpoenas in investigating and
enforcing laws related to honey research,? and the Secretary
of Commerce’s power to ilssue subpoenas in investigating and
enforcing halibut fishing laws.‘®

There 1s a wide body of law which pertains to
administrative subpoenas generally. According to the

Government's central theory in this case, those standing rules

43

26 U.5.C. § 7602 (a).

2y
1]
]

9]
1]
4]

15 U.5.C. § 78ui{b).

7 0.8.C. § 4610a(b).

.

16 U.5.C. § 7731(f)(2).
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would presumably also apply to NSLs, even if not sc explicitly
stated in the text of the statute. Where an agency see<s a
court order tec enforce a subpcena against a resisting subpoena
recipient, courts will enforce the subpoena as long as: (1)
the agency’s investigation is keing conducted pursuant to a
legitimate purpose, (2} the inguiry is relevant to that
purpose, (3} the information is not already within the
agency’s possession, and (4) the prcper procedures have been
followed.®” The Second Circuit has described these standards
as “minimal.”*®* Even if an administrative subpoena meets these
initial criteria to be enforceable, 1ts recipient may
nevertheless affirmatively challenge the subpoena on other
grounds, such as an allegation that it was issued with an
improper ©purpose or that the information sought is
privileged.®

Unlike the NSL statutes, most administrative subpoena
laws either contain no provisien requiring secrecy, or zllow

for only limited secrecy in special cases. For example, some

administrative subpoena statutes permit the investigating

47 gee United States v. Powell, 3792 U.S. 48, 57-58 (1964); Gimbel v. Fed.
Deposit Insa. Corp. (In re Gimbel), 77 F.3d 593, 596 (2d Cir, 189%é&).

% gee United States v. White, 853 r.2d 107, 111 (2d Cir. 19288}; see alsc
Endicott Johnson Corp. v. Perkins, 317 U.S. 501, 509% (1943) (stating that
courts must enforce administrative subpoenas unless the evidence sought is
“plainly . . . irrelevant to any lawful purpcse of the agency”); United
States v. Construction Prods. Research, Ine., 73 F.3d 464, 471 (2d Cir.
1%86).

1% See Reisman v. Caplin, 275 U.S. 440, 449 {1964).
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agency to apply for a court order to temporarily bar
disclosure of the inquiry, generally during specific renewable
increments or for an appropriate period of time fized by the
court, where such  disclosure could jeopardize the
investigation.®®
Even absent a particular secrecy statute, scmeone who,
with the intent to obstruct &an investigation, alerts the
target of an investigation that a subpcena has been issued
could theoretically face criminal obstruction o¢f Jjustice
charges wunder a federal statute that imposes criminal
sanctions upon any person who, among other things, “corruptly
. endeavors to influence, obstruct, or impede the due and
proper administration of the law under which any pending
proceeding is being had before any department or agency of the
United States.*””

2. Subpcena Autheority in the Criminal Context

In its role as a party to a federal criminal proceeding

 gZSee 12 U.S.C. § 3409(b) (providing for a court-issued non-disclosure
order, in renewable S0-day increments, where an authorized Government
agency subpoenas financial records); 13 U.8.C, § 78u(h! (4)(R) (providing
for a court—issued non-disclosure order, in renewable 80-day increments,
in SEC investigations); 18 U.35.C. § 2705(b)} {providing for a court-issued
non-disclosure order, “for such period as the court deems appropriate,”
where an authorized Government agency subpoenas stored electronic
records); 18 U.S.C. § 3486{a)(6) (A) (providing for a court-issued non-—
disclosure order, in renewable 90-day increments, in investigations of
health care fraud or crimes involving exploitastion of children).

1 18 ©.5.C., § 150S; cf. United States v. Jeter, 775 F.2d 670 (6th Cir.
1985), cert. depied, 475 U.S8. 1142 (1986) (concluding that an individual
could be convicted under an analogous obstruction of justice statute, 18
U.5.C. § 1503, for revealing the contents of secret grand jury transcripts
to targets of the grand jury’s investigatiorn).

-25=



(including a grand jury proceeding), the Government has broad
authority to issue a subpoena to obtain witness testimony or
“any books, papers, dccuments, data, or other objects the
subpoena designates.”® Although such subpoenas “are issued
in the name of the district court over the signature of the
clerk, they are issued pro forma and in blank to anyone
requesting them,” and the “court exercises no prior control
whatsoever upon their use.,”"?

The court becomes involved in the subpoena process only
if the subpoenaed party moves o guash the request as
“unreasonable or oppressive,”’ or if the Government seeks to
compel compliance with the subpeona. The reasonableness of a
subpoena depends on the context. For example, to survive a
motion to gquash, a subpoena issued in connecticon with a
criminal trial “must make a reasonably specific reguest for
informatien that would be both relevant and admissible at
trial.”*® By contrast, a grand jury subpoena is generally
enforced as long as there is a “reascnable possibility that

the category of materials the Government seeks will produce

2 Fed. R. Crim. P. 17{a), (c){1) (emphasis added).

5 In re Grand Jury Preceedings, 486 F.2d 85, 90 (3d Cir. 1973}; see
also Fed R. Crim. P. 17{a} (“The clerk must issue a blank subpcena —
signed and sealed — to the party reguesting it . . . ."}.

59 wed. R, Crim, P. 17(c)(2}.

55  yUni*ed States v. R. Enters., Zna., 498 U.8. 252, 2939 (19%1} (citing
United States v. Nixon, 418 U.3. 883, 700 (1974)).
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information relevant toc the general subject of the grand
Jury’s investigation.”®® Considering the grand jury’s broad
investigatory power and minimal court supervision, it is
accurate to observe, as the Second Circuit did long ago, that
“[blasically the grand jury is a law enforcement agency.”"’
While materials presented in a criminal trial setting are
generally public,®® the federal rules impose stringent secrecy
requirements on certain grand jury participants, including the
attorneys, court reporters, and grand jurors.” Those secrecy
rules make no mention of & subpoena recipient or a witness,
both of whom are ordinarily free to disclose to anyone the
fact that a subpoena was issued or the contents of any
information supplied.?® Some courts have nevertheless
permitted the Government to impose a secrecy obligation upon
witnesses in cases of compelling need. The Eleventh Circuit,
for example, has held that a district court’s authority to
protect the integrity of grand jury process gave it power to

prevent witnesses from disclosing materials prepared for or

* 1d. at 301.

 Urited States w. Cleary, 265 F.2d 459, 461 (2d Cir. 1959).

5a

LPA]

e

D

U.5. Const. amend. VI.

28

Fed. R. Crim. P. €le).

[0y]
o]
0]

6o id. at [e}(2){A) (“No obligation of secrecy may be imposed on any

person except in accordance with [Rule 6]."}.
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testimony ¢iven in grand jury proceedings.® As an exception
to this rule, officers of financial institutions and insurance
companies face criminal penalties for disclosing, with the
intent to obstruct a judicial proceeding, either the fact that
a grand jury subpcena has been issued or its contents.® More
generally, a subpoena recipient who, with the intent to
obstruct a criminal investigation, alerts the target of an
investigation that a subpoena had ©been issued could
theoretically face criminal obstruction of justice charges.®

In certain contexts, the Government may issue subpoenas
related to criminal investigaticns even without initiating a
formal criminal proceeding. For example, the United States
Attorney General is authorized to 1issue administrative
subpoenas, without convening a grand jury, to investigate

federal narcotics crimes,® racketeering crimes,® health care

88 See In re Subpoena to Testify before Grand Jury, 864 F.2d 1559, 1563-6¢

{l1lth Cir. 1989); see also In re Grand Jury Subvoera Duces Tecum, 797 F.2d
676, €81-82 (8th Cir. 1986) {(permitting secrecy crder pertaining to grand
jury witness upon showing of compelling necessity).

8 See 18 U.5.C. § 1510(b), (d}.

¢ See 18 U.S.C. §§ 1503 (punishing “[w]lhocever corruptly . . . endeavors
to . . . impede any grand or pezit jurer . . . [or] the due administration
of justice”); 1512(b) (imposing criminal sanctions upon an person who,
among other things, “corruptly persuades another person, or attempts to do
so0, or engages in misleading conduct toward another person, with intent to
. hinder, delay, or prevert the communication tc a law enforcement
officer or judge of the United States of information relating to the
commission or possible commission of a Federal offense . . . .").

1 8ee 21 U.S8.C. § 876(a),

|

BE5

ce 18 U,5.C. § 1968.

o
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related crimes,® and crimes involving the exploitation of
children.® In each of these instances, the administrative
process is governed by the general rules described above,

providing safequards of judicial review.°®®

3. Background Rules Governing Disclosure of Stored

Electronic Communications

Title II of the ECPA, in which § 2709 was enacted, sets
forth an intricate framework by which electronic
communications providers, such as ISPs and phone companies,
may be compelled to disclose stored electronic information to
the Government. The framework described below operates
independently of the rules governing NSLs issued pursuant to
§ 2709, but may aid with interpretation cf § 27089.

The Government may obtain basic subscriber information®
merely by issuing an authorized administrative subpoena, trial
subpoena, or grand jury subpoena, and the Government need not

notify the subscriber of the request.’

% See 1B U.S.C. § 3486¢(a) (1) (B) (1) (I).

7 See id. § 3486{a) (1)} (A) (1) {II}.
€ Zee 21 U.S.C. § 876(c) {providing for judicial enforcement}; 18 U.5.C.
§ 19681(g) (same); id. § 34B6(c) (same).

% Basic subscriber information includes: (1) a subscriber’s name and {2}
address; (3) the subscriber’s loczl and long distance telephone cennection
records, or records of session times and durations; {4} the subscriber’s
length of service and types of service he has utilized; (5) any telephone
or instrument number c¢r other subscriber number or identity, including any
temporarily assigned network address; and {6) the subscriber’s means and
source of payment for the service. Jee 18 U.5.C. § 2703(c) (2).

T See 18 U.S5.C. § 2703(c)(2)=-(2).
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If the Government gives prior notice to the subscriber,
or otherwise complies with certain delayed notice procedures,™
the Government may also subpoena the contents of electronic
communications which are either (1) retained on a system for
storage purposes (g.g., copened email which remains cn an TSP’s
server), or (2) retained, for more than 18C days, in
intermediate or temporary storage (e.g,., unopened email on an
ISP’s server).”” For the Government to obtain the contents of
electronic communications kept for 180 days or less in
intermediate or temporary storage (e.g., unopened email on an
ISP’s server), it must cbtain a search warrant under Federal
Rule of Criminal Procedure 41, or the state equivalent.’ In
cther words, the Government would have to appear kefore a

neutral magistrate and make a showing of probable cause.’ The

T See 18 U.5.C. § 2705,

"¢ See id. § 2703(al~(b}. This rough description of the complex statutory
terrain derives from the Justice Department’s thorough analysis of the
ECPA. See United States Dep’t of Justice, Searching and Seizing Computers
and Cbtaining Zlectronic Evidence in Criminal Investigations 94 (2002),
available at http://www.cybercrime.gov/s&smanualZ002.pdf. Courts are not
uniform in interpreting <the statute’s confusing and overlazping
definiticns. Compare Theofel v. Farey-Jones, 35% F.3d 10866, 1076-77 (%th
Cir. 2004} (holding that copies of opened emails con ISP servers are in
“electronic storage”), with Io re DoubleClicx, Inc. Priwacy Litig., 154
F. Supp. 2d 497, 512 (S.D.N.Y. 2001) (stating that only voopened email on
an ISP server would be considered in “electronic storage”): see also
Fraser v. Mationwide Mut. Ins. Co., 135 F, Supp. 2d 623, 633 (E.D. Ea.
2001}, rev’d in part on other grounds, 352 F.3d 107 (3d Cir. 2003) (“The
ECPA has been noted for its lack of clarity.”}.

73

i
i
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id. § 2703(a).

” Fed. R. Crim. P, 41.
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Government may alsc obtain a court order requiring an
electronic communications service provider to turn over
transactional and content information by setting forth
“specific and articulable facts showing that there are
reasonable grounds to believe that” the information sought is
“relevant and material to an ongoing criminal investigation.”’®

The ECPA permits the Government to seek a court order
prohibiting the communications provider from revealing the
Government’s ingquiry “for such periocd as the court deems
appropriate” if the court determines that such disclosure,
among other things, wculd result in “destruction of or
tampering with evidence” or “seriously Jjeopardizing an
investigation or unduly delaying a trial.”’¢

4, Mail

Government law enforcement agencies are authorized to
request the Postal Inspector to initiate a so-called “mail
cover” to obtain any information appearing on the outside of
a particular piece of mail.’” Among other grounds, the law
enforcement agency can obtain a mail cover by “specifyling]
the reasonable grounds to demonstrate the mail cover is

necessary” to “[plrotect the national security” or to

1B U.3.C. § 2703(d).
7 1d. § 2705(b).
T gee 39 C.F.R. § 233.3.
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“{olbtain information regarding the commission or attempted
commission of a crime.”™® There is no requirement that the
mail sender or recipient be notified of the mail cover.

The Government must obtain & warrant based upon prcbable
cause to open and inspect sealed mail because the contents of
mail are protected by the Fourth Amendment.’® As the Supreme
Court established long ago: “Wailst in the mail, [a perscn’s
papers] can only be opened and examined under like warrant,
issued wupon similar oath or affirmation, particularly
describing the thing to be seized, as is required when papers
are subjected to search in one’'s own household.”®®

S, Pen Registers and Trap and Trace Peviges

Pen registers and trap and trace devices record certain
electronic cecmmunications data indicating the origins and
destinations of wvarious ™“dialing, rcuting, addressing, or
signaling information,” e.qg., the phone numbers dialed to and
from a telephone.® In criminal investigations, the Government
must apply for a ccurt order, renewable in 60-day increments,

to install or collect data from such devices, though the

™ gee id. § 233.3(e) (2).

" See Ex parte Jackson, 96 U.S, 727, 733 (1877).
¥ Id.

® See 18 U.S.C. § 3127(3)-(4).
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standard for issuing such an order is relatively low.? The
Government need only show that “the information likely to be
obtained by such installation and use 1is relevant to an
ongoing criminal investigation.”®

The person owning the communications device 1is
prohibited, unless otherwise directed by court order, £from
disclesing the fact that a pen register or trap and trace
device is in effect.® T

6. Wiretaps and Flectronic Eavesdropping

The Fourth Amendment protects against warrantless
Government wiretapping.® Federal legislation specifies the
procedures by which law enforcement cfficials may obtain a
court order to conduct wiretaps and other forms of electronic
eavesdropping.? The requirements are rigorous. Among other
things, the Government must show that: (1) “there is probable
cause for belief that an individual is committing, has
committed, or is about to commit” cne of a list of enumerated
crimes; {2) “there 1s probable cause for belief that
particular communications concerning that offense will be

cbtained through such interception”; and (3) “normal

82

id. § 3123(c}.
a3

§ 3123 (a).

g4

18 U.5.C. § 3123(d)(2).

Katz v. United States, 389 U.S. 347 (1%67).

(2] L] tn I )
(@ ) 0
1] 1] g 4]
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18 U.5.C. §§ 251¢6~18.
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investigative procedures have been tried and have failed or
reascnably appear to be unlikely to succeed if tried or to be
too dangerous.”® Such orders are not available “for any period
longer than is necessary tc achieve the cbjective ©f the
authorization,” subject to a renewable maximum of 30 days.®
The communications provider is prohibited from disclosing that
a wiretap or electronic surveillance is in place, “except as
may otherwise be required by legal process and then only after
prior notification” to the appropriate law enforcement
authorities.®

7. Foreign Intelligence Surveililance Act

The Foreign Intelligence Surveillance Act of 1878
("FISA”) establishes standards for the Government’'s domestic
electronic surveillance of foreign governments and their
agents.® The Government may conduct such surveillance, even
without a court order, as long as the Attorney General
certifies, among other things, that: (1) the communicatiocns at
issue would be “exclusively between or.among foreign powers”
or involve “the acquisition of technical intelligence, other

than the spoken communications of individuals, from property

7 1d. § 2518(3).
Id, § 2518(5).
Id. § 2511(2)!a) (ii).

% gee 50 U.S.C. § 1801 et seq.
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or premises under the open and exclusive control of a foreign
power”; (2) “there is no substantial likelihood that the
surveillance will acquire the contents of any communication to
which a United States person 1s a party”; and (3} the
Government will apply <certalin so-called “minimization
procedures” to limit the possibility of impermissible
collateral surveillance.? In such circumstances, the Attorney
General may direct the communications provider to cooperate
“in such a manner as will preotect [the] secrecy” of the
surveillance.?

Te conduct any broader types of surveillance, the
Government must obtain a formal order from a special FISA-
created court.® The application must specify, among other
things, the type of surveillance proposed, the facts
supporting the Government’s belief that the surveillance
pertains to a foreign power, and the minimization procedures
which would be taken.® The Government must also certify “that
a significant purpose of the surveillance is to obtain foreign
intelligence information” and that the “information cannot

reasonably be obtained by normal investigative techniques,”®

. 1d. § 18C2¢(a) (1).

2 14, § 1802{(a) (4} (A).
% See id. §§ 1804-1805.
94 ee id. § 1804.

3B 1d. § 1804(a) (7).
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Before issuing the surveillance order, the FISA court must
find, among other things, that there is “probakle cause to
believe” that the surveillance target is a foreign pcwer or a
foreign agent, that the proposed minimization procedures meet
the statutory regquirements, and, if the targetr is a United
States person, that the facts in the Government’s
certification are not clearly erroneous.’®

FISA surveillance orders are issued only “for the period
necessary to achieve [the] purpose” of the application, with
an extendable maximum of either 20 days, 120 days, or one
year, depending on the nature of the surveillance target.” The
court’s order may direct a communications provider to
cooperate "“in such a manner as will protect {the] secrecy” of
the surveillance.?®

The FISA also authorizes the Government to apply to the
FISA court “for an order requiring the preoduction of any
tangible things (including books, records, papers, documents,
and other items) for an investigation to obtain foreign
intelligence information not concerning a United States person

or te protect against internaticnal terrorism or clandestine

% 1d. § 1805¢(a).
97

§ 18C5(e}.

98

4 H
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. § 1BCS(cy (2)(B).
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intelligence activities . . . .“"® Such an applicaticn need
only specify that the ingquiry 1s part of an authorized
investigation and 1in accordance with the appropriate
guidelines.'?® Recipients of such an order are prohibited from
disclosing to anyone [except those whose assistance is
necessary to comply with the subpoena) that the inquiry was
made, "

Finally, FISA authcrizes the Government to apply to the
FISA court for a an order, renewable in 90-day increments, to
install a pen register or trap and trace device as part of
“any ilnvestigation to obtain foreign intelligence infecrmation
not concerning a United States person or tc protect against
internatiocnal terrorism or clandestine intelligence
activities.”!% The Government need only certify to the court
that it will likely cobtain informaticon relevant to a proper
inquiry.' Just as in the criminal context, the person owning
the communications device i1s prohibited, unless othearwise
directed by court order, from disclosing the fact that a pen

register or trap and trace device is in effect.!®

¥ 50 U.s5.C. § 1861(a).

100

5]
(@

ee id. §§ 18&el(k), (c).

1)

)

ee id. § 1861 (d).

2 50 U.S.C. § 18421(a)(1}.

103

£

ee id. § 1842(c).

W50 U.S.C. § 1842 (d) (2) (B) (iiy(I).
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IITI. SUMMARY JUDGMENT STANDARD

The Court may grant summary judgment only if “there is no
genuine issue as to any material fact and that the moving

#2105 Here
[

party is entitled to a judgment as a matter of law.
the Court concludes that no facts material to the dispecsition
of the case are in dispute and that this case presents pure

legal questions ripe for decision on summary judgment.

IV. DISCUSSION

A, SECTION 2709, AS DRAFTED, RATISES SERIOUS CONSTITUTIONAL
QUESTTONS

Besides placing in full context the parties' conflicting
arguments relating toc statutory construction of § 2709, the
legislative history and grid <cross-referencing other
information-gathering laws Congress has enacted is described
above in such detall to serve another purpose. The contrast
of the statutory scheme reveals some similarities amid
striking differences among the laws. It depicts comparable
provisions inserted in some legislation but omitted from
others; secrecy, enforcement and Jjudicial review rules
incorporated more in some laws, less in others; enactments
reflecting mere clarifications in some instances, manifestly
substance in others; and some overall reguirements sometimes

overlapping, sometimes at odds.

% Ted. R. Civ. P. 56(c).
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The large divergence brings to 1light a substantial
guandary affecting the task of judicial interpretation. Are
the various differences between § 2709 and other analcgous
statutes, extensive as the discrepancies are, simply the
product of poor or hasty congressicnal drafting? Are the
apparent gaps inadvertent cr deliberate, legislative nuances
or simply oversight? Or do such diverse textual approaches
embody Congress's considered intent to achieve distinct
objectives by varying means, while fully cognizant of the
similarities among the statutes? Do the conflicts and
omissions pertain to details that, as the Government here
argues, can be readily filled in by the Court by application
of canons of statutory construction? Or, to the contrary, as
Plaintiffs contend, do the legislative distinctions implicate
provisions far too substantive and fundamental to be
reconciled by valid exercise of judicial power?

The very existence of such an intricate matrixz of rules
codified in separate statutes governing similar
multidimensicnal issues suggests congressional design that
this Court hesitates to pass judgment upon if not necessary to
a sufficient adjudication of this dispute. The Court does not
feel at ease with simply ascribing the disparate legislative
treatment of secrecy, enforcement and judicial review

procedures in these various enactments to innocuous drafting
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error, or to distinctions with no discernible purpose.
Eowever, the Ccurt cannot fairly infer clear congressional
intent in the enactment of § 2709 solely by comparing it with
other complex, analogous statutes.!'?®

The NSL statutes, particularly § 2709, present
interpretive challenges in at least three respects, the first
two of which have a direct bearing on the motions now befcre
the Court. First, while two of the NSL statutes explicitly
state that an NSL recipient may disclose the Government’s
inquiry to persons whose assistance is necessary to comply
with the demands of the NSL, the other statutes, including §
2709, appear by their telltale silence on that point, to
preclude any disclosures.!™ None of the statutes explain
whether consulting an attorney constitutes disclosure, even

where an attorney’s assistance may be necessary for a

108 See Halverson v, Slater, 129 F.3d 180, 186 (p.C. Cir. 18987}
(*legislative intent cannot fairly be inferred from different language in

twe sections of different enactments”)] {(citing Pure 011 Co. v, Suarez, 384
.5, 202, 206 (1966)): see also Fourge Glass Co. v, Transmirra Prods,
Corp., 353 0U.S. 222 {19%57) [holding that the general venue provisions

governing federal civil actions, even if reflecting scme similarities in
the actual usage of some terms, do not carry over into or supplement
previcusly enacted venue rules controlling patent irnfringement actions).
In adgition, and as noted above, the EPCA, in which & 2709 was enacted,
has previcusly been “noted for its lack of clarity.” Fraser v, Nationwide
Mut. Ins. Co., 135 F. Supp. 2d 623, 632 (E.D, Pa. 2001, rev'd in part on
other grounds, 352 F.3d 107 (3d cir. 2003).

17 pompare 12 U.S.C. § 3414(a) {5} (D) ({prohibiting disclesure to “any
person”) and 15 U.§.C. § 16Blvic) {same) and 18 U.S.C. § 2708(c) ({(same)
with 15 U.S.C. § 168lu(d) (exempting disclesure to “those officers,
exployees, Or agents . . . necessary to fulfill the requirement to
disclose information . . . under this section”) and 50 U.S5.C., § 436{b)
{exempting disclosure to “those cfficers, employees, or agents of such
entity necessary to satisfy a request made under this section”].
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recipient to comply with an NSL, and none of the statutes
states whether the ban on disclosure may ever be lifted by a
court. Second, the statutes gontain no explicit provision for
the Government to seek judicial enforcement of an NSL against
a recipient who refuses to comply, nor is there any provision
expressly authorizing an NSL recipient to affirmatively
challenge, administratively or judicially, the propriety of an
NSL request.!?® Third, there is no explicit provision in the
statutes imposing penalties against a person who fails to
comply with an NSL,!%®

The absence cf clear enforcement mechanisms has led the
Chairman of the House Subkcommittee on Crime, Terrorism, and
Homeland Security to express the concern that the current
versions of § 2709 and other NSL statutes may be considered
hortatory, and to declare the intent of H.R. 3179, a bill

currently in committee, to be to cure that deficiency.'?

tog

Compare, g.9., 18 U.S.C. § 2703 with, e.g., 26 U.5.C. § 7604(Db)
{providing for Jjudicial enforcement of IRS-issued administrative
subpoenas) and 15 U.5.C. § 78ulc) (providing for judicial enforcement of
SEC-issued administrative subpoenas) and Fed. R. Crim. F. 17{c){2)
{(permitting motions te quask subpoenas in c¢riminal cases).

109

Compare, e.g., 18 U.S.C. § 2709 with, e.qg., 26 U.S5.C. § 7604 (b)
{authorizing contempt sanctions for failure t¢ comply with IRS-issued
administrative subpoaenas) and 15 U.S.C. § 78ulc) (providing penalties of
ug to one year impriscnment and a $1,000 fine for failure to comply with
SEC-issued administrative subpoenas).

¢ Ses H.R. 3179, The “Anti-Terrorism Intelligence Tools Improvement Act
of 2003": Hearing Before the Subcomm. on Crime, Terr¢rism, and Homeland
Security of the House Comm. on the Judiciary, 108th Cong. (2004) {“E.R,
3179 Hg."”) (opening statement of Rep. Coble, Chairman, Subcomm. cn Crime,
Terrorism, and Homeland Security of the House Comm. on the Judiciary):

The current law authorizes the Federal Government tc use a
National Security Letter, which is basically an administrative
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Significantly, it is precisely the Govermment’s ability to
seek judicial enforcement of the subpoena, together with its
corollary —— the reverse side of the same coin, the ability of
the recipient to seek judicial review of the FRI's issuance or
enforcement of an NSL -- that the Government contends in this
case the Court could fairly infer to already exist under
current law.?®!!

Several bills pending in Congress, including H.R. 3179,

demonstrate Ccngress's and the Government's recognition that

subpoena, to mazke a reguest for transactional records, such as

billing records. These requests must be related to
investigations of internaticnal terrorism or clandestine
intelligence activities. The current law, however, has no

mechanism to enforce the requests. Furthermore, the current law
provides no penalty for an individual who decides to tip off a
target of a terrorism or an intelligence investigation that the
Federal goverrment has made a National Security letter regquest
concerning the targer.

"1 Tt should also be noted that the Department of Justice’s position in
this litigation is inconsistent with the position taken by the FBI in
hearirgs on H.R. 317%. 1In the May 18, 2004 hearing on H.R. 3179, Thomas
J. Harrington, Deputy Assistant Director of the FBI's Counterterrorism
Division, told the House subcommittes examining the bill that legislation
was necessary to provide the FBI with a means of seeking judicial
enforcement of an NSL:

H.R. 3179 also provides for a procedurs for judicial enforcement
if a recipient of a National Security Letter does not comply
Wwith the mandatory request for information. . . . An example of
where this provision would have been helwpful is a case where
during an investigatiorn into international terrorist activities,
analysis revealed that several subjects were using a third party
internet service as a potential means of communication. NSLs
served on the third party service revealed that an associate of
the subjects registered for the service using a free, web-based
email service. NSLs were served on the web-based email service
in order to obtain electronic transacticnal records. The
web-based email service has not yet provided the records
associated with the request. A judicial enforcement provision,
such as the cng included in H.R. 3179, wculd assist by providing
2 forum to gquickly vresolve <£his issue and allow the
investigation to move forward more expeditiously.

Id, istatement o¢f Thomas J. Harringten, Deputy Assistant Dir.,
Counterterrorism Div., FBI).
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the NSL statutes could have been drafted with greater
particularity and uniformity. H.R. 3179 would address two oI
the issues listed above by explicitly providing for judicial
enforcement of NSLs and by imposing criminal penalties of up
to five years’ imprisonment for perscns whe unlawfully
disclose that they have received an NSL, ¢

Also pending in Congress 1is a bill, H.R. 3037, which
would permit the Attorney General to issue NSLs whenever, in
his judgment, the information sought would be "“relevant or
material” to “any investigation concerning a Federal crime of
terrorism.”!~ That bill avoids all of the interpretive
problems associated with § 2709 detailed above. Like H.R.
3179, H.R. 3037 would authorize judicial enforcement and
impose penalties upon persons who wrongfully disclosed the
Government’s inquiry.!* The bill would also permit an NSL
recipient to disclese the inquiry to “those perscns to whom
such disclosure is necessary in order to comply” with the NSIL,
and to “an attorney to obtain legal advice.”!®
A third bill row proceeding through the Senate, entitled

the “Judicially Enforceable Terrorism Subpoenas Act of

112

19p}

eg H.R. 3179, 108th Cong. § 2 (2003).

113 Aantiterrorism Tocls Enhancement Act of 2003, H.R. 3037, 108th Cong. §
3 (2003) (propecsed 18 U.3.C. § 2332g{a}).

4 T4, (proposed 18 U.3.C. § 2332g(c)).

3 14, proposed 18 U.S.C. § 2332g{a) (1)).
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2004, 7" also provides clarity where § 2709 is now murky. It
does so by specifically authorizing the recipient of an
administrative subpoenz issued pursuant to the proposed
statute to consult with an attorney and “those persons to whom
such disclosure is necessary in order to comply with the
subpoena,” and by specifically stating that judicial review is
available to enforce or modify the subpoena, or to modify the
nondisclosure requirement imposed under the statute.il?

As explained below, even if the Court were to agree with
the Government that § 2709 should be read to allow: (1) an NSL
recipient to consult with an attorney and others necessary to
enable compliance with the letter; and (2) an NSL recipient to
challenge, or the Government to enforce, an NSL in court, the
Court would still hold that the statute, as currently applied
by the FBI, exerts an undue coercive effect on NSL recipients.
The form language of the NSL served upon Doe, preceded by an
FBI phone call, directed him to personally provide the
information to the FBI, prohibited him, his officers, agents
cr employees from disclosing the existence of the NSL to
anyone, and made no mention of the availability of judicial

review to quash or otherwise modify the NSL or the secrecy

1€ See S. 2555, 108th Cong. (2004).

17 See id. § 2 (proposed 18 U.S5.C. § 2332g(d) clarifying the scope of the
nondisclosure requirement; propesed 1§ U.S.C. § 2332gie) stating that
judicial review is available to modify or set aside the summons or the
nendisclesure regquirement).
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mandated by the letter. Nor did the FBI inform Doe personally
that any such judicial review of the issuance of the NSL or
the secrecy attaching to it was available. The Court
concludes that, when combined, these provisions and practices
essentially force the reasonable NSL recipient te¢ immediately
comply with the request. This lack of effective process, at
least as applied, entails issues far too fundamental for the
Court to read as having been sufficiently addressed in the
operation of § 2702 in this case. In the Court’s judgment, as
further elaborated below, that absence renders § 2705, as

applied, unconstitutional, in violation o¢f the Fourth

Amendment.
B. AS APPLIED HERE, SECTION 2709 ILACKS PROCEDURAL

PROTECTIONS NECESSARY TO VINDICATE CONSTITUTICNAL RIGHTS

1. Section 2709 And The Fourth Amendment!!®

'€ To be clear, the Feourth Amendmen: rights at issue here belong to the
person or entity receilving the NSL, not to the perscn or entity to whom
the subpoenaed records perctain. Individuals possess a limited Fourth
Amendment interest in records which they voluntarily convey to a thizd
party. See Smith, 442 U.S. at 742-46; Miller, 425 U.S. at 440-43.
Nevertheless, as discussed below, many potential NSL recipients may have
particular interests in resisting an NEL, e.g., because they have
contractually obligated themselwves to protect the anonymity of their
subscribers or because thelr own rights are uniquely implicated by what
they regard as an intrusive and secretive NSL regime. For example, since
the definition of “wire or electronic communication service provider,” 18
J.5.C, § 27087a), is so wvague, the statute could {and may currently) be
used to seek subscriber lists or other information from an association
that alsc provides electronic communication services {e.g., email
addresses] to its members, or to seek racords from libraries that many,
including the amici appearing in this proceeding, fear will chill speech
and use of these invaluable public institutions. Fear that § 2709 may be
used as a tool te gain sensitive information from libraries has led both
houses of Congress to introduce bills intended to exclude libraries from
the ambit of § 2709. See 5. 1709, Security and Freedom Assured (“SAFE"

Act of 2003, 1C8th Cong. § 5 (2003) (propesing to amend § 2709(a} to state
that a2 “library shall not be treated as a wire or electronic communization
service provider for purposes of this section”); H.R. 3352, 108th Ceng.
§ 5 (2003) ({same).
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The Fourth Amendment prohibits the Government £from
conducting “unreasonable searches and seizures,” which
generally means that any search or seizure must be performed
pursuant te a valid warrant based upon probable cause.'!® As
the Second Circuit has declared: "It 1s fundamental that
governmental searches and seizures without warrant or probable
cause are per se unreasonable under the Fourth Amendment
unless they fall within cone of the Amendment’s few established
and well-delineated exceptions.”!?® The Feourth Amendment's
protection against unreasonable searches applies to
administrative subpoenas, even though issuing a subpoena does
not invelve a literal physical intrusion or search.:? In so
doing, the Supreme Court explained that the Fourth Amendment
is not “confined literally tc searches and seizures as such,
but extends as well to the orderly taking under compulsion of
process,”!??

However, because administrative subpcenas are “at best,
censtructive searches,” there is no requirement that they be

issued pursuant to a warrant or that they be supported by

*  gee U.S. Const. amend. IV; United States v. Streifel, 665 F.2d 414 {2d
cir. 1981},

0 sStreifel, €65 F.2d at 419-20.

' Zee United States w., Morton Salt Cp., 338 U.S. 632, 651-52 (19%50).

122 g

rr—
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probable cause.'®® Instead, an administrative subpoena needs
only toc be T“reasonable,” which the Supreme Court has
interpreted to mean that (1) the administrative subpoena is
“within the authority of the agency;” (2) that the demand is
"not too indefinite;” and (3) that the information sought is
“reasonably relevant” to a proper inquiry.!'*

While the Fourth Amendment reasonableness standard is
permissive in the context of administrative subpoenas, the
constitutionality of the administrative subpoena is predicated
on the availability of a neutral tribunal to determine, after
a subpoena is issued, whether the subpoena actually complies
with the Fourth Amendment’s demands. In contrast to an actual
physical search, which must be justified by the warrant and
probable cause requirements occurring before the search, an

AL}

administrative subpoena is regulated by, and its
justification derives from, [Jjudicial] process” available
after the subpoena is issued.!®®

Accordingly, the Supreme Court has held that an

administrative subpoena “may not be made and enforced” by the

administrative agency; rather, the subpoenaesd party must be

123 ginbel v. Federal Depcsit Ins. Corp. (In re Gimbel), 77 F.3d 593, 595§
{2d Cir. 1996) (internal gquotation marks and citation omitted).

2 Mortorn Salt Co., 338 7.5. at €652; see alsc Qklahoma Fress Pub. Co, v.

Walling, 327 U.S5. 186, 208 (1946) {“The gist of the protection is
that the disclosure sought shall not be unreascnable.”}.

2% United tes v, Bailey (In re Subpoena Duses Tecum), 228 F.3d 341, 348
(4th Cir. 2000}.
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able to “obtain judicial review of the reasonableness of the
demand prior to suffering penalties for refusing to comply.”'*
In sum, longstanding Supreme Court doctrine makes clear that
an administrative subpcena statute 1s consistent with the
Fourth Amendment when it is subject to “judicial supervision”
and “surrounded by every safeguard of judicial restraint.”'?

Plaintiffs contend that § 2709 wviolates this Fourth
2mendment process-based guarantee because it gives the FBI
alone the power to issue as well as enforce its own NSLs,
instead of contemplating some form of Jjudicial review.
Although Plaintiffs appear to concede that the statute does
not authorize the FBI to literally enforce the terms of an NSL
by, for example, unilaterally seizing documents or imposing
fines, Plaintiffs contend that § 2709 has the practical effect
of coercing compliance.

Specifically, Plaintiffs stress that the statute has no
provision for Jjudicial enforcement or review, and that
theoretically any judicial review an NSL recipient scught
would viclate the express terms of the non-disclosure
provision. For example, if an NSL recipient thought that an

NSL request was unreascnable or otherwise unlawful — because,

for instance, the underlying investigation was not duly

12% See v. City of Seattle, 387 U.S. 541, 544-45 {1967); see also QOklahoma
Press, 327 U.S. at 217

27 pklahoma Press, 327 (.8, at 2.7.
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“authorized, ” was initiated “solely on the basis of activities
protected by the first amendment to the Constitution of the
United States,” or did not involve “international terrorism or
ciandestine intelligence activities,”'® as § 2709 demands —
he weuld have nc specific statute under which to challenge the
request. More fundamentally, the literal terms of the non-
disclosure provision woculd bar the recipient from even
consulting an attorney to file such a challenge. Even if he
were to challenge the NSL on his own, the recipient would
necessarily have to disclose the fact of the NSL's issuance to
the clerk of court and to the presiding judge, again, in
violation of the literal terms of the non-disclosure
provision.

Rather than dispute the Plaintiffs’ interpretation of the
relevant constitutional doctrine, the Government’s response to
these arguments endeavors to heavily repair the statute,
essentially by splicing together a string of judicially-
sanctioned implications, glosses, cr cutright patchwork of the
various gaps Cecngress left in the statute, whether
inadvertently or purpcsefully. First, as discussed above, the
Government claims that the statute implicitly affords an NSL
recipient the opportunity to challenge an NSL on the same
terms as would be available to any other subpoena recipient,

i.e., to either resist the Government’s enforcement action, or

128 18 U.5.C. §§ 2709(b) (1), (b)i2].
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to affirmatively file a motion te guash. Second, the
Government reads the statute to implicitly permit disclosure
to an attorney in connection with such a challenge. Third,
the Government would recognize an additional exception for
disclosure tc other officers, employees, or agents whose
asgsistance may be reasonably necessary fcr the recipient to
comply with the NSL request.

The path that, according to the Government, would lead to
the above “correct” reading of § 2709 is as follows. First,
concerning the judicial enforcement issue, § 2709 is
conspicuocusly silent on how the Government’s demand for
records 1s to be enforced. Plaintiffs concede that § 2708
does not authorize the FBI to rescrt to “self-help” in
enforcing the statute, thus leaving the possibilities that
enforcement falls to either the court system, to nc one at
all, or, worse yet, to other forms of administrative pressures
and extra-legal methods that such congressicnal silences and
statutory lacunae may be prone to invite. Fellowing the
Government's thecry, it 1s inconceivable that Congress
intended compliance with § 2709 to be a mere courtesy in light
cf § 2709's mandatory phrases, such as “duty” and “shall

comply.“'® The obvious purpose of the statute — to obtain

12¢ 18 U.5.C. § 27C9(a). But see H.R. 317% Hg. {(containing statements by
a senioer FBI aofficial and the Chairman of —he House Subcommittee cn Crime,
Terrorism, and Homeland Security arguing that the current NSL statutes are
merely hortatory); supra Part II.C (discussing other indications that
Congress did not intend § 2709 to nave the meaning ascribed to it by the
Government in this case).
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important records quickly — would be eviscerated, the
argument goes, if an NSL recipient could treat the NSL as if
it were a plece of junk mail to be tossed in the trash can and
ignored without consequence. Furthermore, courts have long
recognized the “sharp distinction between agency power to

issue subpoenas and judicial power to enforce them.”®

Accordingly, the Government concludes that it would make sense
that an NSL, which 1s in the family of administrative
subpoenas, would follow that ordinary course.

Seccond, regarding the disclosure issue, the Government

points cut that the duty the statute imposes upon the NSL
recipient to produce information te the FBI falls upcn the
designated ‘“wire or electronic communication @ service
provider, ' which in the typical case is likely toc be a

n

corperate entity, as opposed to an individual., Because “a

corporation must act through agents,”'¥” it is fair to assume
that the various agents of a corporation, including its
attorneys, would be involved in fuifilling the corporation’s
duty. The Government thus stresses that nothing in § 2709
suggests that the duty falls uniquely tc¢ the individual who

happens to be in immediate receipt of the NSL., In this view,

3% United States v, Hill, 694 F.2d 258, 263 {(D.C. Cir. 198Z) (emphasis in
original) {ceollecting cases}.

118 U.5.C. § 2709(a).

-2 United States v, Dce {In re Grand Jury Proceedings), 219 F.2d 175, 183
ted Cir. 200C).
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in parallel with this cecllective duty to produce information,
by the very terms of the statute the prohibition upon
disclosure 1is alsc apparently directed at more than one
perscn: “"No wire or electronic communication service provider,

or officer, emplovee, or agent thereof, shall disclose to any

person that the Federal Bureau of Investigation has sought or
obtained access to information or records under this
section.”**® The statute’s reference to officers, employees
and agents again suggests that those pecple (as opposed to
merely the individual recipient) would be aware that the NSL
was lssued, presumably because some of those people could have
involvement in fulfilling the reguest.

Invoking practicalities and common sense, the Government
suggests that it would be unable to precisely identify the
perscen within a company who would be capable of complying with
the NSL request and thus would expect certain employees or
agents, including attorneys, to play & role in gathering the
information sought. To illustrate this point, assuming an
executive at a telephone company is searved with an NSL
requesting that he produce detailed records of a particular
subscriber, and that, as 1is 1likely, the executive is not
familiar with the mechanics of sophisticated data retrieval,
and that the statute actually barred the recipient’s

communication with anyone, the executive would be in the

318 U.S.C. § 2709(c) {(emphasis added}.
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impossible position of being incapable of complying with what
the law demanded. 0On this basis, the Government contends that
it is doubtful Congress wculd have intended such a rigid
reading of & 2709 (c).

The Government notes that its interpretation of § 2709 (¢}
finds at least some suppert in the legislative history, as
well. Congress added NSL authority pertaining to credit
records in 1896, and that statute explicitly permits
disclosure to perscns “necessary to fulfill” the NSL
request.'  Congress considered that language as a
“"clarification” of {as opposed to a substantive change from)
the parallel NSL statutes because “practicalities would
dictate that the provision neot be interpreted to exclude such
disclosure.*!%

Finally, in support of its construction of § 2709, the
Government points to two cases that have interpreted wiretap
laws to implicitly permit an accused unlawful wiretapper to
disclose the contents of the wiretap to his attorneys for the
purpose of preparing a defense.’® Addressing this point, for

example, the Sixth Circuit stated that the sc-called “defense

13 gZee Pub. L. No., 104-3%3, 109 Stat. 961 (1996) (codified as amended at
15 U.5.C. § 16B8lu(d)).

135 H.R. Conf. Rep. No. 104-427, at 3% (1995), reprinted in 1995
U.5.C.C.A.N. 993, 1001.

3¢ See Nix v. O'Malley, 160 F.3d 343 (6th Cir. 1998); McQuade v. Michael
Gassnexr Mech. & Flec. Contractors, Inc., 587 F. Supp. 1183 (D. Conn.
1984).
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exception” was a “necessary element of wiretap law.”'¥ In
another case, a district court observed that to construe the
wiretapping laws to prevent an accused from using the
intercepted communications in his own defense_“would be so
incompatible with basic notions of fairness in adversary
proceedings that it might well raise questions regarding the
statute’s constitutionality.”!*® Closing its argument on this
point, the Government concludes that these cases recognize
both that disclicsures to attorneys are unique and that
statutory interpretations producing absurd and unworkable
results should be avoided.

The Court accepts that it should recognize a plausible
interpretation of § 2709'that would salvage the statute. As
the Supreme Court has instructed: “if an otherwise accentable
ccnstruction of a statute would raise sericus constitutional
problems, and where an alternative interpretation of the
statute is fairly possible, [courts] are obligated to construe
the statute to avcid such problems.“'®® Conceivably, these
aspects of the Government’'s construction of § 2709 may be

deemed "“fairly possible,” and thus the ordinary rule Zfor

137

Nix, 160 F.3d at 351.
¥ MeQuade, 587 F. Supp. at 1190.

199 INS v. St. Cyr., 533 U.5. 289, 299-300 (2001} (guotation marks and
citation omitted); see alsc Edward J. DeBarteclo Corp. v. Florida Gul?
Coast Bidg. and Const. Trades Coungil, 485 U.S. 568, 575 (1888 (holding
that “every reascnable construction must be resorted te, in order tc save
a statute from uncecnstitutionality”) {quectation marks and citation
omitted) .
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rescuing constituticnally dubious statutes from facial
invalidity may come into play at this point. Applicaticen of
this doctrine here poses severe difficulties, however, because
the anchoring of the Government's theory in the legislative
scheme is far from clear and convincing, raising tensions with
other ccuntervailing principles of statutory interpretation
and, more fundamentally, dinviting risk to the proper
functioning of the judiciary in the separaticn of powers our
nation's governance constitutionally demands. As the Supreme
Court has alsoc instructed, the courts "cannot press statutory
construction 'te the point of disingenuocus evasion' even to
avoid a constitutiocnal question."!

In examining the Government’s censtruction of § 2709, the
Court makes several preliminary observations as backdrcop for
its strong reservations to endorse it outright, even if in
theory that reading were plausible. First, the suggested
interpretation does not relate to a reading of particular
words or provisions actually expressed in the statute. Rather,
it requires listening tc thes law’s “sounds of silence”'' to
decipher the meaning of what is unsaid; in other words, it is
about specific terms not contained in § 2709 at all, though

expressly provided for in other laws within the family of

MY pynited States v, Locke, 471 U.S. 84, 96 (1985) {guoting Mcore Ice Cream
Co, v. Rose, 289 U.S. 373, 379 [1933) (Cardeoze, J.}).

Wi gimon & Garfankel, Sounds of Silerce {(Columbia 1966).
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legislation dealing with govermment information-gathering in
support of naticnal security investigations and general law

enforcement. This Ccourt must base its interpretation of the

statute primarily in the actual text of the statute, on what
the statute explicitly says rather than on what it fails to
say.? Second, to fully reach and give effect to the
Government’s proposal entails inserting into the law not just
one, but several distinct terms the Government seeks to
incorpeorate by implication: that the statute permits
disclosure by the recipient for the purposes of seeking the
assistance of counsel; that disclosure 1s also permitted to
other officers, employ=es and agents; and that judicial
process is available either to challenge or to enforce an NSL.
Mcreover, as will be discussed later, to save the statute the
Court would need to go further and rule by similar means that
the interpretive stretch dces not embrace a vital tTerm the
Government 's theory expressly rejects: that the non-disclosure
ban cannot be categcrical and perpetual, and that a mechanism
must exist to permit judicial modification of the absolute,
indefinite secrecy § 2709(c) imposes. 1In this respect, the
Court must note that the more and the deeper the interstices
in a law a judge is called upon to fill, the more what the

enterprise demands is not construction of a statute but its

42 See, e.g., rvel Characters, Inc, v. Simon 310 F.3d 280, 290 (2¢
Cir. 2002) (“In interpreting a statute, we look first to the language of
the statute itself.”).
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emendation by the court, effectively an exercise of judicial
legislation in crder to repair and rescue the enactment by
furnishing through <this back channel the missing terms
Congress itself did not provide.

More significantly, the Court's interpretation of § 27089,
in any faithful observance of the cancns of statuteory
construction, cannot consider that provision strictly in
isolation. As made clear above in the lengthy overview of the
rules pertaining to the Government's information-gathering
authority, § 2709 does not represent a discrete, stand-alone
instance of legislation. Rather, it is but one point in a
constellation of other laws, a part and pattern of a larger
congressicnal design generally interrelated by the common
purpose of facilitating various forms cof investigations and
law enforcement proceedings. As 1s apparent from the
statutes' diverse subjects, policy aims and textual
differences, however, there is no compelling evidence that
Congress has intended to blend the national policy and
security interests implicated in the whole body cf these laws
and to view them all as necessarily demanding a uniform degree
cf secrecy or procedural safeguards. In this sense, the
methods and process Congress has authorized the FBI to
undertake in administering NSLs cannct be strictly egquated
with those traditionally asscciated with the investigaticn or

prosecution of the ordinary criminal proceeding.
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In this case, therefore, the effect of inserting by
judicial dinterpretation the substantial procedural and
individual rights protections palpably absent from § 2709 —
the task the Government would have the Court assume — would
be to conform the statute with the regquirements of legislation
belonging to the same genus, but not altogether the sane
species, thus essentizlly converting § 2709 into a mirror
image of other laws Congress has enacted or contemplates in
which it did see fit to explicitly include the precise terms
the Government seeks to engraft onte § 2709 by judicial grace.

The course the Government urges poses several conceptual
difficulties for the Court. First, it is at odds with
statutory construction principle and caselaw, cited above,
dealing with comparable competing interpretations deriving
from different statutes.!”® If Congress took affirmative steps
to legislate the provisions in question in other statutes, it
may have been aware of them and of their implicaticns when it
enacted and later amended § 2709 with these standards omitted.

Second, the Government's theory may not be supported by
an alternate reading of congressional intent that could

reascnably be drawn from the enactment of § 2709. In light of

143 See Helverson, 129 £.3d at 186 n.9 (“Caution must be exercised in
appiying the rule that one statute will be interpreted to correspend to
analogous but unrelated statutes for the reason that by way of contrast an
inclusion or exclusion may show an intent or convey a meaning exactly
contrary to that expressed by analogous legislation.”) {(quoting 2B Korman
J. Singer, Sutherlapnd Stat. Const. § 53.05 (5th ed. 18%2)}.
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the sensitivity and overarching naticnal priority associated
with the purposes of the NSL statutes — international
terroriasm and counter-intelligence investigations — as well
as the gravity of the events that supplied the propelling
force and context for the passage and recent amendments of §
2709, one might fairly infer that the absence of any reference
to judicial review is the product of Congressional intent.
Specifically, § 2709 may convey that Congress meant the
statute to serve as a more stringent law enforcement tocl, one
affording greater investigative powers, leeway and flexibility
te the FBI, providing for far more secrecy rather than less,
and not necessarily to be substantively or procedurally
conflated with related statutes not serving comparably
heightened national security concerns. Conversely, for the
same reasons and in contradistinction with other information-
gathering laws not arising out ¢f national exigencies quite as
extreme, the statute could be read to signal Congress's
contemplation that less weight be given to protections of
personal liberties in conflict with the acute national
security interests § 270% fosters.

Third, for the Court to give effect to the Government's
construction in the face of apparently conflicting, cor at best
very ambiguous legislative designs, would implicate severe
concerns over the proper separation of powers. Such a complex

and variable statutory scheme renders it extremely difficult
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for this Court to find that the absence of particular terms
from § 2709 was merely inadvertent or non-substantive, or that
even if Congress left holes in § 2709 that it took pains to
plug in other similar laws, it falls within the legitimate
domain of the Court to function as a legislative repalr shop
entrusted to perform Congress's labors, and fix Congress’s
purpcorted errors or omissions at the Government's bidding.
No more compelling evidence exists underscoring the
Court's gquandary than the varlous remedial proposals now
pending in Congress, discussed above, designed to rectify some
of the shortcomings of the NSL statutes, including § 2708.
Were the Court to accept the Government's invitation to read
§ 2709 as the Government proposes, the bills under
consideration essentially would be rendered largely moot by
the measure of this Court's ruling: NSLs would be read tc be
judicially enforceable, and disclosures to attorneys and other
agents that would be authorized by pending bills would be read
into the existing statute. What message would that decision
convey to Congress? In effect, such a ruling would risk
beating Congress to the punch through the exercise of judicial
power, and would signal that Congress would not need to
further consider corrective action on this score, since the
legislative business and public policy ends Congress had
openiy contemplated would already have been dispatched by
judicial decree, The very articulation of the proposition
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supplies its answer. It should suffice to state that this is
not a task even the mest intrepid court should lightly
countenance,

Despite these severe reservations, in the final analysis
the Court need not resolve Plaintiffs’ faciai challenge to §
270% on Fourth Amendment grounds for two reasons. First, even
if the Court were tc accept that the FBI's authority to issue

and enforce NSLs pursuant to § 2708 means what the Government

says 1t means, the Court's inquiry would not end there with a
ruling in favor cf the Government. Investing those provisions
with the reading the Goverrment accords them does not address
the Plaintiffs’ distinct claim that in practice § 2709 in all
or the wvast majority of actual cases, by wvirtue of the
statute's unwarranted application by the FBI,
operates otherwise. The Court concludes that the operation of
§ 2709 rencers it unconstitutional, notwithstanding that, at
least in a theoretical sense, a possible reading ¢f portions
of the statute as the Government propounds, through extensive
judicial tinkering with its silences, may be posited to
withstand a Fourth Amendment facial challenge. In particular,
deficiencies in the application c¢f § 2709 pertain to the very
core issues -- access to legal advice and availability cof
judicial process to enforce and contest the law — upon which
Plaintiffs' Fourth BAmendment facial challenge is grounded.

Because the Court agrees that those protections are vital to
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satisfy Fourth Amendment standards, it finds the manner in
which § 2708 has been applied unwarranted.

The crux of the probliem is that the form NSL, like the
cne issued in this case, which is preceded by a personal call
from an FBI agent, is framed in imposing language cn FBI
letterhead and which, citing the authorizing statute, orders
a combination of disclosure in persecn and in complete secrecy,
essentially coerces the reascnablie recipient into immediate
compliance. Objectively viewed, it is improbable that an FBI
summons invoking the auctherity of a certified Minvestigation
to protect against international terrorism or c¢landestine
intelligence activities,"!* and phrased in tones soundirg
virtually as bkiblical ccmmandment, would not be perceived with
some apprehension by an ordinary person and therefore elicit
passive obedience from a reasonable NSL recipient. The full
welght of this omincus writ is especially felt when the NSL's
plain language, in a measure that enhances its aura as an
expression of public will, prchibits disclosing the issuance
of the NSL to “any person.” Reading such strictures, it is
also highly unlikely that an NSL recipient reasconably would
know that he may have a right to contest the NSL, and that a
process to do so may exist through a judicial proceeding.

Beczuse neither the statute, nor an NSL, nor the FBI

agents dealing with the recipient say as much, all but the

144 Compl. Attach. &,
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mcst mettlesome and undaunted NSL recipients would consider
themselves effectively barred from consulting an attorney or
anyone else who might advise them otherwise, as well as bound
to absolute silence about the very existence of the NSL.
Furthermore, it 1is doubtful .that an NSL recipient, no:
necessarily a lawyer, would be willing to undertake any
creative exercises in statutory construction to somehow reach
the Gevernment’s proposed reading of § 2709, especially
because that construction is not apparent from the plain
language of the statute, the NSL itself, or accompanying
government communications, and any penalties for non-
compliance or disclesure are also unspecified in the NSL or in
the statute. For the reasonable NSL recipient confronted with
the NSL’s mandatory language and the FBI’s conduct related to
the NSL, resistance i1s not a viable option.

The evidence in this case bears out the hypothesis that
NSLs work coercively in this way. The ACLU obtained, via the
Freedom of Information Act (“FOIA”), and presented to the
Court in this proceeding, a document listing all the N3Ls the
Government issued from October 2001 through January 2003.
Although the entire substance of the document is redacted, it
is apparent that hundreds of NSL requests were made during
that period. Because § 2709 has been available to the FBI
since 1986 (and its financial records ccocunterpart in RFPA

since 1978), the Court concludes that there must have been

-G53~



hundreds more NSLs issued in that long time span. The
evidence suggests that, until now, none of those NSLs was ever
challenged in any court. First, the Department of Clustice
explicitly informed the House Judiciary Committee in May 2003
that there had been nc challenges to the propriety or legality
cf any NSLs.!*®* Second, the Government’s evidence in this case
conspicuously lacks any suggestion either that the Government
has ever had tc resort tc a judicial enforcement proceeding
for any NSL, or that any recipient has ever resisted an NSL
request in such a proceeding or via any motion to quash,™®
To be sure, the Court recognizes that many cther reasons
may exist to explain the absence of challenges to NSLs: the
communications provider who receives the NSL ordinarily would
have little incentive tc contest the NSL on the subscriber’s
behalf; the standard of review for administrative subpoenas

similar to NSLs is so minimal that most such NSLs would likely

s gee Letter from Jamie E. Brown, Acting Assistant Attorney General,
United States Dep’t of Justice, to The Honorable F. James Sensebrenner,
Jr., Chairman, Committee on the Judiciary, U.S. House of Representatives
4 {May 13, 2003, availab’e at  htip://www,lifeandliberty.gov-
/subs/congress/hjcpatriotactcombinedresponses3.pdf (answering Chairman
Sensebrenner’s guestiorn, “Has any litigation resulted from the issuance of
these [Maticnal Security] letters ({i.e. challenging the propriety or
legality of their use? If so, please describe,” as follows: “Answer:
There has been no challenge to the propriety or legalicy of Naticnal
Security lLetters.”]).

45 Tn fact, the evidence suggests that perhaps even the FBI does not
actually believe that § 2709 cortemplates judicial review. First, as
discussed above, a senior F2I official testified before Congress that was
no judicial enforcement provision in § 2708. See H.R. 3179 Hg. (statement
of Thomas J. Harrington, Deputy Assistant Director, FBI). Second,
Plaintiffs have obtained, via a FOIA reguest, two FBI memoranda concerning
implementing and serving NSLs, yet neither memorandum discusses or even
mentions the possibility that an NSL recipient could challenge the NSL in
court.
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be upheld in court; litigating these issues is expensive; and
many citizens may feel a civic duty to help the FBI's
investigation and thus may willingly comply. Nevertheless, the
Court finds it striking that, in all the years during which
the FBI has been serving NSLs, the evidence suggests that,
until now, noc single NSL recipient has ever sought to guash
such a directive. The Court thus concludes that in practice
NSLs are essentially unreviewable because, as explained, given
the language and tone of the statute as carried into the NSL
by the FBI, the recipient would consider himself, in virtually
every case, cbliged to comply, with no other option but to
immediately obey and stay guiet.

The Government responds that Doe’s arguments on this
point are undermined by the very fact that Doe himself
consulted an attorney and brought this challenge. The Court
disagrees for several reasons. First, sco far as the evidence
shows, Doe’s decision to challenges the NSL is a lone exception
in the otherwise consistent record. The ceonstitutional bar
marking the limits the Government can permissibly reach in
curtailing personal freedoms in the name of national security
should not be raised to heights at which all but the most
powerfully endowed would feel impelled to remain cowered or
content, and none but the well-heeled could stand tall enough
to take on a law enforcer's coercive order. If the Court were

to take up the Government’s invitation and reject Doe’s as-

-65-



applied challenge to the statute until one of the N3L
recipients who actually felt intimidated enocugh by the NSL was
moved to bring suit, such a day may never arrive. Moreover,
in such a prospect the NSL recipient would presumably have
already turned over the requested information to the FBI,
further defeeting the purpose of subsequent resistance.
Second, the Court finds support for its analysis in
caselaw which, in testing the validity of a Government policy
or law, recognizes the importance of apprecilating its
practical effect on a reasonable person, especially as
evidenced by the methods and terms the Government employs to
convey what it demands and to elicit the desired compliance.

In Bantam Books, Inc. v. Sullivan,! the Rhode Island

legislature created an administrative commission to determine
whether publications were obscene or objectionakle to minors,
and where appropriate, to recommend cases to the authorities
for prosecution. In accordance with i1ts practice, the
commission sent tc a book distributor a notice which ordered
that the distributor cease disseminating certain publications
to minors and which reminded the distributcr of the
commission’s duty to recommend prosecutions tc the Attorney
General. The notice thanked the distributcr for his
anticipated cooperation. The Supreme Court found that the

commission’s practice of informal censcrship violated the

M7 372 U.S. 58 (1963).
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First Amendment, as incorporated against the states by the
Fourteenth Amendment.’*®
Important for purposes of this case, the Supreme Court in

Bantam Books deemed it irrelevant that the commission did not

have any actual authority to prosecute anyone.'*® The Court
recognized that the distributor “was ‘free’ to ignore the
Commission’s notices, in the sense that his refusal to
‘cooperate’ would have violated no law,”'™® but the Court did
not countenance that technical point in light of the realities
of the situation:

People do not lightly disregard public officers’ thinly
veiled threats to institute criminal proceedings against
them if they do not come around . . . . The Commission’s
notices, phrased virtually as orders, reasonably
understood to be such by the distributor, invariably
followed up by police visitations, in fact stopped the
circutation of the listed publications ex proprio vigore.
It would be naive to credit the State’s assertion that
these blacklists are in the nature of mere legal advice,
when they plainly serve as instruments of regulation
independent of the laws against obscenity.!!

Here, the Court concludes it would be similarly naive to
ccnclude that § 2709 NSL3, given their commandeering warrant,

do anything short of coercing all but the most fearless NSL

148

id. at 71-72,

143 id. at €8-70.

15%0

. at 68.

15l

= — tn tn
L L % L(g

. at 68-69,
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recipient into immediate compliance and secrecy.-*

In another case along these general lines,™™ the First
Circuilt considered whether it was proper for the United States
Attorney’'s Office in Puerto Rico to issue to grand jury
subpoena recipients letters which stated:

You are not to disclose the existence of this subpoena or

the fact of your compliance for a period of 20 days from

the date of the subpoena. Any such disclosure could
seriously impede the investigation being conducted and,
thereby, interfere with the enforcement of the federal
criminal law.®*
The Court held that the letter violated Federal Rule of
Criminal Preocedure 6, which bars secrecy obligations upon

subpoena recipients.!®® The First Circuit explicitly rejected

the contention “that the letter did not impose any

152 m7he Court further notes that the coercive practices invalidated in
Bantam Books may have never even been challenged if the real parties in
interest in the suit, the publishers whose books were taken cff the
shelves, were unable to learn of the existence of the coercive activities
taking place in Rhode Island. In PBantam Books, the distributor who was
the target of the challenged coercive letters actually complied with their
“recommendations,” see id. at 63, but the publishers whose interests were
most directly harmed by the letters learned of the letters and promptly
challenged them, see id. at 64 (explaining that publishers gained standing
to challenge the censorship letters, even though they never directly
received the letters, in part because “the publisher has the greater
econemic stake [in resisting the letters]. . . . Unless he is permit:zed to
sug, infringements of freedom of the press may often go unremedied.”)
(citing N.B.A.C. P. v, State of Alabama ex rel. Patterson, 357 U.S. 449,
45% (1958)). Section 2709's secrecy provisions, along with the clear
terms of the NSL form used by the FBI, affirmatively prohibit the party
whose interests are most affected by the NSL —— the communicaticns service
subscriber(s) whose records are targeted by the NSL —- from ever learning
about or gaining the ability to challerge the NSL. The secrecy
surrounding MNSLs thus makes them even less subject to judicial challenge
than any non-secret form of coercive government activity.

132 See In re Grand Jury Proceedings, 814 F.2d 61 (1st Cir. 1387).
1% 1d. at 63-64.

135

1]

ce Fed., R. Crim. P. 6(e)(2).

|
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‘cbligation” but simply stated the United States Attorney’'s

belief that disclcsure would be harmful to the investigation”:
The document at issue, after all, is from the United
States Attorney’s office informing its recipient that a
particular course of action could “impede” a c¢riminal
investigation “and, thereby, interfere with the
enforcement of the federal criminal law.” Absent a clear
showing to the contrary, we fail to see how a reasonable,
law-abiding person who received such a letter would think
anything other than that he was being told that he was
legally obligated not to engage in that course of
action.-%

The First Circuit thus invalidated what was, in practice, an

obligation of secrecy, even though the letters at issue did

not have the force of law,.

Similarly, the Court here concludes that what is, in
practice, an implicit cobligation of automatic compliance with
NSLs violates the Fourth Amendment right to judicial access,
even if hypothetically the law were construed to imply such
access. In this regard, the Court nctes that even stronger
grounds exist in the record before this Ceourt to support a

finding of coercive effect of the NSLs than was the case of

the government agency's letters invelved in both Bantam Bcoks

and Grand Jury Proceedings. In Bantam Bocks, the Rhode Island

statute at issue made clear that the commission it created had
no power to prosecute those who violated the “recommendations”

in its 1letters, and in Grand Jurvy Proceedings, the

Government’s ability to require the secrecy sought by the

1% In re Grand Jury Proceedings, 814 F.2d at 64, 70.
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letter at issue was specifically foreclosed by a Federal Rule
of Criminal Procedure. By contrast, in issuing the NSL in the
form employed here, the FBI's order carried out the express
terms of § 2709 and, as the reference to the law reminded the
recipient, directed precisely the conduct the statute
mandated. An NSL recipient would be unable to learn from the
text of §.2709 that the letter was not actually coercilve.
That the form NSL and the FBI’s actions were based cn a
plausible reading of § 2709 does not save these practices from
invalidation. In Bantam Boocks, the Supreme Court nullified
the commission’s practices without reaching the question of
whether the vagus and open-ended statute creating the

commission was itself constitutional,!™

and in Grand Jury
Proceedings, the First Circuit had neo occasien to reach
constitutional questions because it found that the United
States Attorney’s Office had viclated a Federal Rule of
Criminal Procedure.

Recognizing from the preceding discussion the reality
that § 2709 effectively keeps § 2709 NSLs out of litigation
altogether, the Court concludes that supplying a judicial

gloss tc § 2709 but failing to address the practical effects

of the unparalleled level of secrecy and coercion fostered by

127 gee Bantam Books, 372 U.S. at 71 ("The procedures of the Commission are

radically deficient. . . . We hold that the system of informal cengorship
disclosed by this record viclates the Fourteenth Amendment”™); id, at 74-75

(Ciark, J., concurring) {emphasis added) (ncoting that the opinion of the
Court did not invalidate the Rhkode Island statute which appeared to
authorize the coercive tactics undertaken by the commission).
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the FBI’s implementation of the statute would be completely
academic. That is, the Court is reluctant to fashicn a
“remedy” which has no effect beyond being printed in the
Federal Supplement.

The Court notes that, conceivably, the Government could
endeavor to remedy the defects in.§ 2709 by alerting all NSL
recipients as to what the Government now claims is implicit in
§ 2709 — that they are entitled to consult an attorney and
other persons necessary to facilitate compliance, and to move
to quash the HNSL. However, accepting as implicit in the
statute the protections the Government contends may be
inferred does not remedy another deficiency that serves as
independent grounds for the statute’s facial invalidation: the
categorical, indefinite non-discleosure provision § 270%(c),
which is not amenable to a "fairly possible"!'*® construction
that would save it from invalidation.

The Court explains below why categorical, indefinite, and
unreviewable non-disclosure was intended by Congress and why
any judicial interpretation intended to save this provision of
§ 2708, e.g., by requiring judicial determination cf the need
for secrecy in each case, or by making judicial review
available to challenge the categorical ban or speech at
particular times, would be entirely unmoored from anything in

the text, structure or legislative history of the statute, and

18 St. Cvxr, 533 U,5. at 299-300.
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would grossly exceed the judicial function. Such a ruling
would essentially amount to judicial arrogaticn of legislative
power, an outright statutory re-write, rather than a "“fairly

® On this point, however,

possible” statutory construction.'®
the Covernment's argument defends the statute as drafted, and
presumably would oppose a construction that would recognize
the availability of judicial review to mitigate the
consequences of the permanent non-disclosure mandate. Here,
then, is the nub of this case. The Government does not accept
that § 2709's non-disclosure provision may be modified by
judicial review -~ nor could it, given the plain text of the
statute -- and the Court, which deems such an omission from
the law fatal, would be unable, for the same reason, to cure
it by interpretation.

Accordingly, the Court concludes that § 2709, as applied
here, must be invalidated because in all but the excepticnal
case 1t has the effect of authorizing coercive searches
effectively immune from any judicial process, in violation of
the Fourth Amendment. The Court next turns to other reascns
that compel the more drastic conclusion that § 27092 must be
invalidated on its face. First, however, the Court examines
Plaintiffs’ arguments that § 2708 violates communications
service sgubscribers’” First Amendment rights. It concludes

that the absence of meaningful judicial review created by §
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2709's coercive implementation may also lead to violations of
subscribers’ own constituticnal rights.

2. NSLs May Viclate ISP Subscribers’” Rights.

Plaintiffs have focused on the possibility that § 27C%
could be used to infringe subscribers’ First Amendment fights
of anonymous speech and asscciation. Though it is not
necessary to precisely define the scope of ISP subscribers’
First Amendment rights, the Ccurt concludes that § 2709 may,
in a given case, violate a subscriber’s First Amendment
privacy rights, as well as other legal rights, if judicial
review is not readily available toc an ISP that receives an
NSL. This conclusion buttresses the Court’s holding that, at
least as applied, § 2709 dees not permit sufficient judicial
review to preserve individual subscribers’ rights, where
impairment of such rights may be implicated by a given NSL.'®

The Supreme Court has recognized the First Amendment
right to anonymous speech at least since Talley v.
Califorria,!® which invalidated a California law requiring that
handbills distributed to the public contain certain

identifying information about the scurce of the handbills. The

%0 As discussed above, an ISP may be obligated by contract cr other
arrangement t¢ assert its subscribers’ rights, even i1f the subscriber
herself is unaware of the existence of the NSL and is not able to
personally assert her own rights. In addition, associations or other
organizations that receive NSLs may have their own independent First
Amendment or other interests in protecting their subscribers' informaticn
from discovery.

1681 362 D.S. 60 (1560)
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Court stated that the “identification requirement would tend
to restrict freedom to distribute information and thereby
freedom of expression.”!'® The Supreme Court has also
invalidated identification requirements pertaining to persons
distributing campaign literature,!® persons circulating
petitions for state ballot initiatives,!® and persons engaging
in door-to-door religious advocacy.!®®

In a related doctrine, the Supreme Court has held that
“compelled disclosure of affiliation with groups engaged in
advocacy” amounts to a “restraint on freedom of association”
where disclosure could expose the members to “public
hostility.”® Laws mandating such disclosures will be upheid
only where the Government interest is compelling.'®

The Court concludes that such First Amendment rights may
be infringed by application of § 2709 in a given case. For

example, the FBI theoretically could issue to & political

€2 14, at 64.
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ee McIntyre v. Chio FElections Comm’n, 514 U.S. 334, 341-37 (1293).

164

iy
@

ee Buckley v. American Constitutional Law Found., 525 U.S. 182, 199-
200 (1999} .

165 See Watchrtower Bible & Tract Soc. of New York, Inc. v, Village of
Stratton, 536 vU.8. 150, 160-69 (2002},

166 NAACP v. State of Alabama ex rel. Patterson, 357 U.S. 449, 462 (1958);
see also Gibson v. Florida Lealslative Investigation Comm., 272 U.5. 533,
546-558 (1963) (reversing centempt sanctions against NAACP official who
refused to produce membership list to state investigative committee):
Bates v. City of Little Rock, 361 U.S. 516, 522-26 (1960) (reversing
convictions of NAACP officials who refused to disclose membership list te
local tax cfficials, as required by municipal ordinance).

17 Sibson, 372 U.S. at 546; Bates, 361 U.S. at 524.
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campaign’s computer systems operator a § 2709 NSL compelling
producticn o©f the names of all persons who have email
addresses through the campaign’s computer systems. The FBI
thecretically could also issue an NSL under § 2709 to discern
the ildentity of somecne whose anonymous.online web log, or
“blog,” is critical of the Government. Such inquiries might
be beyond the permissible scope of the FBI's power under §
2709 because the targeted informaticn might not be relevant to
an authorized investigation to protect against international
terrorism or clandestine intelligence activities, cr because
the inguiry might be conducted solely on the basis of
activities protected by the First Bmendment. These prospects
only highlight the potential danger of the FBI's self-
certification process and the absence of judicial oversight.
Other rights may also be violated by the disclosure
contemplated by the statute; the statute’s reference to
“transactional records” creates ambiguity regarding the scope
of the information required to be produced by the NSL
recipient. If the recipient — who in the NSL 1is called upcn
to exercise “udgment in determining the extent to which
complying materials constitute transactional recorxds rather

than content!® — interprets the NSL broadly as requiring

1688 The NSL itself asks the recipient to provide the Government with “[a]ny
cther informaticn which vou consider to be an electronic communicaticn
transactional record,” Compl. Attach. A [emphasis added), in addizion to
information that § 2709 specifizally authorizes the FBI to collect,
including “the name, address, and length of service of & person or
entity.” 18 U.S.C. § 2709(b)(2}.
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production of all e-mail header information, including subject
lines, for example, some disclosures conceivably may reveal
information protected by the subscriber’s attorney-client
priviiege, e.g., a communication with an attorney where the
subject 1line conveys privileged or possibly incriminating
information. Indeed, the practical absence of judicial review
mey lead ISPs to disclose information that is protected from
disclosure by the NSL statute itself, such as in a case where
the NSL was 1initiated solely in retaliation for the
subscriber’s exercise of his First Amendment rights, as
prohikited by § 2709(b) (1)-(bk) (2}. Only a court would be able
te definitively construe the statutory and First Amendment
rights at issue in the “First Amendment retaliation” provision
of the statute, and to strike a proper balance among those
interests.

The Government asserts that disclosure of the information
sought under § 2709 could not viclate a subscriber’s rights
(and thus demands no judicial process) because the information
which a § 2709 NSL seeks has been voluntarily conveyed to the
ISP who receives the NSL. According to the Government, an
internet speaker relinquishes any interest in any anonymity,
and any protected claim to that information, as soon as he
releases his identity and other information to his ISP. In
support of its position, the Government cites the Supreme

Court’s heolding that, at least in the Fourth Amendment context
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involving the Government installing & pen register or
obtaining bank records, when a person voluntarily conveys
information to third parties, he assumes the risk that the
information will be turned over to the Government,!®®

The Court rejects tﬁe Government's reasoning. Every
court that has addressed the issue has held that individual
internet subscribers have a right to engage in anonymous
internet speech, though aronymity may be trumped in a given
case by other concerns,”® Ne court has adopted the
Government's argument here that anonymous internet speech or
assoclational activity ceases to be protected because a third-

party ISP is in possession of the identifying information.!’!

9 See Smith w. Maryland, 442 0.5. 735 (1978} (holding that installing a
pen register does not violate the Fourth Amendment rights of phone
customers); United States v, Miller, 425 0U.5. 435 (1976) (holding that a
bank customer does not have any Fourth Amendment pretection against the
Government obtaining financial records maintained by a bank).

" gee, £.9., Doe v. 2TheMart.com Ingc., 140 F, Supp. 2d 1088, 1092 (W.D.
Wash. 2001} (“The right to speak ancnymously extends to speech via the
Internet.”}; Columbia Ins. Co., v, Seescandy.com, 185 F.R.D. 573, 578 (N.LD.
Cal. 1899) (holdirg that there is a “legitimate and wvaluable right to
participate in online forums aronymously and pseudenyvmously”); see also
id. at 78-79 (establishing circumstances under which a plaintiff may
compel disclosure of anoymous internet users’ identities where users had
allegedly committed tortious acts over the internet); Scny Music Entm’t v.
Does_1-40, 326 F. Supp. 2d 556 (S5.D.N.Y. 2004} {holding that plaintiff
could overcome anonymcus internet users’' First Amendment right +to
anonymity, asserted in anonymous users’ motion to guash plaintiff’s
subpoena served on users’ ISP, where evidence suggested that users had
illegally downloaded plaintiff’s music via the ISP’'s internet service).

1M Courts have, however, extended the reasaning of Smith and Miller to
conclude that internei users have nc Fourth Amendment right to prehibit
disclosure of information they have voluntarily turned over to ISPs. _See,
e.g., Guest v. Leis, 255 Fr,3d 325, 3236 (6th Cir. 2001) {heclding that
“plaintiffs .+ . lack a Fourth Amendment privacy interest in their
subscriber information because they communicated it to the systems
operateors”}; United States v. Kennedy, 81 F. Supp. 2d 1103, 1110 (D. Kan.
2000} (holding that defendant could not “"elaim to have a Feurth Amendment
privacy interest in his subscriber infermaticn” because “[w]lhen defendant
entered into an agreement wWith Road Runner for Internet service, he
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Moreover, the Court notes that the implications of the
Government’s position are profound. Ancnymous 1nternet
speakers could be unmasked merely by an administrative, civil,
or trial subpcena, or by any state or 1local disclosure
regulation directed at their ISP, and the Government would not
have to provide any heightened justification for revealing the
speaker. The same would be true for attempts toc compile
membership lists by seeking the computerized records of an
oerganization which uses a third-party electrenic
communications provider. Considering, as is undisputed here,
the importance of the internet as a forum for speech and
association, the Court rejects the invitation to permit the
rights of internet ancnymity and association to be placed at
such grave risk.

The Court reaches this conclusion by determining that
NSLs issued pursuant to § 2709 may seek information about or
indirectly obtained from subscribers that may be protected
from disclesure by the First Amendment or other rights-
protecting constitutional provisions or statutes. Echoing the
Supreme Court’s observation that “differences 1in the
characteristics of new media justify differences in the First

Amendment standards applied to them,”*’? the Court concludes

knowing[ly] revealed” the information te his ISF).

17 Red Lion Broad. Co. v. Federal Communications Comm'n, 395 U.S5. 367, 386
{1369} .
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that even though Smith and Miller might suggest that there is
no First Amendment interest at stake in cempelling the
disclosure by telephone companies and banks of certain
transactional information derived from customer records, in
deciding this case the Court must take account of the unique
features of internet communications that may warrant
application of different rules. The Court is persuaded that,
for First Amendment purposes, internet records of the type
obtained via a § 2709 NSL could differ substantially from
transactional bank or phone records.

The evidence on the record now before this Court
demonstrates that the information available through a § 2709
NSL served upon an ISP could easily be used to disclose vast
amounts of anconymous speech and associational activity. For
instance, § 2709 imposes a duty to provide “electronic
communication transactional records,”!’”” a phrase which, though
undefined in the statute, certainly encompasses a log of email
addresses with whom a subscriber has correspcnded and the web
pages that a subscriber visits. Those transactional reccrds
can reveal, anong other things, the anconymous message boards
to which a person logs on or posts, the electronic newsletters
tc which he subscribes, and the advocacy websites he visits.

Moreover, § 2708 imposes a duty on ISPs to provide the names

s 18 U.§.C. § 2709(a).
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and addresses of subscribers,'* thus enabkling the Government
to specifically identify someone who has written anonymous.y
on the internet.*”® As discussed above, given that an NSL
recipient is directed by the FBI to turn cver all informatiocn

“which vou consider to be an electreonic communication

transactional record,“!’® the § 2709 NSL coculd also reasocnably
be interpreted by an ISP to reguire, at minimum, disclosure of
all e-mail header information, including subject lines.

In stark contrast to this potential to compile elaborate
dossiers on internet users, the information obtainable by a
pen register is far more limited. As the Supreme Court in
Smith was careful to note:

[Pen registers] disclose only the telephone numbers that
have been dialed — a means of establishing
communication. Neither the purport of any communication
between the caller and the recipient of the call, their
identities, nor whether the call was even completed is
disclesed by pen registers.'’’

The Court doubts that the result in Smith would have been the

same if a pen register operated as a key to the most intimate

M gee id. § 2708(b}.

25 NSLs can potentially reveal far more than constitutionally-protected
associational activity or aznonymous speech. By revealing the websites one
visits, the Government can learn, among many other potential examples,
what books the subscriber enjoys reading or where a subscriber shops. As
one commentator has observed, the records compiled by ISPs can “enable the
government to assemble a profile of an indiwvidual’s finances, health,
psycholegy, beliefs, polirics, interests, and lifestyle.” Daniel J.
Sclove, Digital Dossiers ard the Dissipatigp of Fourth Amendment Privacy,
75 S. Ccal. L. Rev. 1083, 1084 (2002).

‘% Compl. Attach. A.

St osmith, 442 U.S. at 741 {quoting United States v. New York Tel. Co., 434
U.s. 159, 167 (1877)).
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details and passions of a person’s private life.

The more apt Supreme Court case for evaluating the
assumption of risk argument at issue here is Katz v, United
States,*’® the seminal decision underlying both Smith and
Miller. Katz held that the Fourth Amendment’s privacy
protections applied where the Government wiretapped a
telephone call placed from a public phone booth.'’ Especially
noteworthy and pertinent to this case is the Supreme Court's
remark that: “The Government’s activities in electronically
listening to and recording the petitioner’s words viclated the
privacy upon which he Jjustifiably relied while using the
telephone booth and thus constituted a ‘search and seizure’
within the meaning of the Fourth Amendment.”'®*® The Supreme
Court also stated tkat a person entering a phone booth who
“shuts the door behind him” is “surely entitled to assume that
the words he utters into the mouthpiece will not be broadcast
to the world,” and held that, “[t]o read the Ccnstitution more
narrowly is to ignore the vital rcle that the public telephone
has come to play in private communication.”'®

Applying that reasoning to ancnymous internet speech and

associational activity is relatively straightforward. A

78 389 U.S5. 347 (1%67).
179

id. at 353.

180

FEE

181 at 352,
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person who signs onto an anonymous forum under a pseudonym,
for example, is essentially “shut[ting] the door behind him, 7%
and is surely entitled to a reasonakle expectation that his
speech, whatever form the expressicn assumes, will not be
accessible to the Government to be broadcast tc the world
absent appropriate legal prccess. To hold otherwise would
ignore the role of the internet as a remarkably powerful forum
for private communication and associaticn. Even the Government
concedes here that the internet is an “important vehicle for
the free exchange of ideas and facilitates associations.”-%
To be sure, the Court 1s keenly mindful o¢f the
Government’s reminder that the internet may alsoc serve as a
vehicle for crime. The Court egually recognizes that
circumstances exist in which the First Amendment rights of
association and anonymity must yield to a mecre compelling
Government interest in obtaining records from internet firms.
To this end, the Court re-emphasizes that it does not here
purport to set forth the scope of these First Amendment rights
in general, or define them in this or any other case. The
Court holds only that such fundamental rights are certainly
implicated in some cases in which the Government may employ §
2709 broadly to gather information, thus requiring that ﬁhe

process incorporate the safeguards of some judicial review to

182 id.

¥ gev't Mem. of Law at 31.
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ensure that if an infringement of those rights 1is asserted,
they are adequately protected through fair process in an
independent neutral <tribunal. Because the necessary
procedural protections are wholly absent here, the Court finds
on this ground additional cause for invalidating § 2709 as
applied.

C. CONSTITUTIONALITY OF THE NON-DISCIOSURE PROVISION

Finally, the Court turns to the issue of whether the
Government may properly enforce § 2709 (c), the non-disclosure
provision, against Doe or any other person who has previously
received an NSL, Section 2709%{c) states: “No wire or
electronic communication service provider, or officer,
employee, or agent thereof, shall disclose to any person that
the Federal Bureau of Investigation has sought or obtained
access to informatien or records under this section.”!®

A threshold question concerning this issue is whether, as
Plaintiffs contend, § 2709(c) is subject to strict scrutiny as
either a prior restraint on speech or a content-based speech
restriction, or whether, as the Government responds, § 2709 (c)
is subject to the more relaxed judicial review of intermediate
scrutiny. The difference is crucial. A speech restriction
which is either conteat-based or which impcses a prior
restraint on speech is presumed invalid and may be upheld only

if it is “narrowly tailored to promote a compelling Government

84 18 U.5.C. § 2708{c).,
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interest.”'® If “less restrictive alternatives would be at
least as effective in achieving the legitimate purpose that
the statute was enacted to serve,” then the speech restriction
is not narrowly tailored and may be invalidated.'”® Under
intermediate scrutiny, a speech restriction may be upheld as
long as “it advances important governmental interests
unrelated to the suppression of free speech and does not
burden substantially more speech than necessary to further
those interests.”'¥

The Court agrees with Plaintiffs that § 2709(c) works as
both a prior restraint on speech and as a content-based
restriction, and hence, is subject to strict scrutiny.'® First,
axiomatically the categorical non-disclosure mandate embodied
in § 2709(c) functions as prior restraint because of the
straightforward observation that it prohibits speech before
the speech occurs. As the Supreme Court articulated the

threshold inquiry: “The relevant gquestion is whether the

challenged regulation authorizes suppression of speech in

185 gpited States v Playboy Entm’t Group, _lnc., 529 U.5. 863, B13 (Z000)
(app_ying strict scrutiny to a content-based restriction); see glso R.A.V.

v. Ciry of St. Paul, 505 U.S, 377, 382 (1992) (“"Content-based regulations
are presumptively invalid.”); Bantam Books, 372 U.S. at 70 (holding that
prior restraints on speech bear a “heavy presumption” against
constitutionality).

%€ cee Reno v. ACLU, 521 U.S. 844, B74 (19587).

187 pyrpner Broad. Sys., Inc, v. FCC, 520 U.S. 180, 183 (199%7).

€ por this reason, the Court does not address Plaintiffs’ other grcunds
for assertirng that § 2709(c¢) is subject to strict scrutiny.
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advance of its expression . . . .“'** The Government
nevertheless maintains that § 2708{c) does not operate as a
prior restraint because it does not create a licensing system
by which the Government can pick and choose ameng speakers to
restrain. As the Government explains, somewhat cryptically,
§ 2709 (c) “does not authorize any government official to grant
a speaker permission to make any particular disclosure.
Rather, the statute simply prohibits certain disclosures.”*®°

In the Court’s judgment, a blanket permanent prohlbition
on future disclosures is an even purer form of pricr restraint
than a licensing system in which the speaker may at least
potentially obtain government approval and remain free to
speak. In fact, a blanket proscription on future speech works
identically tc the most severe form of a licensing system —
one in which no licenses are granted, and the speech at issue
is maximally suppressed.

Second, the Court considers § 2709(c) toc be a content-

based speech restriction. The Court finds particular guidance

cn this point from Kamasinski v. Judicial Review Councii,!'® a

case which also figures prominently in addressing the guestion

of whether § 2709 (c) survives strict scrutiny. In Kamasinski,

2% ward v. Rock Against Racism, 491 U.S. 781, 795 n.5 (1989) (emphastis
omitted).

¥ Gov’t Br. at 50.

191 44 F.3d 106 (2d Cir. 1994).
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the plaintiff challenged certain Connecticut laws mandating
that judicial ethics proceedings be kept confiderntial unless
and until the relevant administrati&e authorities determined
that there was probable cause to believe that judicial
nisconduct had occurred, after which a public hearing would be
held. During the 1nvestigatory phase, the Connecticut
statutes, much like § 2708(c), categorically prchibited
witnesses and complainants from even disclesing that an
investigation was underway. One purpose of Connecticut’s non-
disclosure rule (again, much like § 270S(c)) was to protect
the integrity of the investigation. The Second Circuit held
that the restrictions at issue were “content-based, and that
strict scrutiny [was] the correct standard.”* The Court finds
Kamasinski controlling and thus concludes that § 2709(c)
functions as a content-based restriction.

The Government nevertheless argues that § 2709(c) is
content-neutral because it prohibits certain disclosures
irrespective of any particular speaker’s views on NSLs,
terrorism, or anything else. The Government emphasizes that a
“fundamental principle” underlying judicial skepticism of
content-based restrictions is that the Government shculd not

silence “less favored” or T“controversial views” while

¥ J4. at 198.
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permitting the “views it finds acceptable.”*®" Section 2709 dees
not trigger that concern, the argument goes, because the
Covernment’s aim in enforcing § 2708(c) is not to “disagree|]
with the message,”'® or to “select which issues are worth
discussing or debating in public,“!®® but instead to apply a
neutral ban on disclosures that are potentially harmful to
Government investigations.

The Government’s argument is unpersuasive. Tt fails to
recognize that even a viewpoint-neutral restriction can be
content-based, if the restriction pertains to an entire
category of speech.'®® The Supreme Court has clearly expressed
this principle: “The First BAmendment’s rostility to
content-based regulation extends not only to restrictions on
particular viewpoints, but also to prohibiticon of public
discussion of an entire topic.”'¥ Section 2709 (c) prohibits any
discussion of the first-hand experiences cof N3L recipients,
and of their officers, employees, and agents, and thus closes

off that “entire topic” from public discourse.' Those persons

19 city of Renteon v, Playtime Theazres, Inc., 475 U.S. 41, 48-49 (1986)
{quoting Police Dep’'t of Chicago v, Mcsliey, 408 U.S. 92, 95-96 (1872)).

194

Ward, 491 U.S. at 79I.
%5 Mogley, 408 U.S5. at 96.

1% gas Consclidated Fdison Co. of New York, Inc. v. Public Serv., Cemm’n,

447 U.S. 530, 537 (19B0).
197 1d,
198 Id.
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are forever barred from speaking to anyone about their
knowledge and role in the underlying events pertaining tc the
issuance of an NSL, however substantively limited or
temporally remote that rcle may be, even at a time when
disclosure of the occurrence cof the investigation may have
ceased to generate legitimate naticnal security concerns and
instead may hold historical or scholarly value then bearing
relatively greater interest to the general public. The
restriction would also categorically bar the recipient and its
agents from ever discussing their roles even if other persons
may be free to do sc¢ — bkecause, for example, the matter may
have become public or the FBI itself may have revealed the
information or publicly brought the investigation to closure.
The absolute and permanent ban on disclesure § 2709(c)
commands forecloses an objective weighing of these competing
public policy interests by a neutral arbiter even as the
relative merits of the respective claims may alter over time.

Moreover, the Government’s argument 1is foreclosed by
Kamasinski. In that case, the Connecticut nen-disclosure laws
were likewise neutral as to the message conveyed by the
disclosure and likewise broadly prohibited the mere fact of
discleosure. The Second Circuit applied strict scrutiny, as the
Court will do here. As stated, § 27092(c) may survive strict

scrutiny if it is “narrowly tailored to promote a compelling
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#1%% and there are no “less restrictive

Government interest,
alternatives [which] would be at least as effective in
achieving the legitimate purpose that the statute was enacted
to serve.”?®® The Supreme Court has instructed that, in the
courts' assessment of these considerations, “[{plrecision of
regulation must be the touchstone” of the inquiry.?*

In applying that test, the Court first acknowledges that
the Government’s interest in protecting the integrity and
efficacy of international terrorism and counterintelligence
investigations is a compelling one. The Supreme Court has so
acknowledged: “This Court has recognized the Government’s
‘compelling interest’ in withholding national security
information from unauthorized persons in the course of
executive business.”?® A suspected terrorist or foreign
intelligence operative who is alerted that the Government is
conducting an investigation may destroy evidence, create false
leads, alert others, or otherwise take steps to avoid
detection. More generally, such disclosures can reveal the
Government’s intelligence-gathering methods, from which

foreign intelligence operatives or terrorists could learn

better how to avoid detection.

¥ plavboy Entm’t Group, 529 U.S. at 813.

29 Reno v. ACLU, 521 U.S. at B74.

2. gee NAACP v. Button, 371 U.S. 415, 438 (1963).

202 pepartment of the Navy v, Fgan, 484 0.8, 518, 527 (1988).
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Nonetheless, Plaintiffs contend that § 270%(c)’s
categorical, perpetual, and automatic ban on disclosure is not
a narrowly=-tailored means to advance those legitimate puklic
interests. Plaintiffs suggest that a more precisely-calibrated
statute, which would equally advance the Government’s
compelling interests, would prochibit discleosure only on a
case-by-case basis, for a limited time, and with prior
judicial approval. Without detailing the degree of narrow
tailoring which the First Amendment demands with respect to §
2709, the Court concludes that § 2709 is not sufficiently
narrow.

The question of how narrow is narrow enough is not
amenable teo scientific measurement, nor can it be reduced to
articulable facile tests. Rather, it depends largely on
context and perspective. When focusing only upon the universe
of speech to which § 2709 (c) pertains, the restriction appears
very hnarrow. A communications provider is prohibited only
from disclosing “that the Federal Bureau of Investigaticn has
sought or obtained access tc information or records under (§
2709].7*  Anything outside this bare fact may be fair game.
For example, the NSL recipient may speak freely about his
chjection to (or support of) the FBI and its NSL power; he may
alert his subscribers to the fact that the FBI has NSL

aithority under § 2709; he may petition Congress tc repeal §

20 See 18 U.5.C. § 2709(c!.
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2709 altogether; and, other privacy laws aside, he would not
be barred by § 2709(c) from disclosing the substance of the
information disclosed to the FBI. Furthermore, a third party
unaffiliated with the provider who somehow learned from other
sources abcut the issuance cof an NSL would ncot be precluded
from disclesing its existence. Speech restrictions of this
general nature — prohibiting the holder of information from
a disclosure which could jeopardize a Government investigation
— are commonplace in federal law, as discussed above in
Section I.D.

Viewed from another perspective, however, the restraint
imposed under § 2709(c) is as thorcugh as is ccnceivable. The

statute permanently prohibits not only the recipient but its

cfficers, employees or agents, from disclosing the NSL's

N r

exlistence to in every instance in which an NSL

any person,
is issued and irrespective of the circumstances prevailing at
any given point in time.? In this respect, § 2709(c) as well
as the other NSL statutes, are uniquely extraordinary. As
explained more fully earlier in Section II.D., when the
Government conducts a secret investigation, it ordinarily must
apply for a court order before restricting third-party
participants from revealing the inguiry, and those

restrictions are generally temporary.

The Ccurt has been able to locate only three statutory

2 18 U.S.C. § 2709(c) {emphasis added).
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provisions even arguably analogous to the automatic,
categorical and permanent scope of the NSL statutes’ non-
disclosure rules. First, communications firms are
categeorically barred, unless otherwise grdered by a geurt,
from ever disclesing that a pen register or trap and trace
device 1is in effect.?®® Second, communications firms are
categorically barred, subject to a similar exception “as may
otherwise be required by legal process,” from ever disclosing
that a wiretap or electronic surveillance is in place.®®
Third, recipients of a subpoena under FISA are categorically
prohibited from ever disclesing to any person, “other than
those perscns necessary to produce” the records sought, that
the subpoena was issued.®”

Furthermore, these provisions are not guite as severe as
those contained in the NSL statutes because, with one narrow

aB

exception for certain FISA surveillance orders,”®™ they apply

in contexts in which a court authorizes the investigative

0% 8ge 18 U.S.C. § 3123(d) (2) (pertaining to criminal investigaticns); 50
U.8.C. § 1842 (d) {2y (B){ii) (I} (pertaining to international terrorism and
counterintelligence investigations}.

¢ See 18 U.5.C. § 2511{2) (a) (i1).
200 50 p.S.C. § 1861 (d}.

W8 royregin FISA electronic surveillance orders may be obtained where the
Attorney General merely certifies that the proposed surveillance meets the
statutory requirements. See 50 U.S.C. § 1802(a}(l). In such cases, the
blanket secrecy rule would be triggered without any court involvement,
much like § 270%({c). By way of some perhags justifying distinction, the
FISA orders are specifically limited te electronic surveillance of foreign
governments and their agents, thus arguably not raising the heightened
constitutional concerns ard protections implicated when investigations
involve the activities of United States naticnals.
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method in the first place.?®® Thus, even in these statutes, the
silenced party, at least theoretically, would almost always
have a forum in which to contest the continuing wvalidity of
the non-disclosure obligation or to seek a mcdified secrecy
order.®? The FISA limits the potential for abuse in vyet
another way by requiring a clear connection to a foreign power
and by sharply limiting the degree to which any United States
citizen may be subject to surveillance under a secret FISA
order; such protections are not present in § 2709,%
particularly after the significant broadening of the statute’s
scope effectuated by the Patriot Act.?? The NSL statutes,
including § 2709(c), thus stand virtually alone in providing
for blanket secrecy entirely outside the context of judicial

process.

2% gep 18 U.5.C. § 2511 (wiretaps and electronic surveillance); 18 U.5.C.
§ 3123 (pen registers in criminal investigations); 50 U.5.C. § 1842 (pen
registers in international terrorism and counterintelligence
investigations); 50 U.S.C. § 1861 (FISA subpoenas).

20 I fact, the pen register and trap and trace device statutes appear to
specifically contemplate that a c¢ourt could modify the secrecy
requirement. See 18 U.S.C. § 3123(d) (2) (stating that the communications
firm shall “not disclose the existence of the pen register or trap and
trace device or the existence of the investigation to the listed
subscriber, or to any other person, unless pr until otherwise ordered by
the court”} (emphasis added); 50 U.5.C. § 1844 (d) {(2Y(3) (1i) (1) (stating
that the communications £irm “shall rnot disclose the existence cf the
investigation or of the pen register or trap and trace device to any
person pnless or until ordered by the court”; (emphasis added).

Uges gupra Part II.D.7 (discussing the FISA’'s requirements tha:t any
surveillance sought under the chapter be clearly connected to fcreign
intelligence gathering activities).

i See gupra Part IT.C (explaining the steady expansion <of the scope of §
2709 NSL authcrity since the statute was passed in 198€, culminating in
the removal of any required nexus between the information sought by a §
2709 NSL ard a “foreign power.”
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In synthesizing the broad and narrow features of §
2709(c) explained above, and in considering how closely those
features are tailored to the Government’s compelling
interests, the Government makes convincing points in showing
that it would be consistent with the First Amendment to impose
a certain amount of limited secrecy in many cases involving a
§ 2709 NSL. The Government also persuasively demonstrates how
that secrecy, under certain circumstances, might continue for
longer periods of time, consistent with the First Amendment.
The Court acknowledges those arguments so far as they go, but
concludes in the end that the Government cannot cast § 2709 —
a blunt agent of secrecy applying in perpetuity to all persons
affected in every case — as narrowly-tailored.

The Government first argues, correctly, that courts
generally uphold secrecy statutes in connection with official
investigations in recognition of two vital considerations: the
importance of secrecy and that the secrecy is limited (as
here) to facts learned only by virtue of a given person’s
participation in the proceedings. The Court examines this
doctrine in detail to underscore both its relevance and its
limits.

The evolution of this doctrine begins with Seattle Times
Co. v. Rhinehart.?® There, the spiritual leader of a religious

group sued a newspaper which had run negative stories about

#3487 U.S. 20 (1884).
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him and his members. The trial court issued a protective order
to prevent the newspaper from publishing articles about cor
otherwise disseminating private information it g¢ained only
through discovery, and the Supreme Court held that such a
discovery restriction was consistent with the First Amendment.
The Court reasoned that, because a litigant generally has no
First BAmendment right to obtain access to such discovery
information in the <first place, ™“court control over the
discovered informastion does not raise the same specter of
government censorship that such control might suggest in other
situations.”? It was also crucial to the Court’s reasoning
that the protective order pertained to “only that information
obtained through the use of the discovery process,” and thus
permitted the newspaper to ‘“disseminate the identical
infermation covered by the protective order as long as the
information {was] gained throuch means independent of the
court’s processes, %3

The next relevant case, Butterworth _v. Smith,?®

distinguished Rhinehart, ©but, by negative Iimplication,
sharpened the theory underlying the doctrine upcn which the
Government relies here. In that case, a Florida newspaper

reporter, who had testified before a grand jury abocut alleged

e I1d. at 32.
#: Id. at 34.

e 454 T.5. 624 (1990).
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state corruption, sought a declaratory judgment that he could
lawfully publish, after the grand jury term ended, an account
of his grand jury testimony. The Supreme Court invalidated
Florida’s grand jury secrecy law “insofar as the Florida law
prohibit[ed) a grand jury witness from disclesing his own
testimony after the term of the grand jury has ended.”?’ The
Court explained that the reasons for grand jury secrecy (e.d.,
keeping information from the target, preventing witness
tampering, protecting an exonerated target from ridicule} were
severely diminished by the end of a grand jury term.?® Against
that weak interest, the Court explained that the impact on the
reporter’s free speech rights was “dramatic.”?*® Whereas the
reporter was previocusly “free to speak at will” about the
topics at issue, his participation in the grand jury
proceeding rendered it unlawful under Florida law for him ¢o
communicate even the “content, gist, or import” of his
testimony.?®® The Court concluded that “the interests advanced
by the [relevant] portion of the Florida statute . . . are
not sufficient to overcome [the reporter’s] First Amendment

right to make a truthful statement of information he acquired

277 1d. at 626.

Y cae id. at 632-34.
a4, at 635.
20 1d, (guotation marks omitted).
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on his own.”??!

The Court distinguished Rhinehart on the ground that the
issue in Butterworth involved “respondent’s right to divulge
information of which he was in possession before he testifled
before the grand jury, and not information which he may have
cbtained as a result of his participation in the proceedings
of the grand jury.”?*® To further mark the bounds of Lits
holding, the Court noted that the “part of the Florida statute
which prehibits the witness from disclesing the testimony of
another witness remains enforceable under the ruling the Court
of Appeals.”?23

In a lone concurrence, Justice Scalia underscored the
important distinction between prohibiting the disclosure cof
information which a witness “kn[ows] before he enter[s] the
grand jury room” (the issue then before the Court] and
prohibiting “a witress’ disclesure of the grand Jury
proceedings” (an issue not then before the Court).?* The
latter form of prohibition involves “knowledge [the witness]

acquires not ‘on his own'’ but only by virtue of being made a

witness,” and “is in a way information of the State’s own

e . at 636.

Id., at &32.

23 . at 633 (emphasis in original).

224 at 636 (Scalia, J., concurring).
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creation. Justice Scalia suggested that there might be

separate and compelling reasons to prohibit disclosing state-

W

created information, but he noted that the issue was “not
presented by the narrow question” of the case.?®?®

The Second Circuit embraced Justice Scalia’s distinction
in Kamasinski, cited above.?® As already stated, Kamasinski
rejected a First Amendment challenge tc Connecticut’s secrecy
laws surrounding judicial misconduct inguiries. The Circuit
Court explained that the disclosures of & participant in such
proceedings fall into three categories: (1} “the substance of
an individual’s complaint or testimony;” (2) “the
complainant’s disclosure of the fact that a complaint was
filed or the witness' disclosure of the fact that testimony
was given;” and (3) “information that the individual learns by
interacting with” the other participants.?®® The Second
Circuit, «c¢iting Justice Scalia’s concurrence, held that

Butterworth addressed only the first category of information.???

As for the latter two categories, the Court held that the
“limited ban on disclosure” was Jjustified in 1light of

Connecticut's substantial interests in the secrecy of those

2% Id

227 ee 44 F.3d at 110-11.
28 Id. at 110 (emphasis in original;.

2z# ee .d. at 110-11.
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proceedings.®®

In an analogous case, the Third Circuit drew the same
distinction in determining the extent to which Pennsylvania's
confidentiality laws for judicial ethics proceedings were
constitutional.®! The Third Circuit held that, although the
First Amendment required that a witness be permitted to reveal
his own testimony, Pennsylvania’s secrecy requirement was
constitutional “insofar as it would prevent a person,”
including a witness, “from disclosing proceedings taking place
before” the reviewing body.?**

Finally, in Hoffman-Pugh v. Keenan, the housekeeper of
John and Patsy Ramsey, whose daughter JonBenet was the victim
of a high-profile, unsolved murder, sought a declaratiorn that

she could publish an account of her experiences before thne

20 1d. at 111. The District Court had found that the secrecy rules
advanced compelling state interests because they

{1) allowed the [reviewing body] to dispese of frivolous or
harassing complaints without lending them credibility; (2] enhanced
Connecticut’s ability to attract highly qualified judges who might
otherwise he deterred from service by the prospect of numerous
public complaints being lodged against them; (3] ensured the
independence of Connecticut’s judiciary by reducing the pessibility
that 3judges would be irtimidated or infiuenced by bhelligerent
complainants; (4) encouraged complaints, assistance in
investigations, and complete and truthful testimony; (5) allowsd the
[reviewing body] to informally encourage infirm or incompetent
judges to retire prior to a public hearing; and (€} increased the
apility of attorneys to monitor the judicial system without
engendering the hostility of the judiciary.

Kamazinski, 44 .34 at 108-089 {citing Kamazinski v. Judicial Review
Council, 797 F. Supp. 1083, 10%2-93 (D. Conn. 1932)).

23 gSee First Amendment Coalition v. Judicial Inguiry & Review Bd., 7Bd
F.2d 467 (3d Cir. 1986) (en banc).

32 1d. at 478.
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grand jury investigating JonBenet’s murder, in spite of a
Colorade law prohibiting grand jury witnesses from disclesing
their testimony.?* The Tenth Circuit upheld the secrecy
requirement, noting that the Colorado statute was careful to
“not prohibit disclosure of information the witness already
had independently of the grand jury process,”*®® The Court

stated: "“Reading Butterworth in light of Rhinehart, we are

convinced a line shcould be drawn betwsen information the
witness possessed prior teo becoming a witness and information
the witness gained through her actual participation in the
grand jury process.”:®

2 basic principle emerging from these cases i1s that laws
which prohibit persons from disclosing infermation they learn
solely by means of participating in confidential government
proceedings trigger less First Amendment concerns than laws
which prohibit disclosing information a person obtains
independently. Stated another way, the Government has at

n

least some power to control information which is its “own

rilh

creation, and to which there is otherwise “nc First

Amendment right of access.”?¥ The theory behind this principle

213

e

—
[oR (D
14

338 F.3d 1136 (10th Cir. 2003].
2u . at 1135,
233 1d., at 1140.

236 putterworth, 454 U.$. at 636 (Scalia, J., cencurring),

237 Rhipehart, 467 U.S. at 32.
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is that, where an individual learns infeormation to which he
ordinarily would have no right of access, the individual takes
that irformaticn subject to the statutory scheme
{confidentiality rules included) which made the information
available in the first place. As Judge Wilkey of the District
of Columbia Circuit expressed this concept: “The First
Amendment interest of litigants in the dissemination of
[materials obtained through discoveryl is necessarily
gqualified or conditioned by the pctential restrictions that
are part of the system through which the materials have been
obtained. 2%

The principle Rhinehart &and its progeny represent is
directly applicable to the present case in the following way.
An NSL recipient or other person covered by the statute learns
that an NSL has been issued only by virtue of his particular
role in the underlying investigation, and, as the case law
demonstrates, it presumptively does little violence to First
Amendment values to condition the issuance of an NSL upon the
reciplent’s return obligation of at least some secrecy.

The relevance of this doctrine reaches its limit,
however, when the Court considers that the NSL statutes,
unlike cther legislation cited above, impose a permanent bar

on disclosure in every case, making no distinction among

238 In re Halkin, 598 F.2d 176, 206 (D.C. Cir. 1978) (Wilkey, J.,
dissenting) opverruled by Rhinehart, 467 U.S. at 32 (citing Halkin dissent
with approvall,
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competing relative public policy values over time, and
containing no provision for 1lifting that bar when the
circumstances that Justify it may neo longer warrant
categorical secrecy. Courts have recognized the significance
of these considerations in First Amendment inquiries. In
Hoffman-Pugh, for example, the Eighth Circuit explained that
Colorado law “provides a mechanism for {the plaintiff] to free
herself of the restriction on her disclosure of her grand jury
testimony at such time as the investigation is truly closed
and the state no lcnger has a legitimate interest in
preserving the secrecy of that testimony.”**® Similarly, the

Second Circuit noted in Kamasinski that secrecy rules are only

consistent with the First Amendment during the investigatory
phase of a judicial ethics proceeding.”® This feature of §
2709(c) is extraordinary in that the breadth and lasting
effects of its reach are uniquely ezceptional, potentially
compelling secrecy even under some decidedly non-sensitive
conditions or where secrecy may no longer be justifiable under
articulable national security needs.

The Government's claim to perpetual secrecy surrounding
the FBI's issuance of NSLs, by its theory as advanced here an
authority neither restrained by the FBI's own internal

discretion nor reviewable by any form of judicial process,

2% 338 F.3d at 11490.

23 ee 44 F.3d at 112,
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presupposes a category of information, anc thus a class of
speech, that, for reasons not satisfactorily explained, must
forever be kept from public view, cloaked by an official seal
that wiil always overshadow the public's right to know. In
general, as our sunshine laws and judicial doctrine attest,
democracy abhors undue secrecy, in recognition that public

! Hence, an unlimited government

knowledge secures freedom.?
warrant to conceal, effectively a form ¢f secrecy per se, has
no place in our cpen society. Such 2 claim is especially

irimical to democratic wvalues for reasons borne out by painful

experience.?®? Under the mantle of secrecy, the self-

241 See, e.g., Freedom of Infeormation Act (“FCOIA”}, 5 U.S.C. § 552
{establishing a presumpticn of public access toc federal agency information
subject te limited exceptions); Environmental Brotection Agency v. Mink,
4103 U.5. 72, 80 (1573) (“Without question, [FOIA] is broadly conceived. It
seeks to permit access te official informaticn long shielded unnecessarily
from public view and attempts tc create a judicially enforceable public
right to secure such informatior from possibly unwilling official
hands.”}!; United 3tztes v. Aguilar, £15 U.S. 593, 604 n.3 (1985, istating
that the Court would read a temporal limitation intc a statute punishing
disclesure of secret wiretaps in order to aveoilid “absurd” results);
Richmond Newspapers, Inc. v. Vircinia, 448 U.S. 555, 572 (1980) ("Pecp.e
in an open society do not demand infallibility from their institutions,
but it is difficult feor them to accept what they are prohibited from
okserving.”).

M2 pOIA itself arose, and was expanded upon, as a result of the nation’s
distressing experiences with excessive government secrecy. FOIA's 1974
amendments, feor example, were adopted . after the Watergate break-in, and
the cover-up thet was allowed to prevail for many months after it
occurred, revealed the dangers of allewing any branch of government the
unfettered ability to adopt a per se rule protecting information from the
public eye. See, g.9., Ray v. Turner, 587 F.2d 1187, 1206-C% (P.C. Cir.
1378) (Skelly Wright, J., concurring) (discussing the legislative history
of the 1974 amendments to FOIA, and ncting that the amendments, which were
passed over Presidential veto, were borne out of the nation’s experience

wlth Watergate). The recognition that excesssive secrecy may damage
democratic values is widespread. See, £.9., New York Times Co. v. United
States, 403 U.S. 713, 719 (1%71) (Black, J., concurring} (“"The word

'security' 1s a broad, vague generality whose contours shoulcd not be

invoked to abrogate the fundamental law emnodied in the First Bmendment.

The guarding of military and diplomatic secrets at the expense of informed

representative government provides no real security for our Republic. The
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preservation that ordinarily impels our government to
censorship and secrecy may potentially be turned on ourselves
as a weapcn of self-destruction. When withholding information
rom disclcsure is no longer justified, when it ceases *o
foster the proper aims that initially may have supported
confidentiality, a categorical and uncritical extension of
non-disclosure may become the cover for spurious ends that
government may then deem too inconvenient, inexpedient, merely
embarrassing, or even illicit to ever expose to the light of
day. At that point, secrecy's protective shield may serve not
&8s much to secure a safe country as simply to save face.

The Government does not deny that there are plausible
situations in which 1little or no reason may remain for
continuing the secrecy of the fact c<hat an NSL was issued. To
cite an example, & case may arise in which the Government’s
investigation has leng since been completed and information
about it has become public through Government sources or
otherwise, in which the material obtained through an NS

revealed that there was no basis whatsoever %o pursue the

Framers cf the First Amendment, fully aware of both the need to defend a
new naticn and the abuses cf the English and Colonial Governments, scught
to give this new society strength and security by providing that freedom
of speech, press, religion, and assembly should not be abridged.”);
Detrcit Free Press v, Ashcroft, 303 F.3d €81, 683 (6éth Cir. 2002,
(“Democracies die behind closed doors.”}; National Wildlife Federation v.
E.5. Ferest Service, B861 F.2d 1114, 1124 (%th Cir. 1988) (Pregerson, J.,
concurring) (“We should all bkear in mind that secret government is
abhorrent to democratic values.”).
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subject or target of the Government’s investigation, or in
which the disclosure may have been made by a person in the
chain of infermation, such as an employvee or agent of the NSL
recipient, whc was not informed 1in any way of the secrecy
requirement. Section 2709(c) does not countenance the
possibility that the FBI could permit modificaticn of the
NSL's no-disclosure crder evern in those or any other similar
situations no longer implicating legitimate national security
interests and presenting factual or legal issues that any
court could reasonably adjudicate. Bluntly stated, the
statute simply dees not allow for that balancing of competing
public interests to be made by an independent tribunal at any
point. In this regerd, it 1is conceivable that “less
restrictive alternatives would be at least as effective in
achieving the legitimate purpose that the statute was enacted
to serve.”?? For instance, Congress could reguire the FBI to

make at least some determination concerning need before

reguiring secrecy, and ultimately it could provide a forum and
define at least some circumstances in which an NSL recipient
could ask the FBI or a ccurt for a subseguent determination
whether continuing secrecy was still warranted.

As mentioned above, pending legislation authorizing bread

NSL powers in terrorism cases fully outilines some less

24 Rerno v. ACLIO, 521 at 874.
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restrictive alternatives alcng these lines.?® Bills pending
in the House and Senate would reguire the Attorney General tc
certify, before ordering secrecy, that disclosure woulc
present a “danger to the national security,” and the non-
disclosure order could later be terminated by the Attorney
General or a court, if the danger expires.®® That such
rrotective procedures were indeed incorporated in somewhat
analogous statutes, and are the subject of corrective bills
now pending in Congress, confirms some level of congressional
recognition that § 270%(c) as now written is severely flawed,
and that other means may be available to protect secrecy while
still preserving First Amendment rights.?'®

The Government acknowledges that § 270%(c) was intended
by Congress to impose a permanent ban on disclosure, but
main-ains that arny less restrictive alternative, such as H.R.
3037, would not be as effective because it would put the
Government to an unwelcome choice each time it considered
issuing an NSL. That is, the Government would have to weigh

the risk of court-ordered disclosure against the need fcor the

14 gea O.R. 3037, 108:<h Cong. § 3 {1st Sess. 2003); S. 2555 § 2 (2d Sess.
20C4) .

245 gee H.R. 3037, 108th Cong. § 3 (lst Sess. 2003); 8. 2555 § 2 (2d Sess.
2004 .

24§ The Court does not intend to imply that the provisions of H.R. 3037 or
§. 2555 establish any constitutional standard. Rather, the Court merely
suggests that there are ways to confront the problems in § 2709%(c). To
echo the Supreme Court: “How or whether [the Government] is to incorperate
the required procedural safeguards in the statutory scheme is, of course,
for the [Government! to decide. Bu: a model is not lacking.” EFreedman v.
State cof Md., 380 C.S. 51, 60 ({1965).
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information sought. The Government argues that it should not
be discouraged from seeking all relevant information in these
highly important and sensitive investigations. This argument,
as if using the edge of the hammer to hit the nail, strikes
the central point only tangentially. The issue raised by the
indefinite secrecy which the § 2709(c) non-disclosure
provision countenances has little or nothing to do either with
the Gevernment’s ability or its reach to freely gather as much
information as i1t deems necessary, assuming the means anc
safequards 1t employs are otherwise proper. The Court
discerns ro cuarrel here on that score. Rather, the guestion
is the Government’s need to maintain the secrecy of discrete
information, and thus a restriction on Ireedom of speech,
long after the investigation has gathered whatever it needs
and the materisl presumably has been put to its intended
purposes. At that point, instances may arise in which the
justification for concealment may have attenuated and the
rights of both the NSL recipient and the public to disclosure
may have correspondingly acquired greater weight and deserve
heightened consideraticn in the balancing cof pertinent public
values by a neutral arbiter.

Theugh mindful of ths Government’s concerns, the Court
remains sxeptical of thes contention that a narrower statute
could not meet the Government’'s needs just as effectively. As

an initial matter, the Court makes clear that, where a blanket
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rule swearing sveryone concerned tc secrecy forever certainly
would be *the easier and most efficient course for the
Government, that is of no moment here. Striking at speech
with an all-encompassing prophylactic rule wiil always demand
less Government effort than a more considered, case-by-case
approach. Recognizing, as suggested earlier, that the most
efficient course does not necessarily equate to the one which
is most equitable and protective of fundamental rights, the
issue here, therefore, is whether some uniquely exceptional
reason in this case compels the categorical preclusive rule of
§ 2709 to be absolutely essential to effectuating the
Government’s legitimate interests in some measure of secrecy.
Importantly, it 1is the Government’s burden to make that
showing.*’ As the Supreme Court has instructed: “When a
plausible, less restrictive alternative 1is offered to a
content-based speech restriction, 1t 1s the Government’s
obligation to prove that the alternative will be ineffective
to achieve its goals.”%8 The Court concludes that the
Government has failed to carry its burden to show that the

extraordinary scope of § 2709(c) is always necessary.?"

247 Plavboy =ntm’t Group, 529 J.S. at 81é.

Sece
248 ICl

M8 ¢f Button, 371 U.S. at 438 (“Broad prophylactic rules in the area of
free expressicn are suspect.”]. The Government also argues that the rule
survives strict scrutiny because individuals could mournt as-applisc
challenges to the categorical speech ban’s constitutionality, but =the
Court declines to view this thecrerical pessibility as a means of saving
the statute’s constituticnality when all sides agree that Congress
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In response to this standard, the Government’s main
contention, guite undsrstandably, 1is that international
terrorism and counterintelligence investigations justify more
secrecy than other tvpes of investigations. The Court agrees
with that basic point so far as it goes. However, under the
exacting demancs of the FPirst Amendment, the argument does not
carry far encough.

The Government correctly states that Iinternaticnal
terrorism and counterintelligence investigations are generally
different from investigations of past crimes in that the
latter proceedings usually contemplate a logical endpoint
(i.e., trial or hearing) where the Government publicly
presents the evidence it has gathered related to allegations
of a discrete, past wrongdoing. By contrast, international
terrorism and ceunterintelligence investigations seek to
uncover and disrupt future activities cf <typically large,
long-term and expansive conspiracies. So much has been
acknowledged by the Supreme Court, which has aptly observed
that, in contrast to investigations of “‘ordinary crime,’”
intelligence surveillance “is often long range and involves
the interrelation of wvarious sources and types of

information,” and that its emphasis “is on the prevention of

intended a permanent, prophylactic ban cn speech, and where First
Amendment doctrine governing prophylactic speech bans views the bans
themselves as suspect, regard.ess of treir application te a theoretical
case.
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unlawful activity or the enhancement of the Government’s
preparedness for some possible future crisis or emergency.”*®
also, the Government often decides to pursue the fruits of
international terrorism or counterintelligence investigaticn
via interdiction cr diplemacy, as oppcsed to through fermad
and public crimiral processes.? In such cases, the Gevernment
could theoretically have a much greater interest in continuing
secrecy Dbecause certain elements of the investigation may
remain in place for longer periods of time.?®?

The Court also agrees, insofar as relevant, with the
Government’s contention that it is sometimes very difficult te
determine whether an isclated disclosure implicates national
security. International terrorism and counterintelligence

investigaticns may involve continuously expanding or ever-

changing players. Herce, determining whether something is

250 gas United States v. U. §. Dist. Court., 407 J.85. 297, 322 (1972}.

31 gee H,R. Conf. Rep. 104-427, at 35-36 (1995), xeprinted Jin 1395
J.5.C.C.A.N. 983, §57-98 (“Many counterintelligence investigations never
reacn the criminal stage but proceed for intelligernce purposes or are
handled in diplomatic channels.”)} (pertaining to NSL statute for credit
records; .

252 The Court observes here that the distinction invariably petween
international terrorism and counterintelligence coperations on one hand,
and criminal investigations on the other, is not always as sharp as the
Government contends. Terrorism cases, for example, are sometimes
prosecuted under federal criminal laws in federal courts. In those cases,
the Government’s investigations must take place with all the attendant
opsnness rules governing the criminal process. Moreover, there are
undoubtedly elaborate and long-term criminal conspiracies espionage
ard international drug rings, for example — which do not necessarily
carzy out terrorism as such. Investigating those criminal conspliracies
would likely involve highly-sensitive investigative methods, and would
implicate secrecy concerns similar tc those characteristic of an
irternational terrorism investigation.
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sensitive in suck a fluid and necessarily broad and
irdeterminate context may not be simple. As the Supreme Court
has observed, “bits and pieces of data may aid in pilecing
together bits of other information even when the individual
piece is not of obvious importance in itself,” and thus, “what
may seem trivial to the uninformed, may appear of great moment
to one who has a broad view of the scene and may put the
guestioned item of information in its proper context.”?*
Consequently, particular institutional limitations come
inte play when the judiciary is asked tec make such
determinations. Crdinarily, judges do not have national
security expertise. Nor is the institutior of the judiciary
well-equipped to understand the sensitivity of an isolated
piece of information in the context of the entire intelligence
apparatus.?! BAs one Circuit Court remarked in addressing this
point: “Things that d[e] not make sense to the District Judge
would make all too much sense to a foreign
counter-intelligence specialist who could learn much about
this nation’s intelligence-gathering capabilities from what

these documents revealed about sources and methods.”?*® These

253 ¢IA v. Sims, 471 U.S. 159, 178 (1985) (guotation marks, citation, and
alterastions omitted).

284 gea North Jersev Media Group, Inc. v, Ashcroft, 308 F.3d 198, 219 (3d
Cir. 2002) (agreeing with Geovernment's contention that, “given judges’
relative lack of expertise regarding naticnal security and their inahility
to see the mosaiz, {judges] should not enirust to them[selves] the
decision whether an isolated fact is sensitive enough te warrant closure”)

S United S-ates v. Yunis, 867 F.2d 617, 623 (D.C. Cir. 198%).
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institutional concerns explain the well-settled doctrine that
courts grant substantial deference to the political branches
in national security matters. The 3Supreme Court has
recognized that in cases of “terrorism or other special
circumstances” courts might afford “heightened deference to
the Jjudgments <f the pclitical branches with respect to
rmatters of national security.”?®

In this Couzrt’s judgﬁent, these authorities persuasively
confirm that the Government should be accorded a due measure
of deference when it asserts that secrecy 1s necessary for
naticnal security purposes in a particular situation involving
particular persons at a particular time. Here, however, the
Coveranment cites no authority supperting the open-ended
proposition that it may universally apply thess general
principles to impose perpetual secrecy upon ar entire category
of future cases whose details are unknown and whose particular

twists and turns may not 3ustify, for all time and all places,

2% zadvydas_v. Davis, 533 U.S. 678, 696 (2001}; Egan, 484 U.5. at 530
(" [Clourts traditionally have baen reluctant to intrude upen the authcrity
of the Txecutive in military and national security affairs.”) Of course,
a couvrt should not embrace these principles te the point of abdicating its
constitutional duties. As the Sixth Circu:t accurately observed, the
Government’s invocatioen of executive deference may have profound
implications if adopted without reservation:

The Government cculd use its ‘mosaic intelligence’ argument as =&
justification tc close any pubklic hearing completely and
categorizally, inclueding criminal proceedings. The Government cculd
operate in virtual secrecy in all matters dealing, even renctely
with ‘nationa’. security,’ resulting in a wholesale suspension of
First Amerdment rights.

Cetroit Free Press v. Ashcroft, 303 F.3d 681, 709 (6th Cir. 2002).
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demanding unremitting concealment and imposing a
disproportionate burden con free speech.

In fact, all the cases cited above involved some judicial
precess pertaining tfto contemporary cilrcumstances, and, for
cbvious reasons, the general propeositions articulated in those
opinions cannot always be tailored to every forthcoming or
unforeseen set of facts. Thus, the central flaw in the
Government’s argument is that it invites the Court to “assume
that [§ 2709] will always advance the asserted [Government]
interests sufficiently tc justify its abridgment of expressive
activity.”?” The Ccurt cannct uncritically embrace that
proposiction because there are undoubtedly circumstances in
which the need for secrecy either has expired or simply no
longer exists with the same ccmpelling force that once
warranted its imposition. Section 2709(c} provides no
mechanism te account for or exclude any unjustifiable denial
of speech in these cases. Nor has the Government persuasively
shown that it cannoct provide such safequards by less
burdensome means. As the 8Sixth Circuit commented, in
rejecting the Government’s attempt to impose blanket closure
upcn a wide class of immigratien cases, a case-bpy-case
evaluation of the need for secrecy “deces not mean that

information helpful o terrcrists will be disclosed, only that

231 Mempers of the City Council v, Taxpavers for Vincenkt, 466 U.5. 789, 803
n.22z (1884) (emphasis added).
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the Government must be more targeted and precise in its
approach. "**® The Court cannot, consistent with 1its
constitutional powers, fix the shortcomings of this provision
of the statute to make it more “targeted and precise.”” That
is a legislative function. Accordingly, § 2709{c) must be
invalidated on its face on this ground.

The Government also makes the independent argument that
§ 2709%9(c) pertains to only one of the “few limited areas” of
proscribable speech, such as obscenity and threats of
violence, “which are ‘of such slight social value as & step to
truth that any benefit that may be derived from them 1is
clearly outweighed by the social interest in order and
morality.’ ”2¢ The Government conceives of an entirely
proscribable area of spsech covering disclcsures which would
implicate national security concerrs. Withcout deciding
whether such a category should be deemed generally
proscribable, the Court rejects the Government’s argument as
question-begging. For that argument to have any force, the
Court wouLd have to assume that § 2709%9(¢) pertains only to
disclosures which are invariably and perpetually harmful to

national security, a dubiocus assumption that is a highly

258

Detrolt Free Press, 3C3 F.3d at 697-93.
259 T4.

%0 R.A.V., 505 U.S. at 382 (queting Chaplinsky v, New Hampshire, 315 U.S5.
568, 572 (1%42)).

-114-



disputed issue in this lawsuit.?®!

Because the Court concludes that § 2708(c) is facially
unconstitutional, it must alsc determine whether the remainder
of the statute can be severed from it.?®? “The inguiry into
whether a statute is severable is essentially an inguiry inte
legislative intent."?®® Though the Court is mindful of its duty
to save as much of a statute as possible when it finds a
portion of it unconstitutional,?® the Court must strike down
additional provisions of a statute in the face of the
uncenstitutionality of particular elements of it when "it is
evident that the legislature would not have enacted those
provisions which are within its power, independently cf that
which is not."?®® The Court concludes here that Congress could
nct have intended §§ 270%(a) and (b), the provisions

authorizing the FBI to issue NSLs seeking information from

26l Because the Court determines that § 270%(c) is invalid for the reasons
discussed abeove, the Court declines to address Plaintiffs’ additional
centention that & 270%{c) is uncenstitutionally vague and cverbroad.

262 gee, o.4., Denver Ares Fduc. Telecomm. Consoriium, Tnec. w. F.C.C., 518
U.8. 727, 767 (19968) (engaging in severakility analysis after concluding
that a prcvision of a statute vioclated the First Amendment].

263 Mipnesota v. Mille Lacs Band of Chailppewa Indians, 526 0.S. 172, 191
{1299).

264 wInl court should refrain from invalidating more of the statute than 1s
necessary. . . . ‘[Wlhenever an act ¢f Congress ceontains unobjectionable
provisions separable from those found o be urnconstituticnal, it 1s ths
duty of this court to so declare, and to maintain the act in so far as it
is wvalid.'” Alaska Bfirlines, “nc. v. Brock, 480 U.S. €78, 684 (1987}
(qucting Regan wv. Time, Inc., 468 U.s. 641, 652 (1884 (plurality
opinicn) ).

*®Spuckley v, Valeg, 424 U.5. 1, 108 (1976) (gucting Champlin Refining Cc.
v. Corperation Comm'n, 286 U.S5. 210, 234 (1932)).
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wire and electfonic communicaticn service providers, to
operate absent the non-disclosure provisions contained in §
2709 (cy. As the Court has described above, Congress intended
the statute tc function as a secret means of gathering
information from communications service providers; other, non-
secret means of obtaining infcrmation are already avallable to
law enforcement officials for procuring the same material
covered by § 2709. In addition, the Court recognizes that the
NSL regime cannot function in accordance with Congress’s
intent if the fact of an NSL'’s issuance could be immeciately
disclosed to a communicaticons subscriber who 1s the target of
a § 2709 NSL. Absent the secrecy provisions of the
invalidated § 272%(c), however, there is no vehicle in the
statute to preserve a more narrowly-tailored degree of secrecy
necessary to effectuate the important purpcses cof the statute
consistent with First Amendment values. Because “Congress
cou’ld not have intended [§ 2709(c),] a constitutionally flawed
provision[,] to be severed from [§§ 270%(a) and (b)] 1if [§§
2709 {a} and (b are] incapable of functioning
independently, ”**® the Court concludes that §§ 2709(a) and (b}
must be invalidated as non-severable from § 2708(c).
V. SIAY OF JUDGMENT

Considering the dimplications of its ruling and the

268 n- sska Airlines, 480 U.S. at 634.
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importance of the issues inveolved, the Court will stay
enforcement of its Jjudgment pending appeal, or for the
Government otherwise to pursue any alternate course of action,
for 90 days. The Court i1s aware that several material issues
in this case involve uncharted legal terrain. The stay will
give the Government the opportunity tc move this Court, or the
Court of Appeals, for whatever appropriate relief it may seek
to maintain the confidentiality of any information implicated
by the Court’s ruling. To this end, the Court is aware that
invalidating § 2709(c) on its face may carry the potential to
compromise legitimately confidential information. The Court
declares uneguivocally that it is not its intention to cause
any such information to fall into the wrong hands.

The seal governing this case thus remains in effect, with
the fcllowing exception. Throughout this litigation, the
Government has maintained that the Court should conceal the
identity of Doe, as well the mere fact that an NSL was issuesd
tc Doe {(and any cther fact which would suggest as much). But,
in the course of rendering this decision the Court unavoidably
has revealed portions cf that information. The Court cannot
perceive any compelling basis for continuing te conceal
narrow fact of the existence of the NSL. The disclosure
amounts to only that, at some unspecified time and place, the
Government issued a § 270% NSL tc some unnamed internet firm.

Even if not explicitly stated, that much is readily apparent
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to any interested or discerning observer from the puklicly
avallable complaint and other dccuments on file. The
revelation amounts to little meore than a statement that the
Government has, at some time, made use ¢f a statutory power
granted to it — as it manifestly and by its own admission has
dore on so many other occasicns during the life of the
statute. Without anything to connect the NSL in this case to
the particular NSL recipient involved, and without offering
any details about the NSL itself that would help link it to
its recipient, the Court concludes that the extent of the
additional information disclosed here is negligible, and, in
any event, not conceivably harmful toc compelling Government
interests.®¥
VI. CONCLUSION

Teo summarize, the Court concludes that the compulsory,
gecret, and unreviewable production of information required by
the FBI's appiication of 18 U.8.C. § 2709 viclates the Fourth

amendment, and that the non-disclosure provision of 18 U.S.C.

#7 At a conference with the parties on Septemker 10, 2004, in preparation
for drafting this e¢pinion, the Court advised the parties of the practical
difficulcies of maintaining the broad scope cf the seal order in light of
the Court's need to cpenly discuss all the relevant fzacts and :its
inabllity to elide wital informaticon in a c¢oherent ruling. _The
Government, fellcowing internal censultaticns, subsegquantly informed the
Court and Plaintiffs that it would express no objection to a modification
of the seal order to take account of the Court's concerns. Along related
lines, Plaintiffs’ motion to exclude the Geovernment’s ex parte affidavit,
dated August 6, 2004, is rendered moo:t because the information presented
in that affidavit has nc bearing on the Court’s judgment.
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§ 2709(c) violates the First Amendment.?®® The Government 1is
therefore enjolned from 1issuing NSLs under § 2709 or Zfrom
enforcing the non-disclosure provision in this or any other
case, but enforcement of the Court’s Jjudgment will be stayed
pending appeal, or if no appeal is filed, for 9C days.

VII. ORDER

For the reasons discussed above, it 1s hereby:

ORDERED that the motion o©f John Doe, the American Ciwvil
Liberties Union, and the BAmerican Civil Liberties Union
Foundation [collectively, “Plaintiffs”) for summary Jjudgment
ir. this case is granted. Defendants John Ashcroft, in his
official capacity as Attcrney General of the United States,
Robert Mueller, in his official capacity as Director of the
Federal Bureau of Investigatior, and Marion Bowman, in his
official capacity as Senior Counsel te the Federal Bureau of
Investigation (collectively “Defendants”), are hereby enjcined
from issuing national security letters under 18 U.S.C, § 2708,
or from enforcing the provisions of 18 U.S.C. § 2709{c); it is
further

ORDERED that Defendants’ motion to dismiss, or in the
alternative, for summary Jjudgment, is denied; it is further

ORDERED that Plaintiffs’ motion to exclude Defendants’ ex

289 gecause the Court has grantad Plaintiffs’ motion for summary judgment
on other grounds, the Court declines to address Plaintiffs’ alternative
argqument that the stazute violates the Fifth Amendment by failing to
provide notice to persons to whom the records pertain.
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parte affidavitr is denied as moot: it is further

ORDERED that the Clerk of Court shall file this Decision
and Order on the public docket; and is finally

ORDERED that the Clerk of Court shall enter judg¢ment
accordingly but stay enforcement of the judgment pending any
appeal, or, if nc appeal is filed, for 90 days from the date

of this Order.

SO ORDERED.

Dated: New York, New York
28 September 2004

VIETOR MARRERO
U.s.D.J.
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