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FBI Equity Discussion
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Use of Zero-Days & Policy |

Commercial & Government Information Technology and
Industrial Control Product or System

Vulnerability Equity Policy & Process
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 Mandate: Implement the policy to disseminate information
about hardware and software vulnerabilities known to the
USG found in GOTS, COTS or other commercial IT or
industry control products or systems.

Purpose: To ensure that dissemination decisions regarding
the existence of a vulnerability are made quickly, in full
consultation with all concerned USG organizations and in
the best interest of the USG mission of cybersecurity,
information assurance, intelligence, counterintelligence,
law enforcement, military operations and critical
infrastructure protection
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15t classify or designate for special handling
Determine if the vulnerability reaches the threshold. If so, notify the
Executive Secretariat™ (ES) ASAP.

— Criteria-the vulnerability must be both newly discovered and not publicly
known

— Optional-vulnerabilities identified prior to the effective date of April 7t
The ES will notify all VEP POCs of the vulnerability and request they

respond if they have an equity at stake and want to participate in the
decision process.

SME from each organization with an equity will participate in the
discussions to produce recommendation to the ERB for decision

*The NSA/lnfqrma_tiQn Assurance Directorate will serve the Executive Secretariat

POk i o T

e e
B R R




The policy document “Commercial and
Government Information Technology and Industrial
Control Product or System Vulnerability Policy and

Process” dated 2/16/10 was provide by email.

Point of contact on policy matters for the FBI is

, Strategic Initiatives UC_
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dissemination decisions regarding the existence
of a vulnerability is made quickly, in full
consultation with all concerned divisions and in

the best interest of intelligence collection,
investigative matters and information assurance.
Understanding that in most circumstances all
three interest will not be satisfied but the best
resolution for the overall good will be put forth to
the USIC ERB.
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HEREIN IE UNCLASEIFIRD BT m LLASEIRIED BY HEl O/ lasuaanad

WHERE SHWH CTHEHW I SE BEastll 1 4 (L

OECLASSIEY 0. 12-42-3039
UNC%{IFIED/@U( DATE: 12-22-2014
b6
RMD)(FBI) b7C

Sent: Thursday, Aprit 17, 2014 10:52AM . g
Subject: ERB Prep Informration for 4/21 Meeting --- S T//IHORE
Importance: High
Classification: SECRESLMNSEIRT
Classifie 74K85
Derived From: I NSIC, dated 20120629
Declassi 231
FOR OTD INTERNAL USE
All,
| will be going on annual leave and will not be able to participate in the meeting on 4/2]] 551];;
Ij have pulled together some of the more relevant points to help OTD discuss and gather a position on this b5
matter. | will be available later today to discuss in detail if there are any questions. Until OTD management establishes a b7E
position, | ask that further distribution of this message be limited.
I:lhas spoken to He and his SC have been invited to represent CID at the meeting on Monday. bé

b7cC
Thanks,
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ALL INFORMATION CONTAINED
HEBEIN 1& UNCLASSIFIED EXCEDT - . . CLaselR IRl BY MEICO/Cacwoonod

WHERE SH MWl OTHERM 5F BEASCH: 1 4 {03

DECLASSIEY ON: 12-22-2D39
UNCTRssreecy /B0 DATE: 12-77-7014

| [RMD)(FBI) o

Sent: Thursday, April 24, 2014 9:57 AM
Subject: RE: Vulnerability/Zero-day discussion --- SW T}
Classification: SESKEE

37W35B81
FBI NSIC, dated 20120629
0391231

Classifie
Derived
Decle&Ssify On:

TRANSITORY RECORD b6
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ALl THFORMATIOH (OHNTATHEDR

HEBEIN 1& UNCLASSIFIED EXCEDT
WHERE SH MWl OTHERM 5F

CLADSTRIED By Halin /oo g anyg
BEaslm 1 4 (L)

UNCLARSIFIED/H6H0™

DECLASSIFY O D4-20-2040
HATE: O4-20-2015

_____ Or' i it - m——
From{ |(0TD) (CON) On Behalf of (OTD) (FBI) b6

Sent; 23, 2014 12 I ‘ b7c
To CD) (FBI); CID)(FBI); CYD) (FBI); (DO) (FBI);

| ;l(CYD) (FBI); CTD)(FBI);i omo) (BT foTD) (FBI)
Subject: Vulnerability/Zero-day discussion ---

When: Monday, May 05, 2014 10:00 AM-12:00 PM (UTC-05:00) Eastern Time (US & Canada).
~ Where: HQ Rm11160

Classification: SEGRET

Classified B
Derived Fro
Declassify’ On:

F23M23K53
BI NSIC, dated 20120629
0391231
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Thank you in advance for your assistance,

UNCIASSIFIED/fFeH0-




Classification:EBS&Ef'

Classification: SHERET

UNC IFIED/H-Sd6-




