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U5, Department of Justice

Ferdera) Bureau of Investigaton
Washington, D.C 20335
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EU DATION OF NORTHERN CALIFORNIA

460
SAN PRARGISCO, A ba103

Subjest: NO FLY LIST
FOIPA Nea. 0971452- D1

Daar Requester:

The enclnsed documants were reviewed under the Fresdom of Information/Frivacy Acts {FOIPA), Tlte 5,
United States Codp, Section 562/552a, Delelions have been made to pratact infermation which is exempt from disclosuns,
with the apprepriate sxamptions notad on the pape next to the excision. |n addition, a deleted page information sheat was
inseried in the fle b ndicate where pages ware withheld entiraly. The exemplions used to withhold information are marked
belowr and explained on the enclosed Form OPCA-165:

Section 552 Section 552a

E{hH1) D{b(7HA) C{d)S)
B({b)2) aEXie) O{x2)
D{bK3) _ BB)THC) Qfk)1)
48USC §it4ponrT8A W0 B(B}7ID) O(kKz2)

B{b)ITHE) Ofky(2}

QLNAE Qki4}
Oilahia} aL)Ee) LK)}
BH)S) O{b)( Ogk)(B}
B(b)6) Oke)(7)

323 papeis} were reviewed and 84 page(s) are baing released.

8 Documentls) ware located which originated with, or contglned imfonmation concaming ather
Government agency(ias) [OGA]. This information has baan:

& referred to the OGA for review and direct response to you.

@ referred to tha OGA for ponsultation. The FBI will correspend with you regerding this
information when the consultation |s finishad.

@ You have tha right to appaal any denials in this release. Appeals should be directsd in
wiiting Lo the Co-Dimcior, Office of Information and Frivacy, U.5. Depatment of Justics, Flag
Buikding, Sulte 570, Washington, D.C. 20530-0001 wilhin sixty days from recaeipt of this letier.
The envelope and the letter should be clesdy marked “Frasdom of Information Appea|® or

“information Appeal.” Please cite the FOIPA number assigned  your requast s that it may be sasiy
identifiad,

O Tha enclosed material is from the main investiggtiva filefs) in which the subjectis) of your request was
e foous of the investigaticn. Qur search located addiiong) references, in filkes refaging to othor
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individuals, or matters, which may or may no! ba about your subject(s). Qur xpariance has shown,

whan kdant, references usually contain information similar to the information proceased in the main file(s).
Becausa of our significant backiog, we have given priortly to praceasing only the main invastigativa feis).
If you want the references, you must submit a separate request for them In writing, and they wili be
reviewed at a [ater date, a3 timae and resources parmit.

® 3ee addiional information which follows.

Sinceraly yours,

bl

Cavid M. Hardy

Saction Chief,

Record|nformation
Dissemination Section

Records Management Divigion

Enclesure(s)

This is in further response o your Fraedor of Information Act (FOIA) equest o FBI Headquerters
(FRIHQ) and the San Franciscs Fiald Offico {SFFC) for information concemning *watch lists" andfor "no Ty lists.”

Enclosed are documents located at FBIHQ and SFFO that have been determined to he responsive (o
your raquest. These documents have now been processed pursuant ko the provisions of the FOIA and all relsasabls
information is encigsad wiih this latier.

In addition, aaveral other third-party govamment agencies have been cantacted for consultation with
regard io third -agency-originatad Information contained in thess documents, and sevaral documents originating with
third-party agencies have been refermad for direct responsa to you. |n particular, the FBI consulted with TSA regarding
farty elpht (48) pages of documents, TSA has advised that portions of their information are nxempt from dsclosure
pursuant 1o & U.5.C. 8§ 552 (b)(2), (b)}3}, (D)(S), (b)(8), and (b)7HC). Should you desire to appeal the TSA axcisions,
YOu may write directly bo;

Patricla M, Riap-Dige

Agsociate Dirgetor

Fresdom of Information and Privacy Act Divislon
Transportation Security Adrinistration
Cepartment of Homeland Securty

701 South 12th Street, Wast Tower, 10th Flogr
Arfington, VA 22202

_ The FBI has also refamed TSA-oflginatad documents to TSA for direct rasponse, Thesa documents
consigt of TSA Seeurity Directives, ns well as o fly lists™ and "salactam lisis™ which are appanded s and are a part of
TSA Sacurity Directives.

Moreover, twanty five (25) pages of documents have been refered to the Departmant of Stats {DOS) for
direct responaa 19 you. The FE/ i3 In the process of consulting with DOS with regard to fourtsan (14) pages of
documents. You wiil be advised of tha ragults of theae consultationa with DOS upon complation, which tha F2I
anticipates will be completed in the next several days.

Firally, an additonal five (5) pages of dacuments have been rofermed 15 1he Exacutive Office for United
Stmtes Attomeys {(EOLUSA) for direct responss 1o you, and an additional eleven (11) pages of documents have been

mfurrm for cansultation to ather govemment rganciss. You will be advised of the results of thase consytations upon
romplation,
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FEDERAL BUREAU OF INVESTIGATION
To: Crminal Investigative From: Office of the Ganeral Counsel
Re; f23/2002

b2
to transportation security.

Chapter 449 of Titie 43, entilled "Security.” addresses ali aspects of
aviation secupity, including: screening passengers and cargo; receiving and evaluating
threals to aviation; research and development of modsm security systems and facilities;

and regulation of security of foreign carriers and foreign airperis that serve passangers
tiound fartha U.5.

tn addition, ATSA grants the Under Secrstary permissive {as opposed lo
mzandatory) avthority to designate federal law enforcement officers (LEQs) and
empowers these LEOs to exercise standard |law enforcament powers when engaged in
“official dutias of the Administration as required to fulfilf the responsibilities under
ETS#.]." These powsars include authority 10 carry firrarms, make arrests without warmant

r any federal offense committed in their presence or for which they have probable

cause, and seek and execute federal wamants for arrest or search and seizure of
evidence. ATSA also requires the Under Secretary to provide guidelines by which to
exetvise thesa iaw enforcement powars in consultation with the Attorney General, The
proposed guidelines have been submitted to the Department of Justice for review,

Finally, ATSA continues the Federal Air Marshat (FAM) program {formeity
parnt of Ine Federal Aviation Administration) by authorzing the TSA to deploy FAMs
aboard aircraft for what are clearly reactive law enforcement functions.

FEI Statutory Authority

The FBI's general enabling statute, 28 U.5.C. § 533, grants the agency
the authority fo investigate any viclation of the criminal taws of the United States. As
noted previously, 28 LL5.C. § 538 spaciﬂca!:y empowaers the FBI to Investigate the
primary crimas-abeard-aircraft viclations in Title 49, whict: are set forth in Chapter 465,
entitled: "Spaclal Aircraft Jursdiction of the United States.” These include Saction
46502, Aircralt piracy; Section 46504, Interference with flight crew members and
attendants; Sectian 46505, Camying a weagen of expiosive on an airgeaft; Section
48505 which iists a variely of comman’law crimes {a.g., murder, robbery) committed
within tha speciai aircraft jurisdiction of the United States® and Section 46507, False
infermation and threats. Finally, 28 U.5.C. § 538 alsa grants the FBI specific
investigative jurisdiction for the affense listed at 49 1.5.C. § 46314, Entering aircraft or
airport area in violation of security requirements.

The FBI's ganeral Investigative authority aiso includes the aviation-refated

! The special aircraft jurisdiction of the United Btates is defined

in 18 U.5.C. ¥ 7 {5} as any aircrafc belonging in whals or in part ta Ehe
United f#ratem or any citizen or corpocaticn therecf while fach airowass
is in flight over U.5. territory or over che high eeanm. -

4

FBI00003



BiC

{Ree. (303000

FEDERAL BUREAU OF INVESTIGATION
Ta: Criminal Investigative From: Office of the Ganeml Counsel
Re: |—g‘|uarz:u2m2 b2

authortty for anéuffens& for which a LEQ is granted tha power to arrést, than virtuaily
avery federal LED wauld have investigative jurisdiction ovar svery federal falony 5

Federal Air Marshals

The Federal Air Marshal {FAM) program is 2lso part of the TSA's statotory

authority. FAMSs, however, are pimarily a reactive and a detement force whose
members are LEOs and are armed and placed on selectad flights to react to In-fligint
incidﬁnta -::ffair piracy and ] i
e li

Analysls

the lawful abilicy to react promptly and respond appropriacely to a
repoTt of emergent criminal activity withouwt congern for jurisdiscicnal
distinctions or civil liabiliry.

b3

s}

FBIOGO04



P o P R s AT T I W R R

Emi@&mzwaﬂﬁa From: Office of the Genera! Counsel
o

r%‘%ﬁgf BUREAL OF INVESTIGATION

k2

tr
Lh

FBIODOOS



U1.S. Department of Justice

s

Federal Bureau of Investigation
Washingion, D.C 2333

=

OUMNDATION OF NORTHERN CalLIFORMLA
SUITE agl

1663 MISSION STREET

SAN FRANCISCO, CA 84103

Subject: NO FLY LIST
FOIPA N, Q971462- 001

Dear Requester;

The enclosed documents were reviewed under the Freedom of Informatian/Privacy Acls (FOIPA), Tile 5,
United States Code, Section 5525522, Deletions have been made to prolect infermation which is exemnpt from disclosure,
with Ihe approprigte exemplions noted on the page next to the excision. |n additfon, a deleted page information shest was
inserled in tha file fo indicate where pages were withheld sntirely. The exemplions used to withheld informalion are marked
below and explained an the enclosed Form OPCA-18a:

Section 552 Section 852a

@fb]f1) D{b K7 HA) O{d)(3]
@(bl{2] DIbK7HE] OifN2)
®(h)(3) B{hHTHC) ogki(1}
49 US.C 6114 perTSA BL{b T OfkI(2}

BIDHTHE] Ofk)i3}

O{bHTHF} Othk)4)
O(b}f4) B{b)(8) LG
Bb)(3) {0y Dk (&)
B(h)(E) C{ki(T]

328 pageis) werg reviewed and 34 page{s) are being released.

B Document{s) were located which ariginzgted with, or contained information conceming Gther
Govamment agency{ies) [OGA]. This infermation has been:

E refamed to the QGA for review and direc! response k5 you,

& referred to the QGA for consultation. The FBI will correspond wilh you regarding this
informalion when the consultation is finished,

B Your hava the right to appeal any denials in this release. Appeals should be directed in

wrling t the Co-Director, Offics of Infarmation and Privacy, U.5. Department of Justice, Flag
Building, Suita 370, Washington, D.C. 205320-0001 within sixty days [rom receipt of this letter.

The envelope and the letter should be cleardy marked “Freedom of Information Appeal™ or
“Informalion Appeal” Pleasa cite the FOIPA numbaer assigned o your request 50 that it may be easiy
identified.

O The enclosed malerial is from the main investigative file(s) in which the subject{s) of your requast was
the facus of the investigation, Cur search located addilional references, in files relating to other
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indlviditals, or matters, which may or may not be about your subject{s). Qur experience has shown,

when ident, refsrencas usually cantain Informalion similar ko the information processed in the main file{s).
Because of our significant backloy, we have given priarity to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
raviewed at a later date, as time and resources permit,

& See additional information which foliows.,

Sincerely yours,

Dbl

David M. Hardy

Saction Chiaf,

Recordfinformatian
Dissemnination Section

Reacords Management Division

Enclosures)

Thig is in further response to your Freedom of Information Act (FOIA) request to FBI Headquarters
(FEIHQ} and the San Francisco Field Office (SFFO) for informalian cancerning "watch lists” andfor "na Ry llsts.”

Enclosed ars documents located at FBIMG and SFFQ that have baen determined to be respansive to
your request, These documents have now been processed pursuant kg the provisions of the FOIA and all releasatile
information is enclosad with this [stter.

In addilion, several other third-party government agencies have been confacted for consulialion with
regard to third -agency-originated information contained in these documents, and several documenls originating with
third-party agencies have been referred for direct responsea to you. |n particular, the FBI consulted with T3A regarding
forty eight (48) pages of documents, TSA has advised that portions of their information are exernpt from disclasure
pursuant to 5 U.5.C. §§ 552 {b}2), {(b}3). (b}5), (0)(6), and (1){THC). Should you desire to appeal the TSA excisions,
you may write direclly to:

Fatricia M. Riep-Dice

Associate Director

Fregdom of Information and Privacy Acl Division
Transporiation Security Administratlon
Dapartment of Hometand Security

701 South 12 Street, West Tawer, 10th Floor
Aclington, WA 22202

Tha FBI haz also referred TSA-originaled documenits to TSA for direct response. These decumenls
consist of TSA Security Directives, as well as "na fly lists” and "selectee lists” which are appended lo and ars a part of
TS Secyrly Direclives,

Moreover, twenty five (25) pages of documants have been refarrsd 1o the Depariment of State {DOS) for
direct response to you. Tha FBl is in the process of consulting with DOS with regard o fourteen (14) pages of
documents, You will be advised of lhe results of these consultations wilh DOS upon completlan, which the FBI
anticipates will ba completed in the next several days,

Finally, an additional five (5} pages of documents hava been refermed to the Executiva Cifice for Uiniled
Slates Attomeys [EQUSA) far direct response o you, and an addilional elevan {11} pages of documents have been
referred for consultation o other government agancies. You will be advisad of the resulls of these cansultations upon
completian.
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FEDERAL BUREAU OF INVESTIGATION
FOIPA
DELETED PAGE INFORMATICH SHEET

Serial Descripticn - COVER SHEET 1271972001

Total Deleted Pagei{a) ~ 3
Fage 3 - Db7C

Page 4 - L7Q

Page 5 - b2, B3, b7C, b7D

AN X R R A O XX
X Deleted Eageés} X
X No Duplication Fes %

. for thie Page
xxxxxxxxxxxxxxxxﬁxxxxxxxx
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BiC
From: [ {
To: Aviation-Field-30
Pate: Wed, Dec 19, 2001 4:36 PM
Subject; FBI Respanse to FAA Name List - NEW PROCEDQURES

L2
rvisgrs, command post 2nd L7E

-

Airport Agents - Please ensure that this message is forwarded to your

any aifer personnet who might respond ta name list matches at airporis

b

(4
]

[ expect questions, so pleass ask. If something dossn't work as you axpected, please let me know, Il try

to do an EC as soon as possible, but since the Iist and changes are "aut”, | wanted you o have them as
s00n &8 posgible. .

g5A] | (fax)

Civil Aviation Security Program, Room 11795 .
Domastic Terrerism Counterterrorism Planning Section D2
Counlatterrorism Divigion BiC
cC: [

I o7C

ALL IHFORMATION COMTAIKED

HEREu 1S INCLASSFED !o'}NLS/&E/Cn C

D
CAE03-1119
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FEDERAL BUREAU OF INVESTIGATION
FOIFA
DELETED PAGE INFORMATION SHEET

Serial Description - COVER SHEET 07/18/2002
Total Deleted Page(s) ~ 53
Page 3 - Referral/Direct
Page 4 ~ Referral/Direct
Page 5 ~ Referral/Direct
Page & ~ BReferral/Direct
Page 7 - Refarral/Direct
Page 11 B2, bBTE
Fage 12 b2, b7C, EB7E
Page 13 bz, BT7C, BTE
Fage 14 b2, b3, bB7C, bTE
Page 15 bl, b2, bE, B7C, BTE
Page 16 bl, b2, b7C, b7E
Fage 17 b2, L3, b?Z, b7E
Page 18 bz, b7C, b7E
Page 19 b2, bs, b7TE
Page 20 b2, bS5, b7E
Page 23 b2 per TSA, b3 per TSA, b5 per TSA
Page 23 b3 per TSA, bS5 per TSA
Page 24 bS5 per TSA
Page 25 b5, bYC
Fage 28 ks, b7C
Tage 25 b5, BTC
Page 30 b5, B7C
Page 31 b5, b7C
Page 32 b5, b7C
FPage 33 hs, hB7C, bT7E
Page 34 bz, b, b7C
Page 35 b2, bs, b7C, b7D, Referral/Consult
Page 3¢ b2, b5, b7C, b7D, b7E, Referral/Consult
Page 37 b2, bS5, b7C, b7D, B7E
Page 218 b2, hB7C, b7D
Page 3% b2, B7C, b7D
Page 40 b2, b5, b7C, 7D, b7E
Page 41 L2, b5, b7C, RTE
Page 42 B5, b7C
Page 43 2, b5, b7C, bBTE
Page 44 L2, bS5, B7C
Page 45 L2, B5, B7C
Page 46 L5, b7C
Fage 47 B2, k5, B7¢, b7D, L7E, Refarral/Consult
Page 48 b1, b2, b5, b7¢C, B7D, b7E
Page 49 LZ, b5, B7C, h7E
Page 50 b1, b5, b7¢, b7D, Referral/Consult
Fage 51 Referral/Direct
Page 52 Referral/Direct

X Deleted Fageia b4
X FNo Duplication Feea X

X for this Page X
XXXXXXXKKXXXKXKX%XXIXKXXK
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Page
Page
Page
Page
Page
Page
Page
Page
Page

53
54
55
56
57
58
55
60
61

Referral/Direct
Reafarral/Direct
Referral/Direct
Referral/Direct
Referral/Direct
b2, B7C, bTE

b2, B7C, b7E

b2, b5, B7C, BT7E
k2, BE, R7C, LTE

X Teleted Eagaés} X
X No Duplicatipn Fee X
X farXEhla Paie X
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COVER SHEET

PRECEDENCE CLASSIFICATION
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& Routine . O Confidential Number af Pages: i

[ Seasitive (ineluding cover sheet) |

& Unelessified
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A
b2
Fom: _FBIHQ, Domestic Terrorism Section, Rm 11795 B7C
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Special Handling Inseructions: -8 {

1
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i
Brief Descripion of Communicaiion £ oxed:
i ALL INFORMATION CONTAINED
{IERE) /
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FBIOQD1Z



Septernber 4, 2002

Mr. Michael D). Robinson
Assaciate Under Secretary

for Aviation Operations
Transportation Security Admintstration
400 Seventh Street, SW
Washington, DC 20390

Dear Mr. Robinson:

Thank you for your June 27th letter, enclosing a copy of TSA's Dielegation Order
concerting the placement of Federal Security Directors at all of the major airports nationwide.
You asked that the Order be disseminated to each of the FBI's field offices having a need for the
infermatiosn.

Recognizing the FBL's investigative jurisdiction with respect to criminal violations
set forth in Chapter 465 of Title 49, and all aviation-related criminal violations set forth in
Title 18 of the U.S. Code, our field offices will be provided copies of TSA's Delegation Order
dared June 14, 2002, along with the reminder that interagency cooperation and coordination are
critically important to our respective missions and responsibilities as our apencies continue (o
discuss pertinent jurisdictional considerations.

Sincerely yours,

Robert 5. Mueller, III
Director

! - Mr. Ashley (5012} - Encs.
1 - Mr. D'Amure (5829) - Encs.
I - Mr Wainstein (7427) - Encs.

1- 5096) - Encs. Rt
- 7326) - Encs.
] - 176} - Encs.

62F-HQ-1077732
NOTE: Reply coordinated with Attnmey-hduismij__—_lInvcstigativa Law Unit, OGC,
and Unit Chief[ ____Major Theft/Transportation Crimes Unit, CID.

BHM ALL INFORKAATION CONTAINED

HERERY 13 UHCLASSITIED
w303 UL LORL ) /
Cnaoa_quq NLS/HC' CF&L_.

FBIOOOQL3



POSing a suspected rigk tq safety and Security, in accordanee with 49
U8.C. § 44503 (k).

B. Checked Baggage. In accordance with 49US.C § 44901 (¢),(d), and
{€) and TSA regulations, policies, and procedures, as explosive
detection equipment becomes available, sereen all checkad
through such equipment. Iy thoge unusual circumstances where
explasive detection aquipment is ot aveilable, screen SVery picce of

w2 per TSA
o3 per TZA

C. £argo Aircrafl. Provide for the screening and irspection of Cargo ﬂ.ﬁt‘l
will be camtied ony Alcares sjreraft, in accordance with 45 U.8.C, §
4490105 e T8 t&siztions, policies and procedures, -

d 1aH '

) . = - . — o i -
ALL FBI INFORMATION: CONTAINED

. LB sl

Sl innn
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(1) Memoranda of Understanding Concerning Data. Bntey into
Teemoranda of understanding with local offices of Federal
agencies and other Yocal entities, such a5 state and loce] law
snforcement, to share or otherwise cross-check, ag gecessary,

(2) Notification Proce ures Concerning Potential Threats. Establish
procedures for notifying the Pedera? Aviation Administrating
(FAA), appropriate State and local law enforcement officials,
and airport or aireraft Opcratar security officers of the identity of
individuals known {0 pose, of suspected of posing, & risk of gir

- PHVEACY OF texrotism o g threat to sircraft Operator or passenger

- safety, in recordance with 49USC §114@m).

iyiduals P

enforcement agencies of the individuals identity; prevent the

individual from boarding an aircraR, ortaks othcrappmpﬁn_tn action _'

with respect to that individual, ) . .
(4) Passenper Lists. On g case By case basis, end when warranted-by
specific security considerations, requirs Passeager air carriers to ghare

aviation safety or national sacurity. o T
2ecurity Countermeasures. Coordipats &nd implement sscurity :
countermessures with appropriate departments, loca] offices of federal
i d Lo enforcement ageacics; tirports, and air
- eeeriers. Work with the FAA with respect to any actions ar activities
that may affect aviation'or eviatiog safety o air carrier opatations, in
accordance with 49 U.S.C, § 114¢£X13),
lose or i

44905 (b), provide foedback to the alrport opetator op Fie reasors fir
the security action,

I ivert {Ti If & particular SECUCILy threat to
& flight or series of flights, including sir piracy (as defined in 49
U.S.C.§ 46502}, cognot be addressed in a 'way adsquate to ensure, to
the extent feastble, the safety of passeagers ang crew, the Sight or
series of flights may ba canceled, delayed, retumed to an firport aftee

FBIOOC1S



January 22, 2003

meI:DGCf[LU, Extl b7

To:

Erclosed is your copy of a draft MOU I received fron]

BiC

b policy official in TSA.

Not sure why he faxed it to me but, in any event, it addresses respective roles in providing input
to and using the TSA's No-Fiy and Selectee lists.

I am not sure who in CTD has this for action but it's got 1o be one of you three so here it is.

b5

Anyway, tf you need us on this any more, let me know

ALL INFORMATIC!! CONTAINED

_ Wamm

M9

361 r\}{.s/ac.,/m(_

FBIOQO16



S s
nlC
From I
- T
Data: WIOUZ T RS PIA
Subject; Issue: TSA and No Fly Lists
Iand A,
Lz
L5
BIC
bBTE

L

SSF| fFax) bz

Civil Aviafion Security Program, Room 11755 L7

Domesti: Terrorism Counterferorism Planning Section -
merterrorism [Hyisian

m IHF?{&:'&EUH CONTANED K
SIRE /
403-]’#!‘;@{” ANislac ol

FBIODO17



Pajge 1

B7C

Frann Referral/Caonsult

To Avigtion Fss 25

Date: :"‘UQ-T"}' EhE 9% =1

Subject:
b2
n7E

More Io faliow as | get additional information.

| ] _rany b2

Civit Aviafion Security Program, Room 17795 be

Domestie Temyrism Counlertemonsm Planning Seclion

r@ummmisiun |
CC: Aviation-CIRGETraining; Avia..
|3
b
41 INFORMATIOR COT HNER q NILS [ Ac K Call

e BT GOR @

AL 03-1114

FBIODO1S



From;

Tex

Date: 30002 B:01PM

Subject Re: No-Fiy Question BiC
H

| didn't see this article so thanks for sending. The TSA mamtdins the No Fly List, but the content is
yenerated oy FBI, CIA and probably oiher intel entities. ['ll read the article in depth lomomow,

1]

>>3] 19730402 9:47:51 AM »>>

Re the altached article. Who does "mainlain® o is "responsigle” for the no-fy lisk?

No-Fly Blacklist Snares Political Activists

The San Francisco Chronicle

By Alan Gathright

Septernber 28, 2002 .

SAN FRANCISCO, CA — A federal “No Fiy* list, intended to keap terrorists from boarding planes, is
snaring peace activists at San Francisco International and other U. S. airparts, triggering comptaints that
civil libertias are being trampted. _

And white several federal agencies acknowledge that they confribute names to the congressionalky
mandated list, none of them, when contacted by The Chranicle, coutd or would say which agency is
responsible for managing the list. One delainment forced a graup of 20 Wisconsin anti-war achivists to
miss their flight, dalaying their tnp to meet with congressional representatives by a day. That case and
others are raising questions aboul the critaria federal authorities use to place people on tha list -- and
whelher peopls who exercise their constitutional right to dissent are being lumped logether with terronists.
“What's scariest I me is thal thera could ba this gross interuption of civil rights and nabody 15 really in
charge,” said Sarah Backus, -an crganizer of the Wisconsin group. *That's really 1584-ish.”

Fedaral law enforcement officials deny targeiing dissidents. They suggested that the activists were
stopped nat because their names are on the list, but because their names resembte those of suspected
criminais or lerrorigts. Congress mandated the list as part of last year's Aviation and Transportation
Security Acl, after two Seqt. 11 hijackers on a federal “walch lisl* usad Iheir real names 1o board the
jettiner that crashed mts the Penlagon. The zlerts aboul the wo men, however, were not raiayed to the
aifings. The detaining of activists has stirred concemn among members of Congress and civil liberties
advocales. They want 1o know what safeguards exist to prevent innocent pecple from being branded "a
threat lo civit aviation ar national security.”

NQ ACCOUNTARILITY _

And \hey are koubled by the bureaucratic nighimare that people stumble into as IRey go from one
government agency Lo another in a maddening search to find aut who is the official keeper of the no-fiy
list. "The problem Is thal this list has ne public accountabilily: People dan't know why their names are put
an or haw Io gel their names off " said Jayashri Srikantiah, an attorney with the American Givit Liberties
Union of Northem California. "We have heard complaints from people who Irlggered tha iist a first time
and lhen were cleared by security to fiy. But when they fly again, their name is triggerad again.”

Several federal agencies — including the CtA, FBI, INS and State Depariment — contribute names to the
list. But no one at those agencies could say who is responsible for managing the tist or who ¢an remove
fiames of pecple who have beean cleared by authorities. Transporiation Security Administration
spokesman David Steigman initially said his agency did not have a ne-fly lisl, but after canferring with
colleagues, madified his response: His agency does nol conlribule ta Lthe no- fiy Yist, ha said, but gimgly
relays names callected by other lederal agencies lo airlines and airports. "We are just a funriel.” he sald,

esimating that fewer than 1,000 names are on the list. "TSA has access o it We do nol maintain iL” He
couldn’l say who does,
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Dden s2id a National Guardsman grabbed her arm when she Iried lo help a security screener searching
her bags with a stuck zipper. The middle-aged woman, who said she was consenvalively drassed and
ware no antl-war butions, said the guardsman seemed to know her activist hackground. "He started
spouting this pro-war nonsense: ‘Don't you understand that we have to get them before they gel us? Don't
you understand what happened on Sept, 117 Arport officials said at the tme that Oden was bared fom
boerding because she was uncooperative with security procedures, which sha denias,

Instead, Oden pointed out that the American Aifines ticket clerk -- who marked ner boan‘ing pass with an
"5" ~ had acknowledged she wasn't picked by randarn. "You were going to be secicted na rmalter what,
Your name was checked on the list” he said, according to Oden. "The oniy reason | could come up with is
that the FE| is reactivating their old anti-war activisis’ files,” said Cden, who protested the Vietnam War as
a young office worker in Washington, D.C. ™It is intimidation, s just fike years ago when he FBI buit a
fle aboul me and hey calied my iandlord and my co-workers. . . . Thay did that with everyone in the
antib-war movement.* A

TOOL FOR TERROR

fre his testimony befora Congress, Mueller describad the watch list as an necessary tool for tracking
individuals who had not committed a erime but were suspected of lerrorist links. it Is critically important *
he said, “that we'have state and locals {police} identify a parson has been slopped, not necessarily
detained, hut get us the information that the person has been stopped at a particular place.” Nane of this
makes the peace activists feel any safer — about Rying or about their right 1o disagree with their
Rovernment,

"I's probably bad for (airport} securily,” said Sister Virgine. "Slopping us took a tot of staff away from
checking out what else was going on in that airpait.” Uttimately, she sald, *To not have dissent in a
Gauntry fike this would be an attack on one of our most precious freedams. This is the essence of being
an Amsrican citizen — the right lo dissant.®

ci: TERAORIST WATCH LIST Unik, TSALIST
PROCESS '
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To: _Crimi native From: Office of the General Counsel
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k2

The TSA was crealed by the Aviation and Transportation Sacurity Act of
2001 (ATSA) foliowing the September 11, 2001 terrorist attacks and the resuitant
conglusian that security at the Natign's alrports needed to be improved. AT3A amends
varigus sections of Title 49 of the United States Cade to assign responsibilty to the
T3A to provide sacurity for civil aviation and o conduct airport screening ocperatians.

TSA Statutory Authority

ATSA created the TSA as an entity within tha Department of
Transpartation and designated an Under Secretary of Transpostation for Security as the
responsibie offictal in charge of the new agency? The Under Secretary's stalutory
responsibilities that most pertzin to the issue at hand inglude:

{1} Carrying out the provisions in Chapter 448 of Title 49 of the U.S. Cede,
relating e Givil aviation securly, and related research and development activities;

2y Airport screening operations; and

{3) Receiving, assessing, and distributing intelligence information related

by the Congress and signed the Trssident .|

*ar this wriring, TSR is likely to become park of the prapaged
Dapartment of Homsland Security when legielatien to thac effect is papsed

b5 3

b5
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b2

to transportation securily,

Chapter 443 of Title 49, eniled "Security " addresses all aspects of
aviation securily, including: screening passengers and cargo; recelving and evaluating
threals to aviation; rasearch and development of modem secunty systems ang facilities;

and regulatian of secwity of foreign carriers and foreigh airports that serve passengears
tound for the UG,

in addition, ATSA grants the Under Secratary permissive (as opposed to
mandatory) authority to designate federal law enforcement officers (LEQs) and
empowers these LEDs 10 exercise standard law enfarcement powers whan angaged in
"official duties of the Administration as required to fulfllt the responsthbitities under
FATSA].' Thesa powers inciude avthonty to carry firearms, make arrests without warmant
or any federal offense committed in their presence or for which they have probabie
cause, and seek and execute federal warrants for armest or search and seizure of
evidence. ATSA alsa rquires the Under Secretary to provide guidelines by which {0
axercise these law enforcement powers in consultation with the Atomey General. The
proposed guidelines have been submitted to the Department of Justice for review.

Finally, ATSA continues the Fadaral Air Marshal {FAM) program {formerly
part of tha Federal Avizlion Administration) by authorzing the TSA to deploy FAls
aboard aircraft for what are clearly reactive law enforcement functions.

FBI1 Statutory Authority

Tha FBl's genaral erabling statute, 28 U.S.C. § 533, grants the agency
the authorily to Investigate any violation of the criminal taws of the United States. As
noted previously, 28 U.5.C. § 538 specifically empowers the FBI to investigate the
pramary crimes-aboard-aircraft viclations in Title 49, which are set forth in Chapter 465,
antitteq: "Spacial Aircraft Jurisdiction of the United Stales ™ These include Saclion
45502, Aircraft piracy; Section 46504, Intarference with flight crew members and
attendants; Section 465035, Carrying a weapan or explosiva on an aircraft; Saction
46505 which lists a variety of common'law crimes (e.g., murder, rabbery) committed
within the special aircraft jurisdiction of tha United Statas® and Sectlon 46507, Faise
informaticn and threats. Finally, 28 11.5.C. § 538 also grants the FB! specific
investigative jurisdiction for the offense listed at 49 U_5.C.§ 48314, Entaring aircraft or
airport area in violation of sacurity requiraments.

The FBI's general investigative authority also includes the aviation-related

' The spacial aircraft jurisdiction of the United States 13 definad

in g U.2.C. § 7 (5] as any alrcrart belonging in whole or in part to the
United States or any citizen or corporation thereof while riwchk airzowmalt
iz in flight pver U.5. territory or over the high seas.

4
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authadty for any offense for which a LEG is granted the power to amést, then virtually
every federal LEQ would have investigativa Jurisdiction over every federal falony.®

Faderal Air Marshals

The Federal Air Marshal (FAM) program is also part of tha TSA's statutory
autnonty. FAMs, however, are primarily 2 reactive and a daterrent forge whose
members are LEQs and are armed and placed on setected flights ta react to infight
incidents of air piracy and I i
the lives of thoge gboard

Analysis

the lawful ability co reacht promptly and respond appropriately to a
report of emergent oriminal activity without concern for jurisdictional
distincciona or civil liahiliry.

b5

FBIOGO26



tsdjrswpd e RN e PagaT]

- [.-' -|
[N

f

- |

E Tﬁfﬁﬂﬂd_lmasﬁuawa Fm%‘é} Cffice of the General Counsel s

rﬁ%ﬁﬁ\ﬁ BUREAL OF INVESTIGATION
i
|
55

FB100OZT



el e PARED
i“* “hIC
! (o, D28 3000 )
l. FEDERAL BUREAL OF INVESTIGATION
i To. Lriminzl tnvectioative From: Office of the General Counsel
' Re: QB23/2002 b2
a3

resclve [ur with the TSA. Point of contact at OGE Is Assistant Genaral
Counse Investigative Law Linit, at hIC

QGC is available to assist in these afforts and [n any ather capacity to
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Why a 'No Fly List' Aimed o st oz, st o

At Terrorists Delays Others Termor?

By ANN DAVIS
StalT Reparier sl THE WaLL STREET IGURHAL

JUNEAL, Alaska = There are abayt 100 peanle world-wide the L5, consiters so dangerous to civil aviarion it has them on o
"Ma Fly Lisr,™ ;

Larry Mlusarra, retireg Coast Guard commandsr agpd father of three, isn't one of them, A pilet and avid sutdoorsman, he is
1 lacal hero {or his daring helicapter rescues of stranded fishermen and Mauntaineers. He now runs a visitar center
overlooking Juneau's spectacular Mendenhatl Giacier,

Bur Alaska Ajirdiney' compuiers haven't Ggured that out. 1ts reservatipns system, designed by traved-so ftvare gizafnbre
HoMdings Corp., Nags Mr. Mysarrz whenever he checks in, whick Is ahout once 3 maith, when he vigis 2
developmentally-disabled sor in Oregan. At the ticket counter, Mr. Musarrs has uften watehed the color drain from agents’

faces a3 \hey read a wa rring that ke might be or the terrorist watch iist. After 3 criminal-backgroand check, be £rentually
Fees to My byt facer exira lugazge and body searthes.

The Na Fly List, quierly inteaduced after the Sept. 11 terror attacks, is designed to keep suspected vialent types alf airliners.
it includes terrorism susperts thought to pese an imminent danger te flights. Some peaple who present 1 geoeral (hrezt iy
alr salety because of viglent behavior alss make the 15t The new Trantportation Security Agency, or TSA, complles names

from incelligence sod Jgw enfercement and sends the No Fiy List to sirdines, Their job 5 to see that nobody oo the st pEts
thoard.

- HAME GAME ! It sounds simple, but it's proving tricky to exegute,
w - Many entries on the list lack details that could make it
"—"‘-5"_)lL e lele daana e [EN casy (o know if a traveler is really the persen named.
; Renderings of an Arabic aame using e Roman . And the TSA gives airlines ligle guwidance on just

i dlphabet vary by country -~ a challenge lor ainines when a Bassenger's name is ¢close enuugJ1 to one an
} as ey apgly the Mo Fiy Liat the list to warrant flagging the person for 2
- Hajj Manamed Uthman Abd Al Ragib law-enforcement cherk.
Irag .
Muhamad Usman Abdel Ragest - The resuit is that carriers are checking the No Fiy List
 Syria, Lebanon, Joman . 2 multitude of ways and coming up with vexing
. Haj Mahd Othman Abdut Rajees | numbers of “false positives” — innocent passengers
: Kuwait, Bahrain, Qatar, Saudl Arabia, Oman, : subjectad again and again ta law-cnforcement
- Yemen, Uniled Arab Emites i

| reviews. The flagging of some fiers who wers
! political activists has even led to suspicions the
government was grilling them becanse of their views.

. Hapg Muhammag Osman Abdumra’ ib
Egvrt Sudan

Hij imhede:} Otmane Abderaqib _ in .
v Tuniss, Maroccn, Algena. Mauntania | These inconveniences may seent liks 2 small price to
: pay iFihe system improves security. Bui the Federa)
7 Bureau of investigation, which contributes ta the No
Fly List, says the list has helped catch very few terronsm suspects. While that might simply be
because the terrorists haven't tied o fy lately, linguistics experis say that if they did -- and

| SourH Languags Analysis Systama

-
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particularly if they had Ambic names -- it's far (rom cedain that current methods would flag them,

Qe revson: In chiecking passengers aguinst the No Fiy Lisi. somte airlines use lechnigues that were
desiyned decades ago, and lor an entirely different task: 10 lel ugents find passenger veconds
quickly withaut having a full name or a name¢'s preciss spelling.

These "name matching” systerns also help airlines spot abusive bookings, in which travelers
reserve 3 bunch of flights under slightly varying names. The idea is 1o cast a wide net. But when

applied to a watch list, they have the perverse effect of flagging numerous travelers whase names
are merely similar to one of those on the list.

One name-matching technique that airlines have used, catled Soundex, dates back maore than 100
years, to when 1t was invented to analyze names from the 18590 census. [n its simplest form, it

takes a name, sirips out vowels and assigns codes to somewhat-similar-sounding consonants, such
a-s ||':|l aIld "'Z,“

The result can be bizarre. Hencke and Hamza, for exampte, have the same code, H520. [fthere's a

Hamza on the No Fly List, 2 traveler named Hencke could be puiled aside for a background check
before being aflowed to board.

A 4(-year-old method designed specifically for airlines does something
simitlar, stmpping names down to consanants and pulling up names that have
the same consonants in the same order. A third technique sometimes used by
airlimes hunts for matches based on the first few letters of sumames.

Hence Mr, Musarra's troubles in Suneau. In an aigorithm used by Sabre,
whase software runs Alaska Airfines’ reservations system and tnany others,
"Musarra" appears to pop up as a match for any name starting with "Mus." A
fair number of names from the Mideast and Central Asia begin that way,
including at least one an the No Fly List.

Exactly what techniques airlines and firms such as Sabre use to check R e
passengers against the hist is impossible to know. They won't identify their Lawry Musarra
formulas, and the government doesn't want them to. But some current and former industry
executives say most airlines -- while making periedic refinements, including since Sept. 11 — still
use roughly the same name-matching tools as they have for decades.

Why nat just mateh names precisely, and question onty people whose nameas exactly fit ar entry on
the No Fly List? That wouldn't do, either. Many pecple's names have a number of vartations, such
as William or Bitl. Many are spelled ¢ither with 2 middie inttial or without one. And non-Westemn
names can be rendered in the Roman alphabet in a host of ways.

A name written as "Haj imhemed Cimane Abderaqib” in Algeria might be "Hajj Mohamed

Lthman Abd al Ragib” in [rag, and as "Hag Mubammad Osman Abdurma’ib” in Sudan, according

‘¢ Languays apaivsiz Systems [ne.. 2 Hemden, Voo, company thai does name-ansiysis work for
5y many federal agencies.

One wanted ierronsm <uspeet, Adnan G, E! Shukrdjumah, uses {ive aliases. The six hames can be
transiated a total of more than 500 ways, says Language Analysis Systems. The firm adds that

foreign words can alsc be mistaken for first or last names, such as "Effendi.” which ts an henarfic
far "Sir" or "Mister" in some Mideastemn languages.
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Anolher quirk of sirlines' systems is thal groups thal purchase thair tickets together end up in a
stivgle traved record. Ifone member triggers a hit oat the watch list. computers lock up on them all.

A year age in Milwaukee, Midwest Express pulled aside |9 members of a group called Peace
Actiont Wisconsin headed to Washington for 3 "teach-in" about U.S. military tnvolvemen! in
Colombiz. The group, which included a nun and a grandmother, had to wait for sheriff's deputies

to run immigration and FB{ background checks, according to records of the incident. The delay
caused them to miss their event.

Four months later in San Francisco, Jan Adams and Rebecca Gordon, co-founders of an antiwar
© newsletter called War Times, were pulled aside for police questioning when they arrived at the

ATA Airlines counter. An FBI search tumed up nothing, and the women, both in their Afties, were
allowed to fly. '

[n both cases, the groups were 10ld they had maiched the No Fly List. But these incidents and
others fed the nation among activists that the government was targeting them. "When is a nun
considered too dangeraus to get on board a plane? When she's a peace activist,” said one of
nurmergus critiques, this one in the newspaper Soctalist Worker.

But three months after the Milwaukes incident, a report by the county shenff's office said the
tieident was due to use of Soundex in Midwest Express's reservations system, which uses Sabre

software, A security official for the airline says that a group metmnber with the last name of "Laden"
might have helped trip up the group.

As for lan Adams in San Francisco, she was one of a number of Adamses with the first initia] ]
who were stopped last year. They included 23-year-cid Jarrett Adams on June 3, $5-year-old John

Adams and his wife on June 16, and 34-year-old John Christian Adams, who complained to the
TSA last July.

The apparent trigger: A Joseph Adams on the No Fly List, whose entry gives little data besides a
bicth date. Officials at ATA, the airline Ms. Adams flew, and some other carriers say they are
{rustrated that the watch list doesn't have better data to eliminate nusmatches.

One needn't be an activist to get caught in this web. Last Apnl, iwo San
Francisco airpert police nificers cornered David L. Nelson. a 56-year-pld
bank executive, as he checked in at Alazka Airlines. “They had hands on
o; their guns. They asked was ] an American citizen and who am " Mr.

=1 Nelson says. After a half-hour of questions and database checks, they

( ¢leared him. He says hus son, named David C. Nelson, also has been stopped
as 8 Mo Fly List match.

At Qakland [ntemational Atrport, Police Sgt. Larry Krupp says he has
rlearcd =0 many innocent "David Nelsons™ to board that one of thern now
vLiys hiume catlee. Thete 13 4 same very simubar to theirs o4 dae Mo Tl List

TP N /

David Nelsan  p1,; qvery sheck. Sgt. Krupp must thumb through an 86-page,
nonalpnubetized list of nemes. "The vast majonty of limes we go there, they're not aven on the
list," he says Sgr Krupp u2ys he has bad only one itue match, a man he describes as an Af
drug dealer.
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Newer methods exist, which take into account names' cultural erigins in order to come up with
more-relevant nuwg variations. Some povernment agencies are staning to use them. But wrave]
consultants say hard-pressed airfines have beea reluctant to spend money Lo improve a sereening
funetion they betieve should be done by the govermment -- and that the TSA has said it eventually
will assume. Aidines would rather leave it 1o the govermment to rule 3 pasgenger in or out. Mo Fly
List entries can include subjective notations like "is sickly with asthrna, uses a lot of hand
gestures,” as one did on a recent copy of the list ceviewad by The Wall Street Journal.

A wide variety of reservalions systems have their genesis in the Sabre systen, which

Interoational Business Machines Corp. designed for American Airlines in the 1960s. IBM later
built similar systams for other airlines.

Lightning fast in basic reservations cheres, the mainframe-based systems are less well suited for
other tasks, such as clearing a frequent traveler to fly once and for all. In most aitline systems, the
Nao Fly checks are set up in such a way that the computer treats each passenger as a brand new
name, even if he or she has flown recently and was cteared in another flight record.

The T3A is considering a way to put fliers who've cepeatedly been mistakenly flagged on a "Fly
List." But even if this proved technically feasible, security officials at airlines and the TSA would

still have the challenge of making sure they weren't vulnerahle to letting 2 dangerous person of the
same name slip through. :

Records obtained in a Freedom of Information Act suit brought by the Electronic Privacy
Information Center show that the TSA has received complaints from mistakenly flagged customers
of all majer carriers, which use a variety of softwarg to process passengers.

One reservation system used by severzl airlines, Shares, uses "the same type of {name] matching
that has gone on for 14 to 15 years -- actually longer,” says Michael Hulley, an executive of Shares

owner Electronic Data Systems Corp. He will identify only ene method Shares uses: matching
the first few letters of a name.

Another competitor of Sabre, Galiteo, says it looks for exact matches on names of strings of
letters. But Galileo officials try to spot No Fly List matches in advance of a flight and pre-clear
passengers who clearly aren’t the person on the (ist, says Chuck Barnhart, an official of Galileo.

sabre wen't disclesy s currant name-matching methods, but a spekeswoman, Kathryn Hayden,
says Algonthms are not static -- they change, they are updated " Szbre says different airfines can
use its software in different ways. "It's up to each airline to determine how they implement the
govemnment requirements for the No Fly Lists," Ms. Hayden says.

Oz carmer that uses Sabre software, Alaska Airlines, has more than its share of falss No Fly List
matches, judging by the records cbtained by the Electronic Privacy Information Centar, Of 34
compaints to the TSA where the airline was identified, 11 cited Alaska Ms. Hayden says such
mendarzl avidence Aeesn't nrove Sgbre's software "savses o graater number of false his.”

darbara und Denmuiz Musante. 1 Califermia cuupte, 0ok their compiaint up the Alaska Airlines
chain of 2omnard after being delayed twice. Ms. Musante saye an airline supervisor finally told
her the first four letters ot therr last name miiched a suspect. though they themselves weren't on
thie list. The T3A confirmed they weren't. in a leter, the TSA addec Gow n L. - ow “the heneflis
of such measures far outwelgh the inconvenience.” '
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Mr. Musarrz, the Alaska man who has faced many delays, has tried everything he can think of o
¢lear his name once and for oll. He pot Sen. Ted Stevens to contacl the FBI. He teld local TSA

people af how their boss in Washington, retired Admiral Jumes Loy, once honored him for his
wark an an ail-spill cleanup exercise.

For his monthly Nights, Mr. Musama has developed a routine: Ty to check via the [ntemnet the
night before the Bight; get rejected. Arrive at the airport hours early, go to the self-serve kiosk; get
rejected again. Go to the counter, wait while an agent calls a supervisor, wait more while officials
take his [.[. to a back room to phone security officials.

Invariably cleared, he boards, but the clearance tasts just through the end oF his round tnp. Ofien
he 15 bringing his son Tim home for a visit. Tim Musara, 12, also sets off No Fly List alarms.

& college-ags son, Aren, has the same problems, Mr. Musama says.

Then there's Mr. Musarra's adopted son, Jonathan Paul Sung Ho dMusarra, 15. A high-school
wrestter, "Sungie” is the reason his teammates have to get up at 3 or 4 a.m. for meming Bights 1o

their meets. Because they buy group tickets, the 20-plus wrestiers, chaperones and coaches show
up on the computer sereen as No Ely List hits,

A spokesman for Alaska Alrlines, Lon Cancelmi, says, "All of these false positive issues concem
us greatly. We're absolutely committed to working toward mitigating all of them to the maximum

extent possibte.” Recently, the airline began having employees scrutinize alarms generated by its
computers m advanee of flights, in hopes of clearing misflagged passengers.

That seemed © help Mr. Musarra on his tast flight. The camputer still flagged him, he found
himself unable to check in via the Web. An error message told him he needed manual assistance.

But when ke got to the zirport this time, Mr. Musarra received a boarding pass without the security
[EVIEW.

The TSA has been trying to get the message to airlines that they should focus on matches of full -
nanies, not just the last name, says James R. Owen, a TSA official in Juneau. Longer term, the

agency is working an an advanced passenger pre-screening system kmown by the acronym of
CAPPS IL

It will scour not only watch lists such as No Fly but also criminal records, credit-card transactions
and identifiers such as address and date of hirth to detect suspicious patterns. The TSA envisions it
as "dramatically reducing” the number of people flagged. Privacy and civil-liberties advocates fear

just the opposite — that the increased ways to attract suspicion will result in even more passengers
bemg wrongly tagged.

Write to Ann Davis at ann.davis@wsj.com!
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THE NO-FLY LIST

Is a federal agency systematically harassing travelers
their potitical beliefs?

By Dave Lindorft

I anything is different after 9411, it's
air travel, as passengers endure long
lines and extra security checks at
airperts. For some passengers and
wauld-he passengers, thaugh, air
travet has become something much
mate harrowing, 1= the
Transpartation Seeurity
Adminivtzation targets politicat
activists for harassment,

For manths, the T34, a federal

zgency established a year age to protact the nation's transportation system from terrorism,
it bad a blacklist of people to be singled out by security staff for special inspection and quest
But in mid-November, in an interview with this reporter, spokesman David Steigman
ackngwicdged that the government has 3 list of about 1,606 people” who are deemed “thre
aviation” and not allowed on airplanes nader any ciccumstances.

Steigman added that the T5.4 itself has no guidelines defining who is put on the kat, buz ratk
velies on names provided by othar federal agencies, guch as the FBI, Secret Servies or iNS. 1
T3A alia has no procedures for people to clear their names and ger off the Yt

Tt appears, however, that this is only part of the:story. o3t of these why have heen singled |
special interrogatian and searches of their fug Zape and Ligir pemsons, &t least thoxe who haw
Poblic with their experiences, &learly are nat - tireaty to aviatiug.” indeed, many have been ;

ALL INFORMATION CONTAWED

| EEREE 5 u_mcu::—aﬁj - ARG NLS/ﬁ G/&L

CARE 03 -1114

http:,r'jwww,inthesetirnes.com{issuefz?mz;‘featu red.shimil
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By Laurgrce Pantin
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Ut doras,

Globalization's Dirty
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By Mark Engler

How govermments
subrsidize “free” trade,

Oon't Drink the Water
Ey Fatrick Michael Ruckar
Cuban embargs hits naw
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advocates of nopviolunce,

Consider the experience of Jahn Dear, 2 43-year-old Jesuit priest, meraber of the Cathalic o
Eroup Pax Christ and former executive director of the Fellowship of Reconefliation, an inter
glabal peace organizatian. *! fiy just about every week " Dear 1ays. “Since ofay, ['ve been tak
agide 3t the boarding gate every single tima wed searched and questioned "

He describes one particularly disturbing experience. *I got to the Southwest Aitlines gare at
520 Jose airpodt, o my way to Log Angsles, bt as socn as the attendant s my boarding p
shouted, ™fou tan't be here. You have to e searched?

“Everyane’s jaws drapped, and a1l the passengers hacked away from me,” e recalls. The Rig
delayed while Dear was taken aside and minutely searched, with more than 190 passengers
laking on necvously.

———

Crthers, lik= the Green Party's Nancy Oden, have reported being detained by srmed soldiers,
like Gieen Party leader Doug Stuber, questionsd by Secret Service agents, sometimer at suc]
lenath (hat they missed their flights. Tn most cages, they ulimately wers prrmitted to fly to)

destinations.

Asked if such peaple are considered “threats to aviarion,” Steigman x2id no. He speculited T
they might have gotten on the list becausa they committed feders! felonies. Some do Mave o=
In Dear’s case, he went ta jnil for ceremonially whacking an P-15 jst with 1 hammer in an a¢
¢ivil diszbedience.

But naee of the people whose cases In These Timas has examined bad any bistory of violeno
would suggest thay might be a threat o airline safoty. Indeed many, ke Dear, are acdent pa
Whiat thry seem 10 share is opposition tothe Bush administration's war policies end itz attan
civil libertiss,

So what ix going on here?

Asked if the Y3A has 2 second list, one not of the “threats to eviation” wha waild pever be aj
to get on 2 plane, but rather of polifical activics whe ara 1o be singled ot for intense scrutin
interrogation, Steigrian said, T don't lavow. 1L have to logk into that.*

A dsy later, he came back with & curiously candid, it ryther alarming, answer. “I checked wit
Jecurity people,” he s3id, “and they said there is no second list” Thez, aftar 3 pause, e adds
course, that cogld mean ane of tiwa things: Either thers is no sseond 1ist, ar there is list, am
they're not going te talk about it for secunivy ressoms.”

Some of those who have been stapped for speeial seruting by TSA agents in recent months b
basn specifieally told that their names were "on a list.” Last spring Virgine Lawinger, x vq-y
old nun and 2 member of Peacs Ackinn, was sopped ut the Milwaskas airpont 2long with sm
other members of the zraup on their way to Washingran to lobby the Wiscansin congressior
delegation against military sid to Colambia. She sa¥% they were told at the Gie by local shey

1/
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deputies and Midwest Fxpreas ticketing personne] that cne or several of them wers “on 2)is
that the TSA had instructsd airpart security o keep the group off the plane.

Lawinger, with the help of tha local ACLTT, fled 2 Freedom of Information request with the '
eatly October, seeking to lezrn why the had been barred from her flight. A manth fater, wor
buck that the TSA had a fle on her, though 2l the pages were withheld except for a ropy of ¢
clipping from the lucal paper reporting an her experience ak the airpart. It isn't knerwm whet
other infermation in Lawinger's T5A file contains information predating the airport inciden

Barbaza Olshansicy, assictant legal director of the Center for Constitutional Rights (OCR) in
York, reports thas she has been stopped and ssarched every time she has Aown singe ¢/11. 0
three of thoss eocasions, she was forced o poll down her pants in view of other travelers. Ot
those times, when she demanded to know why she was being siogled gut, the airline agent a
gate threatened ta bar her lzom the plane if she raisad 2 fyss and added brusqusly, “The con
spit you aut. [den’t know why, and 1 don't have time to talk to you ahoet it

g w

While few would object to the TSA's mzintaining 1 propetly coenpiled list of gennine "thrent
aviation” or preventing such paopie from bonrding planes, it would appezr that soch a *ng fl
i5 not the gne leading ta all the harassment of political attivigts, who, after all, usually do gei

Narncy Chang, a senior litigation attorney 3t the CCR, who alsa has heen singled oyt for sear.
and questioning 2t the airpart, says the government is *laveraging legitimate air safety cones
into a program that targets law-abiding Americans for questiening azid detention based on t
political viewpoines.”

Fathet Dear sgrees_ 1 think what they are doing is harassing people who are oppazing the w
publicly speaking cut against administration policy,” he aays.

Omne hint that this may be what is going on wis provided 1o the Green Party’s Stuber, When
Secret Service agenis called in by the TSA security guards arvived at Raieigh-Durham Airpor
imterrogate (and run 3 retina scan on) him, he says they came armed with 2 loats-leaf binde
which they left open near him a5 he was being questioned. On zn rpen pige, heclaims he we
to discem alorg list of progressive political arganizations. Among thoas he wag wble to mal,
ciearly an the list: the Green Party, Greenpaece, Earth First! and Amnesty Iternadonal. 5iv
interrogation in Ootober, Stuber, an agt dealer, says he has been unakle ta get onto phing,

Confirmaticn of a TSA travel blocklist is Farticuiarly traubling to vil-liberties advacates, be
the names of peopls to be subjected 10 extra security investigation are being made avajlghle
Private companies. Alrline computers at airport boarding gates ace flapging prople. These i

tot being closely held within the natjonal security of law-enforeement fles, but are appaven
being widely dispersed.

In fact, this seems ta be the new privatization approach of the sdministradion when it cormes
Homeland Security. The Wall Strest Jownpl reparted that the FBL made its list of people we
even remate links to terrodam—having associated, perhaps inadvertently, with 3 terpor sy

for example—avaiable to a wide range of private companies. from banks and rental-car corr
to cagings,

shtm| 1/8/03
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Says CCR's Qlshansky: *It's bad encagh when the federal poverament hag s like this with
guidetines an bow they're campiled or how to uce them, But when these lists are then given-
private sector, there nre even lese conteols over how they are used or ratsused " Since airline
always had the right to decide whether someone can board 4 plane, she observes that provis
guch 2 list 2 an aicline reprasents « “tremendous chilling of the First Amendment righttou
and speal: freely.”

This week, the CCR anneunced that itis considering a Tewsnit against the TSA. A number of
whose travel has heen interfered with have signed on as possible phintf, and CCR is invit;
those with similar experiencas 1o contact them, Meapwhile, the ACLT has posted 2 a0-fly

complaint form to fill out on its Web site for thase who are hartssed or prevented from fyin

Calling the existence of such travel blaeldists “an sbvious and egregious violstion of the First
amendment. because it parmits both discrimination agsinst a particnlar viewpoint and bee:
i1 2 prior restraint on Amerizang’ fight to trave),” CCR Legal Dirsctor William Goodman say
U.5. government appears to be targeting citizens because of their haliefs * B

Dave Lindorff, a regular contributor to In These Times, is the auther of Killing Time, ane
on the case of Mumia Abu-Jamal.

Return to top of the page.
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FEDERAL BUREAU OF INVESTIGATION

Precedence; DEADLINE 11/15/2002 Date: 10/2373002

Ta: All Field Offices Attn: ADICs

SACs
IT Program Manager
OT Program Manager

All Legats
&ETts ' ug
Counterterrorism Section Chiefs

Fram: Counterterrorism

HISEWS/TWWU/Room 11303
Contact: 5585

Approved By: D'Amurs Pasquale

Piztole John 2 =IC
MlllEJ.' Mark E V%/
( -
2
Drafted By: e
i /"
Case ID #: {P&nding}/s.\!}bjl
Title: TERRORISM WATCH LIST D3
Synopsis: This commmnication summarizes the evolution of the !
rrarigm Wateh Li ete forth eriteria and
Referepce: nZ

Details: By EC dated 03/19/2002 (see referenced serial 237), all field
offices, FRINQ Divisions and Legats were advised of the creation of a
permanent Terrorism Watch List (TWL). The purpose of the TWL was to
serve as a centralized repository of names of investigative inrerest
relsted to terroriam dimagkisationa |

ba
AL INFGRMATION CONTAINED

“‘Mﬁ%&m 61 NLsfRe/cat

Cados - fﬂﬁq

el e . FBIQQO47




fam'ng Foints for the Dreciar Gonceming __ﬁ TEA Na EWM_L&E

From:

To;

Date: Wad, Apr 24, 2003 2:19 PM

Subject: Talking Points for the Direcler Conceming the TSA Na Fly/Selectea Lists
] oTe

Altached are the talking points you requested for the Director concemning TSA's No Fly and Selecles List,

cC:

£LL INFORMKTION CONTAIRED
SR 103 07 N e onL
8Avaz-/119
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From:
Ta: LEGAT VIENMA

Date: :
Subject:

b2
b5
biC
B7D
bYE

Howaver, you could direct them to one of the following persons who may be able for further assislance:
|______‘TSA intelligence Waich I:islrihutas the lists ko me)

Haope this helps somewhat, [ve cc'd the TSA Detailee hera,:bs he syrely might have ather
nameas o conlact.

[ 1

Mﬂfl‘ Vienna 10/7/02 4:45:23 AM >>>

Additionally, | have read many &-mails back and forth on the topic of dissemination and nothing seems
clear. | assume the US military can have a copy of this ist. f not, kindly advise.

cC: [ TSALIST PFROCESS

Cm e FBI00049
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From: | | 7D
To: ALL LEGAT GROUP. Aviation Fieid 17

Date: Tus Sep 17, 2002 8.05 PM
Subject: | I\'u Fly List

i forward the attached for your information. Knowing this group, there will undoubtedly be some wiss
comments and observations, which | welcome.

Thanks.

ce: - Aviation-CIRGE&Training, Aviation-CTD; Aviaiion-03...

AL INFORMETION CORTAMED

WM&M rxlts(ﬂe/CaL

~1719

FBIODOSY



From: | |
Sent; B 58 PN

To:
Cc:

Subiect: “Re: Meal with TSA and FBI Counsel ré 15A lisls

Manday at 3 is fina with me. | may be bringing 2 TDY agent with me, as that Is his first day hera and he is an Airport
Agent. sa this will provide the fisld perspective, if any such questions arise. R7C
) 602 4:45:268 PM »>» _

al’ ounsel calied and suggested Menday aflernoon at 3. Is that okay with you? | assume over here so |
hava reserved our OGC conference reom, 7426, 11 clanfy deiails and talk to you bafore that.

>4 los/26/02 10:50AM >>>
| please st 1k up a5 soon as possible, Mon afterncon or Tugs. thanks,

x> !'51’25-"{12 10:47:21 AM >

Just et me know when the meeling is going 1o e, and whene.

[sJEw

>3] PE2502 05:00PM 35> b7E
[  are'you avaliahle earty ngxt week to gn ower the Nu Fh.f and Salm:tea lisks mth ﬁhe TSA cuunsal? ﬁ.s

T {2502 1:41:27 PM 20>
[calied he T5A counsel and he wants to meet wime, you anc[%}u leam mare about the watchiists and what
should all da abaut it. | think that's a good idea. \What is your availabifly this week and next? and can you find cut whad |
is?
L led | | pic
o] Psr24102 12:19PM »>>

Attached are two pieces which I've ‘written or contibuted to relative to the Watch tists. [n , the second "tullet”
taiks briefly about Project Lookout tranallioning into the current Walch lisls e axtensive, and is a
combination of answers provided dnﬁ me about the TSA Nists versus other Isls, i.e., the F8I's Terrodsm Watch List,

Perhaps this will giva you sorme additional info, maybe noL..

L]

5SH Kfax) ALL INF !
Civil Aviation Security Program, Room 11795 b2 HEreLTOPMATION CORTAINGY

; i i FFI
Domestic Termvism Counlerierorism Planning Secion L7C At A%ds
Cauntertercarism Division A Mé

"/ 777
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From;
Sent:
To:

Cc:
Subject:

BIC

[ Tt ai possiote 1 witt attempt to attend this. AMC

B 1050 AM >
2s€ 34t it p a3 300 28 poasikle, Moo akermoon or Tuas. thanks.
Pﬂ HEATZH AM 23> b7C
LS 1B e ke

whan |hs mesting 13 going (o ba, and whers.
e

L 2 05.00FM >>>

= YR AuRIen gany next week Lo po over the Mo Flg.-r and Selactas llets with the TS4 Counsel? As | mentaned In @ prendous amall, | spoke with
slerday abolt the ksl “basics™, bul | was not atle to identify the criteria, for one, a4 to what makes one a Tknown™ V8 2 “possible® threat o
, and glher ls5ues o starviewing passengars on the bagls of ba lst, 8tc.

.

BIC
GES02 1:41:21 PM »>>
S counsel and e wants io meed wims, you IR mofe 3 walchiats and what wa should afl do about (L | think,
s 2 good igea. Whal is your avaiiabllity this wesk and next? an you find gul what ?
_ |eaf ] B7C

s | PEF24:02Z 12:15PM >
Attached ar twd plecas which 've writien o i jwa 3 the Walch slz., | " tha second “buliat” tatka I Froject
Lookput ransilaning il the ciment Wateh li " ia more extansive, 15 & camaination of answers provided d me
about the TSA lsis varsus cther llsie, Le_, te FB's Termn

=T WY atch List. Ferhaps His wili give you some sdditional infe, maybe nol....

55 bav)
qﬁmsmmg::mgs b2
b7

, Romagti Temorism Counteremorinm Planning Sacton

C
aiL HFORAATION CORTAMED
5 126 JALS/AG
W‘d-ﬂ ~/'7 a?
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Fram:

Sent: Wadnesday, August 07, 2002 1:43 PM

Ta: kIC

Cc:

Subject: Rie. Lepgal dissam of No Fiy List . bz
b5
nlE

Adl, the N Fly and Selectes lists are contralled by the TSA and a8 s
he dissemipgied puiskde of (he LS. ntelligenca community if that tar

22 bews 5:52 M x>
W § h1c

“This s probably a tricky question depanding on & whom you wish o give It and why. IFyou have an FAATSA rap at your embasyy, K mighl te basi Lo
discuat this with tham and et ma know what hay say. [ve been answering this quaston for other wgats, but sach Iagar's situation may b differant.

| think it should be disseminable b alson conlacty responsible for avialon-secordly matters, meaning fa potice ak Ha arport who wilt be: Intendeming
potential matches 1o tha llsL Yau can’l conduct the inleniews... Bayond that, we have mads no dadslons as o puthg twass folka in BOIC, and what
10 da if they are shapped on 2 street comer. | am perutisd, by TSA, regulation now, i dissenminate wiihin my agancy, and e camien s pemited to
disseminate logally o law anfarcemenl, 5o if you give |t 10 (3w enforcamert, spme thing.

Hopabully, you £am ook at e purpase of the list, and go fom thera. Thanks for your quaston, | you i |nko probiens or cther quastioas, plaase et
ME Krigmw.

zxd I,a.rsmz 1:11:06 AM »»>
L L7C

Can we dissseminate His Lsl i fonegn Hedson?

1

R | DHM/G? O558AM >
['ve: recaived a coUme of quaslions from Leagats about e lists, such as whether the names. are in oihar databasss, ale. |1 answsr 28 1 can and oo
gyeryone, and then iy to compite a compeehansive infa ghoat al same paint. For example, sinca e FEI is onty one agniribula b thesa listg, | cannot
say what other dalabases may contain ALL thi names. Howewar, it ls very Kikedy il @ dot, H not ab, of the rames are 11 TECS and Visa/Yiper, bacauss
those agancies ofien rachiva it same Info that the 7O perivea, and thoge 3gencies nput names whather they snd up on the TSA Jists or noL 1am
hoping hat amy FB{ antity which adda a e to this kst Also seay to |t hat the nama s added o alt the other Ests a3 weh.

Plaaze forwan] s mak as appropriate within your offices and to Cf‘.lth.rhr Agent Thank yot. b2

+* Recipients of this fal have ekher been designated ag Almart Liatson Ageats of hava dulies and respansiilifas which nacessitale, or are enhanced
Ly, awarenesa of Transporlation Samurity Adminlztration {TSA - fomardy FAA} sacurity hformation.

Thase tists and general guidance for FBI response o possibk name matches ot TSA Kats may ba Eurd a| |;m
Ine FBI Intranet, and alae on LEQ, Special Intgrast Grups, FH1, Member Arga. Tha Usls ane sored two wa
numioer, -

ss:'j [laxl
Chal Avabon Topam, Room 117495 o

Damastic Temonsm Countarermism Pianning Sedion
Countererroriam Division R7C
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From:
Sent: . .
Ta: ETC
Ce:
Subject: No-Fiy List
E Anclhar fing | )
“on the No-Fly L]

|+i|‘|

Arvpwiay, scmelhing more g think about

[ ]

b

AL NFOSMARON AN ANED

ﬁ%‘ﬁﬂ MMﬁﬂé/éS

53- /777

b2
b3
bIC
b7E
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From: C__

Sent:  .9¢ ~Thursday Ociohar 172002 11:23 AM
To:
Ce:
Subject; Fwd: Re: Terronsm Watch Lisi, alc.
L
( have dealt wi n DT (who dissesminales the No-Fly Hst io flald offices and provides them guidanca on what lo
responge io A "hit™) and the peapla on thoas: concanms a few months age but ot e TWE people direclly. Faeel frea o send it

altlnough 1 realize the criminal law/procedune concems are not really his lob to fend to directly.

L1

»q JOMTIOZ 11:08AM »»>
L |1 send iha irdormation Lz you for the eiminal b [ssues that you rised, and nol (he intel issues, |can determine from your

whethier you are dealing with TWL people regaring he issues you reised In your responsa to ma. If not, M forwart your response
unless you 4l 30 sepacataly. Thanks.

»» Q17002 (540NN grarce
Than

B7C

1 ¥l b2

t¥a | OHB/OZ 01:56PM 353 k3
enlioned thal you would be reviewing this for 1LLL BIC
[t s Tp L1E

ﬁg%m.‘ AT LONTAINED
sl st
Vs

EBI00OSS



From: ——

Sent; biC 17, 2002 9:45 AM
Tos |

Cc:

Subject; : Re; Termorism Watch List, slc,
Thanks)

] b2

| DHENZ 01 5EPM 2o z
antiored that you wokd ha raviewing (bis far ILL. bTe
ETE

BIC
agté éHFﬁHh.A_.-!Lr-! CONTHED
of l\fl ZSWﬁ
03-/777
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From; ”
?:?t. W70 er 10, 2002 %11 AM
Subject: B lefrorism Watch {ist, els.

1

o)t
s JH1002 07:53AM 25> ;
Kaw coma you were not part of this e-mail? Are you aware of his? Plaase review and lat me know what you think, 23

B

BIE
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Ne:Fly Guostion

B7C
movemant.” A

TOOL FOR TERBOA

In his testimony batore Congress, Musiier descrbad the walch lisi as an necessary toot for iracking
individuals who had nat committed a crime but ware suspected of terorist links. "It is ertically gnpartant,”
he said, that wa have state and locals {pofice) identify a person has been siopped, not necassarily
detainad, hut get us the information that the parson has been slopped ata paricular place.” None ot this
makses the peace activists fesl any saler — about flying or abouit their right to disagrea with their
governmant,

"Itz probably bad for {airport) security,” said Sister Virgine. "Stopplag us took 2 ot of stat! away from
checking out what else was going on in that aiport.” Ulimaltaly, sha said, “Ta not have dissant in a country
lika this would be an attack on ona of our most precious freedoms. This is the essence of being an
Armerican citizen -- the rignt to dissent.”

CL:

LI P R e e A N LT T T A LRI o DT I s e - .
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From: |
S I Y )

‘Subjact: Re: Na Fly List Issue
L I

No, 1 have nat heard anything, but | would be pleased if the SACs would talk o someons about . As wilh
everything else these days, there probabiy neads to be an MOU betwesn Ihe TSPu and all the suhmithng
aganmes that no names wifi g& on the list without associated gendel : g [Bgs

, u th lem des al
j I b2
[S) )
B2
B7E
tf;imi_ﬁt help yat: further, except that twll sead a copy of the below emel directiy t____|
By the way, I'm relirng from the FBion 12/31,and S84 Jill be the Civil Aviation Security
Program manager, if you have further queslions or need additional help, Plaase give my best to SAC
Knowiton.
Regards
”il | 2726102 12:10:14 PM >>>
" Do you have any update on this matier?
Thanks,
> 12112 11:20 AM >3>
bl
b
bJE
(l.
£s)
Please talk td Yo see if TSA will require the subznilii i
tion forwardsn 1o 1A for inclusion on the list and to pleas
- (s
S serED By, U LoarI NG e e/ca ¢ ;?;Imm N
REASON: 15 ( ¢ ) i S Eeers v RCLASS Ty gy
gscmégtw o) | s LR iy
B03-1119

FBIOO039
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[RecNoFly List 88Ul @ e o o i e e S

=iC

Fm sure an expeditious responsa will ba most appreciatad by all concerned. Thanks. E

SSAL _ _fran)
Civil Avistion Securtty Program, Room 11785
Domestic Terrerism Gounterierrorism Planning Section

_ Countertaryoriem Division

b2
be7C

>3 ~“hz2n0m02 12:08:13 PM >>>

SAC Knowllan would [ike a resolution to a recuming problem weve encountered in LY regarding a No-Fly
List {NFL} issue.

bl

=/

& probem nas Qeeu. TGS Over The past 1ew 5
and fras nol been recaned. “iS)

Your attention In Lhis matter is very much apprecialed.

bIC

Loy - Aviation-CAS Prograr,

e L FBLOGOGC



Subject: Re: T3A No Fly List

—-— Qriginal Message —--
me:| kEi_?IIﬂ

Tol . 02
BE7C

CC: uI_ I (33

(E-mail)" o7E

Sent: Friday, Tuty 05, 2002 5:30 PM
Subjeet: Re: TSA No Fly List

Hellq

Supervisory Special Agent

Civil Aviation Security Program .

Special Events Management Unit, Room L1795
Domestic Terrorism Counterterrorism Planning Section
Counterterrorism Division

Federal Bursau of Investigati
tfﬂx}
- Originat Message ~——-~
Froml l

T
Cd
] |(E-maily*
il mmmmn:;ﬁ g&ﬂggmm { /
l&ﬂt%nsme Et fo‘] PJLS acles
(o404 32-1NNG
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To

R.:fmmca

bi

biC

Subject: Re: TSA No Fly List
Date: Tue, 18 Jun 2002 21:31:57 -M00

Hi - I'm working late, which gives me time to answer. [ have besn =

preaching the exact same problems here, but perhaps it will megn more 1o =

my bosses coming from yo

bBID

b3

be
biD
B7E

b7C
ALL IFORMATION COTANED
B 8-O2 Tl L0aLn Nes

Co%03-101g

{ne. /oac_
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Privacy Issues - Follow-up

Follow-up after 12-20-02 Mtg with Director on Privacy Issues

Racia! Profiling - Check on OLP Guidance {Done-Nothing forthcoming)

Re: Watch Lists (TWL, No Fly List/Selectee List)
Talk to Larry Mefford about Protocols as to who goes on list, and huwn be

remaved, criteria for Terry category af detain for questioning by FB

Follow-up on MOU re: Tip-Off Terror names into NCIC

Re: Investigations relating to Public Places and Events
CDC Conference scheduted for January, put it on agenda for discussion to deterrnine
whether it is being done, whether they have cuncems‘

Re: Schools/Libranes

Prepare EC or e-mail instructing that if maki on-specific request for records in
absence of predication, check with OGC ILL)
Tuchﬁnlngy Review Board

Move forward on design, furmatinnl TL.U)

Designate OGC Attomey to monitor ongoing privacy issues

Prepare Talking Points { )

Prepare Brigfings/Speeches

ﬂ%ﬂ?ﬂ@h‘ﬁﬁm {‘.DNTMHED
b ?MM/AG/E
3~ /777

FB10G065
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Far Afjeld: FBI's Post-Sept. 11 'Watch List' Mutates, Acquires Life of Its
Own

Bureau Gave It to Companies; Now, Qub-cof-Date Versions Dog Some People Wamed
Still Cicing the Atta Brothers
By Ann Davis

LAS VEGRS -- When a patron at the New York-New York casino plugged his
freguent-player card into a slot machine one day this summer, something strange
happened: An alert warned the casine's surveillance officials that an associate
of a suspected terrorist might be on the grounds.

How did a casinc's computer make gsuch a connection? Shortly after Sept. 11, th
FBT had entrusted a quickly developed watch list te scores of corporations aroun
the country.

' Departing from its usual practice of closely guarding such lists, the FBI
circulated the names of hundreds of people it wanted to guestion.
Counterterrorism officials gave the list to car-rental companies. Then FBI field
agents and other officials circulated it to big banks, travel- reservations
systems, firms that collect consumer data, as well as casine operators such as

i MGM Mirage, the owner of New York-New York, Additicnal recipients included

. businesses thought vulnerable to terrorist intrudion, including truckers,

: chemical companies and power-plant operators. It was the largeat intelligence-

sharing experiment the bureau has ever undertaken with the private sector.

B year later, the list has taken on a life of its cwn, with multiplying -- and
error-filled -- versions being passed around like bootleg music. Some companies
fed a version of the liat into their own databases and now use it to screen job
applicants and customers. A water-utilities trade association naed the list “in
lieu of" standard background checks, says the New Jersey group's executive
director.

The list included many people the FBI didn't suspect but just wanted to talk
to. Yet a version on SeguRed.com, a South Rmerican gecurity-oriented Web szite
that got a copy from a Venezuelan bank's security officer, ie headed; "list of
suspected terrorists sent by the FBI to financial institutions." ([The site's
editor says he may change the heading.) Meanwhile, a gsuparmarket trade group use
a4 versien of the list to try to check whether terrorists were raising funds

Copx. © West 2002 No Claim to Orig. U.5. Govt. Works
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through known shoplifting rings. The trade group won't disclose results.

The FBI credits the effort, dubbed Project Lookout, with helping it rapidly
£ind some people with relevant information in the crisis atmosphere right after
the terror attacks. MGM Mirage says it has tipped off the FBI at leagt six cimes
since beginning to track hotel and casino guests against the list.

The FBI and other investigative agencies -- which were criticized after Sept.
11 for not sharing their information enough -- are exploring new ways to do s0,
including mining corporate data to find suspects or spot suspicious activity. The
Pentagon is developing technology it can use to sweep up personal data from
commercial transactions arcund the world. "Information sharing" has become &
puzzword, But one significant step in this directiom, Project Lookout, iz in man
ways & study in how not to share intelligence.

The watch list shared with companies -- one part of the FBI's massive
counterterrorism database -- quickly became obsclete as the bureau worked i1bs wa
through the names. The FBI's counterterrcrism division quietly stopped updating
the list more than a year ago. But it never informed most of the companies that
had received a copy. FBI headquarters doesn't know who is atill using the list
because officials never kept track of who got it.

"We have now laost control of that list," says Art Cummings, head of the
strategic analysis and warning section of the FBI's counterterrorism division.
“We shouldn't have had those problems.*

The bureau tried to cut off distribution after less than gix weeks, partly fror
worry that suspects could too easily find out they had been tagged. Another
concern has been misidentification, especially as meltipart Middle Basterm names
are degraded by typos when faxed and are fed intc new databases.

Then there's the problem of getting off the list, At first the FBI Irequently
removed names of pecple it had cleared. But issuing updated lista, which the FBI
once did as often as four times a day, didn't fix the older cmes already in
circulation. Three brothers in Texas named Atta -- long since exonerated, and no
relatjon to the alleged lead hijacker -- are still trying to chase their names
off copies of the list posted on Internet sites in at least five countries.

Pecple who've anked the FBI for help getting off the bootleg ligts say they've
been told the bureau can't do anything to correct outdated lists still floating
around. The FBI's Mr. Cummings says that "the most we can control is our officia
dissemination of that list." Once it left the law-enforcement community, “we hawve
no jurisdiction to say, 'If you disseminate this further, we will prosecute
ycu.“'

Despite the problems, Mr. Cummings and other proponents of information- sharinc

say the process should be improved, not abandconed. Scftware companies are rushing
to help, trying to make information-sharing eagier and more effective.

Copr. © West 2002 No Claim to Orig. U.S. Govt. Works
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Systems Research & Development in Las Vegas is among those working on ways to
make exchanging law-enforcement and corporate information a two-way street
without compromising privacy. "I believe there's probably 10 to 50 companies in
America that across them touch B0% to 90% of the entire country." says SRD
founder Jeff Jonas, citing credit-card companies, banks, airlines, hotel chains
and rental-car companies. "There should be a protocol in place that corporate

America could be plugged into that allows them Lo say, 'We'd like to help,' " he
5ays. .

But some officials at the U.S. Customs Service, the Office of Homeland Securit
and the FBI's own Criminal Justice Informaticn Services Divisicn doubt the wisdo
of circulating watch lists widely, and some say they didn't even know about
Project Lookout, Civil libertarians worry about enlisting companies to track
innocent people for the goverament. Many companies say they need to be ingulated
from liability if they're expected to share data on people with the government.

nIt's a tough, tough bex to get into. You end up with legitimate concerns abou
moving into Orwell's '1984,*' says Henry Wocella, an official of Professional
Sacurity Bureau Ltd. in Nutley, N.J., and a former security director at
Bestfoods. "Yet you know there's a need to collect and analyze infermation.®

Bafore Sept. 11, the government rarely revealed the names of terrorism suspect
to companies. The exception was when it had a subpocena for specific information
the government believed a company had about a person under investigation. But
after the attacks, counterterrorism officials were concerned that members of
rerrorist cells could have slipped undetected into companies or comminities. The
feared that by the time they figured out where to direct subpoenas, the suspects
could get away or even stage ancther attack.

Holed up in a “strategic information and operations center" in Washingteon, a
small circle of FBI officials decided on Sept. 15, 2401, to put out a broad
heads-up to state and local police and to trusted companies. We're not playing
games here. This was real 1ife. We wanted as many pecple as possible to know thi
is who we wanted to talk te," says Steven Berry, an FBI spokesmarn. -

Agents cast a wide net that, by its nature, included acores of innocent people
They started by using record searches and interviews to identify "“anybody who ha
contact” with the 19 hijackers, Mr. Cummings recalls. Kevin Giblin, chief cf the
terrorist warning unit, decided.that car-rental companies. and local police shoul
be the first outside of the airlines to get the list. One firm that received it,
Fard Motor Co.'s Hertz unit, says it checked the list against its records and
told the FBI of any matches, but then pbasically let the list lie dormant,

Trade groups proved a quick way to spread the word. The FBI gave the list to
the Transportation Department. It shared the names with the American Trucking
Associations, which promptly e-mailed the list to nearly 3,000 trucking
companies., The International Security Management Asaocciation, an elite group of
executives at 350 companies, put the list on a pasaword-protected part of its We
site, allowing members to scan it in private, members say.
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on their own, FBI field agents shared the list with some chemical, drug,
security-quard, gambling and powexr-plant companies, according te interviews wikth
companies, The FRI*s Mr. Giblin says he hadn't realized how extensively field
agents distxibuted the list. But he says agents have considerable autoneomy and
are expected to keep close ties to companies in their area.

Oone field agent, Daron Borst of the FBI's Las Vegas office, says, "I do
remember very distinctly the attitude of the country was, 'Do something.' This
was one way to.get out there and develop an intelligence base. The other option
was to sit in our offices and wait for the phones toc ring.”

Mr. (iblin says that by Oct. 23 of 2001, he had notified police agencies that
the bureau was no longer looking for the people on the watch list. But he made n
arrangements to tell businesses. Indeed, Southern Ca. didn't receive its list
until November 2001, when FBI field agents in Rlabama asked the power company to
"see if any folks on the list . . . had [customer] accounts,' Bays a company
spokeswoman, Laura Varn. The FBI declines to comment on the timing.

Mr. Giblin says the bureau stressed to recipients that the people named weren'
all suspects. "This wasn’t a blacklist," he says.

Mark Deuitch landed on the list. A financier from Boone, N.C., he works on
deals for Middle Eastern investors. On Sept. 11, he was echeduled to begin a
flight that would take him to Washington -- using a ticket purchased by a Saudi
business partner. After interviewing Mr. Deuitch, the FBI removed his name.

But even now, Mr. Deuitch says, neaxly every time he does a Google search of
the Tnternet, he finds another version of the list that still has his name on it
He says he is aearched so often at airports that he has curtailed his flying. He
says it once took him nearly two hours tco get a rental car from Budget in,
Florida. Budget Group Inc. had no comment about Mr. Deuitch's experience except
to say it gave the FBI historical reservations data right after Sept. 11 and “we
have not been asked in recent months teo assist the FBI in this manner." Mr.
Deuitch says his worst fear is "an unstable person getting hold of the name and
wanting to take some sort of revenge."

The initial list also named Asem Atta. Mr. Atkta, a Pakistani programmer who
once worked for Enron Corp., wasn'*t hiding. He has his own Web site, which
praoclaims his affection for the Tock band Red Hot Chili Peppers, his dislike for
the color purple and his love of a special humms recipe.

The F8I later removed Mr. Atta and two brothers from updated versions of the
watch list. The brothers declined to comment, but Rhonda Atta, the UJ.5.-born wift
of one of them, rtecently called the FBI to complain about several lists that
arill include ths brotherz. She cited an Iftalian Web site and one in Mexico. Ms.
Atta says an FBI agent in Texas told her it didn't have contrel over those sites
and she needed to write the aites a letter.

At DuPont Co., global security manager William Reiter says he ran the FBI watc
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list against all 97,000 DuPont employees. He also sgent a printout to managers at
hazardous-chemical plants and asked them to check the names of vendors'
employees, warnipng: "If you find anybody, de not confront them. Go to your local
terrarism task force." DuPont eaw a few names it had guestions about, but none
turned out to be the people the FBI was interested im.

The absence of addresses, dates of birth and Social Security numbers for many
names made some companies fret that the listp were an invitation te migidentify
people. At Securitas Holdings Inc., a unit of Securitas AR that runa the
Pinkerton and Burns security-gquard businesses, Chairman Don Walker says he

compared a watch list of about 150 te 175 names against his payrolls once, then
told the FBI to taks it back.

The few hits he got turned out to be the wrong person. Mr. Walker says he was
vneomfortable participating in “a snitch system' based on possibly faulty data.
"Wwe didn't feel like it was information that was something you could make a
decision about, You get a name and what are you going to do with it? Are you not
going to hire anybody with that name?"

Airline Automationt Tnec., a Tucson, Ariz., company that helps alrlines process
reservations, says that early on, it was recelving four or five versicns of the
list a day from an airline client. Using a "fax of a fax," staffers furiocusly
pecked names into a database. "Some of the names were S0 smudged it was difficul
re see. . . . The 'o's blurred inteo 'e's," says Frank Arciuclo, an executive vic
president. The FBI later sent some companies electronic versions.

Few companies had the skills to detect whether Middle Eastern names had errors
or to check for common alternative spellings. Airline Automation called in
Language Analysis Systems Inc., a name -recognition-software firm in Hexrmdon, Va.
A list reviewed by the language firm's chief executive, Jack Hermansen, for The
Wall Street Jourmal contained a number of firat names ¢f Abdul, which Mx.
Hermansen says is almost never a complete firat name on ite own. "The risk is
that you'll match many, many Abdula. It's like looking for 'Mac’' im the Scottish
phone book,” he says. Other entries looked as if rthey'd been transcribed by an
optical scanning machine with some mistaken letters.

By the time the FBI tried to close out its list, at leasat 50 wversions were
floating around, esay peopble who saw numbered ones. Some companies were agsking
software firms such as Systems Research & Development how to make better use of
the lists. SRD, which is financed in part by a venture-capital arm of the Centra.
Intelligence Agency, has a program called NOBA, for Non-Obvicus Relationship
Awarepess. It mines data to detect hard-to-see links between people, auch as use
of the same residence or phone number.

MGM Mirage -- which was already using NORA Lo crerk hotel and casino guests'
names against a lot of lists, such as those of pecple whose assets have been
frozen -- began using the software with the FBI watch list. Thia is how Patricia
Fischer, an MGM surveillance executive, got a computer alert this summer about
the gambler at the New York-New York casino. She decided the gambler's link to
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the watch list was too tenuous to pass on to the FBI: The man merely lived in an
apartment building across the street from somecne whose name had once had been ©
the list but had been removed., NORA software had made the link.

Though MGM's list is out of date, Alan Feldman, an MGM senior vice presidenk,
figures that "it's better to have the information than not, on the off chance
that something might develop from one of the names even though it had been
removed. . . . We don't see the harm in it." Mr. Feldman says "the beauty of the

system is that we're getting advance information® guch as a hotel reservation aru
"watcsh for you to come in. ™

The FBI1's Mr. Giblin says when he fields tips nowadays from companies that haw

the watch list, he tells them it's obsclete. But not all field offices turn down
such tips.

There are conflicting views in the government about how far to go in recruitine
companies as law enforcement's eyes and ears. The office of Homeland Security
says it has no plan to share with companies a master list it's compiling that
consolidates watch lists from various agencies. SRD, meanwhile, is trying to
interest companieg and the FBI in software that would allew them to query one
another about possible matches without letting them see each other's data.

If the government does decide to disseminate watch lists in the future, it
won't face high legal hurdles, says Daniel Ortiz, a law professor at the
University of Virginia. He says scmeone who appears wrongly on a watch list coulc
ask for a correction but couldn't prevent the list's circulaticn or sBue the
government for damages under current privacy laws. The government just has to be
careful not to single pecple out sclely on race or ethnicity.

Businesses face more jeopardy, however. Many industries, such as cable
companies and banks, operate under special privacy lawé preventing them Erom
giving customer information to rhe government without a subpoena.

Galileo Internmational, which processes millions of air, hotel and car-rental
reservations, has discussed ways the government might link up to Galileo's
system. The firm, & unit of Cendant Corp., hasn't gone forward in part because of
both privacy and liability concerns, says Paul Quade, a vice pregident.

"1f the government comes cut with an indemnification or firewall or total
privacy system, we'd be happy to participate in anything that serves homeland
security,® Mr. Quade says. "I don't think anybody's come up with a sclution yet

that we can use to identify dangerous people and at Lhe same time protect real
people. ™

Question: Should companies be given the names of people the FBI wants to
interview in its counter-terrorism efforts? Visit WsJ.comfQuestion to wobte,
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Tough Call

Enlisting corporations to help terror investigators has benefita and
pitfalls: '

EROS

-- Could help find terror suspects more ¢uickly.

-- Vastly increases information at law enforcement's disposal.

-- May “elp vulnerable companies discover terrorist intruders before
being actacked.

CONS

-- Increases chance of mistreatment or misidentificaticn of innocent
people. :

-- Liat could fall into terrorists' hands, leading them to assume new
identities,

-- Raises fears that government will steore corporate data for future,
NonLerror 18es.

-~-- INDEX REFERENCES ----
COMPANY (TICKER): Mgm Grand Inc. (MGG)

NEWS SUBJECT: Executive Government; Law Enforcement; Justice Department;
Treasury Department; September 11 Terrorist Attacks; Acts Of Terror; Newspspers'
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From: Sio0
Tao: T, TRAMSPORT, Watch
Date: Tug, Apr 22, 2003 9:16 PM
Subject: 4122/03 NewsEdge Ariicle re ACLU seeks government data regarding secret ~"no-fly”
list

ACLU seaks government data regarding secret “no-fly" list

SAN FRANCISCO (AP} The American Civil Liberties Union sued the FBI and other government agencies
Tuesday an hehalf of two peace activists detained at an airport because their namas popped up on a
secrel “'no-fly" list.

The women were among 332 travelers brielly detained and queslioned at San Francisca Intemational
Airport during (e past two years afler their names were found in the database, the ACLU said, citing
government dogurnents. Those iravelers uimately werg allowed o conlinue an their joumeys.

" Thousands of passengers are likely being subjected to the same sorl of ireatment at arports across tha
counlry " said Jayashe| Srkantiah, an ACLLU attomey. .

The dalabase was crealed after the Sepl, 11 lerrorist attacks as a way to prevent potential terrorists from
baarding planes. The Transportalion Security Administralion gels names from law enforcement officials
and gives the lists to airiines lo SCreen passengers.

The ACLU is asking a federal judga to demand thal the T3A, FBI or the Justice Deparimen disclose who
is on {he Bisl, how they got on it and how they can get off i

The plaintiffs. Rebecca Gardon and Janet Adams, publish the San Francisco-based War Times. They
wera stopped in August white checking in for a fight to Boston.

"It was very dislressing,” Gordon said. The two invoked the Freedom of infermation Act to demand that
aythorilies reveal why they were stopped. The TSA did not respand to their request and the FBI said no
files on the twe existed, the ACLLU said.

An FBI spokesman on Tuesday referred inquiries to the TSA. TSA spokesman Niko Melendez said those
an the no-fiy list pose, of are suspectsd of posing, 4 threat to civil aviation and national security. He added
thal the agency does *"not confitm (ha presence of a parlicular name of an individual on a list.”

KL ENFORMATION C%WNHED
REULIE JIN
T vﬂaa@zm/%/é =

37777

LAY, |

e FBINOG74




From:

Sent; —Fridy, April 25 2003 6:21 PM

Ta:
.
.. B7C //,J .

Suhject: ACLU, atal_v. FBI, etal {N.O. Cal) ' L7e

m—

Than ksEI

b7
——ngital Message-—-

From: % INFORBATION CONTAINED
Sent: W’mﬂuﬂ_ﬂ_—w %’Wﬂ
Subject: T .

~ /779

"No Fly' List Is Challenged [n A Lawsuit
The New York Times

By Eric Lichtblau

April 23, 2003

WASHINGTON, DC - Civil rights advocates démanded today that the federal government explain how
hundreds of people — some of them vocal critics of the Bush administration — have ended up on a list
used to stop people suspected of having terrorist links from boarding commercial sir flights.

fe 2 lawsnit filed in San Francisco, the American Civil Liberties Union said government officials had
improperly withheld information about how people wind up on the "no fly" list, what steps are taken to
ensure its aecuracy and how people who are erronecasly detained at sirports can get their names off the
list. " Without even basic information about the no-fy list or other watch lists,” che lawsuit said, "the
public cannot evaiuate the povernment's decision to use such Jists." Since the attacks on Sept. 11, 2001,
the FBI. and federal transportation officialy have generated secret lists of peaple suspected of having
terrorist ties who should be stopped and questioned if they try to bosrd an sirplame.

Law esforcement officials say the policy is a mecessary safeguard to prevent the tvpe of security lapses
that allowed two of the Sept. 11 hijackers to board a plane even though intelligence offivizls had resson to
suspect they were terrorists. But the so-called no-fly lists have generated criticism. Many people have
been mistakenly stopped, while athers assert they were on the list in part hecanse of their strong liberal
politics. In a well-publicized incident last year, some two dozen members of & group called Peace Action
of Wiscensin, including a priest, a nun and high school and college students, were detained in Milwaulcee
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‘€t route to 2 "teach-in" and missed their Might.

In San Francisco, meanwhile, Rebeces Gordon and Janet Adams, two self-described peace activists who
belp run 2 publication called War Times that has been eritical of the admigistration's terrarism policies,
were detained on their way to Boston. An Armerican Trans Air employee told them their names appeared
on & no-fly list, sccording to the A.C.L.U. Jawsuit, which includes both women as plaintiffs. Officials
insisted they were not seeking to single out legitimate political critics, Ms. Adams's uame may have beeq
similar to that of anotber person on the no-fiy list, they said. Ms. Adams said in an interview that it
strains my eredulity” to think that her longtime rofe as a political advocate did aot play a part in the
tacideat. "It's bad eoough that the government is stopping people in these vast quantitles," she said.

"But then to learn that you cau't even find out why they did i¢ is just an additional injury," Ia its lawsuit,
the civil liberties unien said it had documented 339 cases since the Sept. 11 attacks in which people at San
Francisco International Airport were stopped and questioned because they were thought to be on the no-
ity fist, While the graup's investigation has focused on San Francisco hecause al complaints there, it said -
the situation there affers a window into what is bappesing at airports 2round the country, based on
anecdotal evidence the group has collected. "There's every reason to believe this is kappening at airports
around the country,” said Jayashri Srikantiak, staff lawyer for the A.C.L.U. of Northesn Cafifornia,

The civil liberties union brought the lawsuit under the Privacy Act and the Freedom of [nformation Act
after federal offictals turned down several months of requests for information on the passenger lists. The
FRI. told the group in 2 letier Iast December that it found "no records pertinent” to the wo-fly issue. But
A.C.L.L, officials said records from the Sar Francisco airport showed that the FBI. was contacted about
many of the airport detentions, Officials at the Transportation Security Administration, named as a
defendant in the suit, did wot return calls seeking comment, Officials at the FBI., 2lso aamed as a2
defendant, said they could not comment becanse the lawsuit was pending.

- But a law enforcement official, who would speak only if oot named, acknowledged that there was
confusion in the public about how the no-fly lisis were crested and execoted. The official said the FBL.
provided intelligence on people suspected of links fo terrorism, whick was relayed to the transportation
security agency. Trangportation officials then provide airlines and airports with lists of peaple to look for
at airports. The security agency "needs to do a better job of explaining what this list is," the official said,
Thae official insisted that politics had notiing to do with who utakes the list, saying that "people that are
expressing their constitutional rights of free expression would not come to the attention of the FBL"
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Subject: 4/22/03 NewsEdge Article Ie ACLU sesks government data
regardicg sectet ““no-fly'' liat

RCLU seeks government data reqarding secret “"no-fly'' list

SAN FRANCISCO (AP) The American Civil Liberties Unicn sued tha FBI and other government
agencies Tuesday on behalf of kwg peace activigts detained ar an airport becauss their
hames popped up on a gecret ““no-fly'' list.

The women were among 339 travelers briefly detained and quastioned at San Francisco
International Airport during the past two years after their names were founy) in the
database, the ACLU said, citing goveroment documents. Those travelers ultimately ware
allowed to continue on their Journeys.

""Thousands of passengsrs are likely being subjected to the same sort of breatment at
Alrports acrosg Lhe CoUntry, '’ said Jayashri Srikantiah, an ACLU attorney.

The database was created after the Sept. 1l terrorist attacks ag a way to prevent
potential terrorists from boarding plames. The Transportakion Security Adminiatration gets
names from law enforoement officials anpd gives the lists to airlines to seresn FABBSNgeTs .
The ACLY is asking a fedaral judge to demand that the TSA, PBI or the Justipe Department
disclose who is on the list, how they got on it and how they can get off ir,

The plaintiffs, Rebecca Sordon and Janet Rdamg, publish the San Francisco-based War Times.
They were stopped in August while checking in for a flight to Boston.

"UIb was very distressing, '* Gordon said. The two invokaed the Freedom of Information Act
to demand that suthorities reveal why they were stopped. The TSA did not respond ko their
request and the FBI said no files on the two exigsted, the ACLU maid.

An FBL spokesman on Tuesday refarred inquiriss to the TSA. TSA spokesman Nike Melendsz
said those on the no-fly list pose, or are suspected of posing, a threat to eivil aviaticp
and narional security. He added thak the agency does "“not confirm the presspce of a
bparticular name of an indiwvidual og a lise. '
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" ) Davis, Ann . -
. * From: D, Anny

A prWsinseday, January 29 2002 2:26 KM

e To: M—#M-’ /77?

A e Cawes, ARR

Subjeat: “tyg Fly” CHaImE AL SNFORMATION CONTAINED

HEREN F '
7 DolIMASE
B As promised. hars Is @ more comprehenslva lis! of some of the activists who claim to have been S
R placed on the federal No Fly List or s companion. the Sclectae ik, | have alzo noted a few others
7 wha glaim they have heen placed on the VGTOTT ligt or ars munitarad by tocal police os {ederal
investigators. Some of those individuals say they've baen amested aver the yaars for what they calt
non-vislenl o disobedience—such Ihings a3 protesting without a penni, rafusing to |save
government nificesfsites when pulice tried to bresk up demonalcations, or trespassing. Othcls say
thay have no crminal record at all. | may learn of aduitional claims while you're fraveling, 2o if you'd
like me g pass e new examples on to anyone bufare your reum on 1117, paase ust lot me know.
1'h alsg print tis out and fax A with any articles lhal might holp fIfl out Lhese activiats' vareions of what
they zay happened. Since thare are many piassitle reasons why these pecple Wera stopped, it will be
very nalpful Lo hear from you and work with you on i3, I've lisiuet contact information at the hotomn
of tha email; don't hesitata to get in tourh with me if you have a questian. AlSo, 1 jusi need to add my
standard request here: plaase don't relay my intarest in this tnpic. of the examplas | have compiled.
to olivar news organizations. Thank you again for being so reaponsive.

Regards.
Anr Davie

E 1} Jan Adams and Reheoea Gordon [#ready sent 1o you), in their 505, atopped at San Francisco
e airporl on 817/02: publishers of 2n gnti-warl publication caltad War Times; Caim they were tnld they
: weie on ha Mo Fiy 51 and wens ruestioned, put than were alinwed 10 fly.
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10) sume of the groups tracked by the Denver Police intelhgcnos yult, who say they are concesmad

iy are being tracked statewide ur nationwide. include the Chiapas Comlition, Direct Astian Now,
Pikas Peak Justice & Peace Comrmission, Citizens far Peace in Spare, Justice tor tena, Amnesly
Intemetional, American Friends Senice Committes, End Paiitics of Grueity, snd the Colorado
Coalition for Pravention of Nudlear Wwar.

Anp v

Tha Wall Somel Jourual -
Plous neds wa bary ;aved Lodh 10 owr arfeinal aflices:
200 Liberty Strect, 10th BT

e York, Y 1020

Yoter: 21116 5713

Fus: 1124562650

Cei: N1 1T9LRE
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- "havis, Ann

i o other news arganizations. Thank you again for being $0 reaponsve.

Bk Ragards.
Ann Davie

were on the Mo Fly list and were ruestioned, bul then were atfeonved 1o By,

i 1} Jan Adams and Rebceca Gordoen (alr:ady $ent 10 youY, in Ueir 50, stopped 3t San FranGisco
R alrpod on &/7/02; publishers of an ank-war pubieation called War Times: claim lhey were told they

As promiseq, have is @ more compiehensive st of some of the activists who ciim 1o have been
placad on the faderal No Fly Lixt of its companion, the Gelectes ist. | have also noted a faw others
who claim they have been placed on the VG TOCT list or are munitored by locat pollee o federal
investigators. Soma of those individuals say hey've besn arrested over the yaars for what they calt
non-viglenL civi disohedience—such Ihings a1 protesting without a parmit, refusing to fmave
govermment offices/silas when palice tried to treak up dumonatralions, of tespassing. Oihers Say
they have no criminal record at ll. | tay laam of addiliona| claimg whild you're traveling. so if you'd
like me ko pras the new exampley on 10 anyone besfcrr your retum gn 1117, please just et me Rnow.
% alsq pfint this out and fax it with any articles [hat might halp Ml out lhese activiats varsions of what
they 5ay happened. Since there ara many juissible reasons why thesa pesple were stopped. it will be
vary hatpful tu hear fram you and wuik with you an Lhis, 've listerl contagt information at the botam
of tho armai; don't hesitate to getin tourch with ma if you have A question, AlE, | just nesd to edd my
standard request hers: please dort relay my intarast In this tapic. of the exarmpies | have compiled,
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L they are being fracked ctatawide ur nationwide, include tha Chiapas Coalition. Direct Action Movy., -
Pixes Peak Justice & Paace Commission. Citizens for Peace in Spars, Justice tor Mena, Amnesly :
L \ntemational, American Friends Sronce Commmitiea, End Politics of Gruelty, and the Calorado
b Coalition for Pravention of Nuclear Wec,
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ACLU-NC Press Release

For Immediate Release:

December 12, 2002

Press Contact:

Stella Richardson ACLU-NC, 413-621-
2493

ACLU Seeks Government Accountability Regarding
Federal “No Fly” List
ACLU Files Request under the Freadom of Information Act and
Privacy Act

SAN FRANCISCO — The ACLY of Northern California filed requests
under the Freedom of Information Act (FOIA} and the Privacy AcCt
seeking information about the government’s “no fly list” and other
government watch lists today. The requests were flled on behalf ofJan
Adams and Rebecca Gordon, who were told by airline agents that their
names appeared on a “no fly” list at San Francisco International Airport
{SF0). The requests were filed with the Transportetion Security Agency
(TSA), the FBI in Washington D.C., and the FBI in San Francisco.

"We want o find out haw a person's narne gets on government watch
lists like the “no fiy" tist, and how a person can get thefr name off such
lists,” said layashri Srikantiah, staff attorney with the ACLU of Noithern
California. “"There should be public acceuatability 2s to government
watch lists like the "no fly” fist."

The requasts alseo seek information on the number of names on the "no
fiy” list or other gaovernment watch lists, the number of times that
individuals were incorrectly identified as being on such lists at SFD and
ather airports across the country, and whether individuals are targeted
for such lists based on First Amendment activity.

On Novernber 14, 2002, the ACLU-NC sent a request to SFO under the
California Public Records Act asking for documents retating to the SFO
incident involving Jan Adams and Rebecca Gordon. SFQD respanded by
pro wd;nfﬁ dogumentabion confirming the existence of a “no-fly” list, and
aui Corining that Ms. Adams' and Ms, Gordons’ names were checked

agdinst a rmaster “FB] list,”
Jan Adams and Rebeacca Gordon were stapped at 5F0 on August 7, 2002

when they checked in for an American Trans Air (ATA) flight to Boston
via Chicago. The ATA agents who checkad therm in told them that their

hetp:ffwww.aclunc.org/pressrel/021212-nafly _himl 1/6/03
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names appearad an a “no fiy” list. San Francisco police astived and
informed Ms. Adams and Ms. Gordon that the police would have to check
whether their names appeared on a “master list.” Although they were
eventually allowed to fly, their boarding passes were marked with a red
“s," which subjected them to additional searches at SFQ. -

Download the following Freedom of Information Act and Privacy Act
request letters by clicking on the links. Jan Adams; FBl (San Francsice),
FBI (Washington, DC}, Transpartation Security Administration. Rebecca

Security Administration. For more infarmation about their story go to
http ./ fwww.aclunc.org/911/backlash/f

#i

o . .

The Amarican Céivil Liberties Urtran of Mortharn Callfomiz
© 1663 Misslon Street, Suite 463, San Franciseo, CA 84163
[415) 621-249]

[Home Page] [Press Releases] [Sgarch] [Join the ACLU]

htﬁp:ﬁwww.aclunc-urgfpreszrelfﬂzl212-noﬂy.htm! 1/6/03
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Movember 22, 2002

American Civil Liberties Union
Foundatien of Northern Califormia
{567 Massion Street, Suite 460
San Francisco, CA 94103

Atn: Jayashr Srilkantial

pe:  Public Records Act Request Doted November 14, 2002
Your Clients: Rebecga A, Gardon; Janet A, Adams
Date of Incident: August 7, 2002

Dear Ms. Snkaatiah:

This is in response ta your Public Records Act Request datcd November 14,
2002, rageived in my office on November 15, 2002.

| enclose copies of all responsive documents you requested which are under
the custody of the San Francisco International Alrport and which arc 3 matter of
pubhie record:

1. Calls for Service Report: Call 1D: 02000060761 for 8/7/02 event,
3 Event Chronglegy for Event Number: PO2000060761 [or 8/7/02 event,
3. Unit Information for 8/2/02 event.

Your request for “protocols that were followed ar consulted in relation to the
August 7 Incident” contains sensitive securicy information thal is coatrolied under the
provisions of 49 CFR Part 1520 and request far such protocols must be dirscted to the
Under Secretary of Transportation for Security, Washinglon, DC 205%0.

As you roquested in your letter, I am providing copiss of these dotuments to
your office at no duplicating cast.

Very muly yours,

John
Adrport Director

Enclosuras
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inted: Movember 16, 2002
Calls For Service Report  Cail [D: 020000607671 Prin

1. Ageney Z Person Received | 3. DateiTime Received | 5 Time Amived T Cazed
Complaint 04/7/2002 priYi §
SFPD 4, Time Dispatched 6. Time Complete -
218 2736

8. Nature Of Incident SUSP PERSONM

9. Locatlon OF

Incident 200,12 CA
10, Victim or Caller BiC
11. Classification 42, How Recepved 11. Disposition 14, Officer 15, Date Submitted

NGO MERIT 03072002

Notes: 2 PSGR ON NO FLY LIST. AWARE PD IS RESP & COOF MTF |- REBBECA ALLISON GORDON WFA DOB
D6.29.524 §°2 [ 10 BEN GRY $HT, GRY fNT 2-JANET AMILLIA ADAMS WTA DOB UT-06-47 510 155 WHT
ALL GREY CORRECTION ON CLOTHING SUDJS ONE: PURPLE TOP & JEANS +# Recommended Unims): ADM
ADM RICHARDSON COPY Na22978¢ WEA_.. 2ND N5483200 DOTH SUBJ NEG ON FRI LIST

ALL MFORMATION CONTAINEDH

s he

R_CinT {
L o A |
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Event Chronology

Event Number; PO2000060761

b7C
Pare Timr Tarm Opeparar  Actisn
oa:07ng men? 20246 EVENT CRLATTD: LOCATION: NUMDER: 200] ARKA. [101) MUNTCIPALT Y 2] A FARTMEN] - {aTWIT)
oAl el 920246 COMMENT. 1. AT TC) Event: [SUSP FERSHNISTREET SWIF)L TP (IS CALLER LMPCHRMA TION:
BN L poppan?  BIONAG MaME ADTRFSS [aTa) MIQHE HUWB
ATl ponon T U2GZ4G Moy Graup. A, (0] beat: [TOH] Peinauy Uiz |aBS0C) oy (7]
T Beb Lk ptitont RIS Friange: [1]
CELTRLIF) din] 920746 REMAMK ADDETLE FSGR QN NOFLY LIS AWARI MRIFRFSE A cock
[[EEAER pasitiond  FANd4G mIT ) . .
DasTinT positval 930202 \MIT ANa0C QISPAICHED .
DAL pativond 301 UNIT sBIC DISTATCHFD
gl poanlon?  FILLG REMAJUC ADDER: » NEHBECA ALLISON GORDUN WEA DOD 0635424 17 |10 BRM GRY SHY, GRY PNT
Dantanl plions 90702 UNIT EBAIC ENROUTED
GRTFHTE paigns  TUZ0F UNIT AD0C ERROUTLD
anArA puinien?  JE4E  TEMARK AUDEC-I-JANTY AMILLIA ADAMS WFa DO Uh0d-31 10 155 WHT ALL CREY
L pormmt  FIMME RuMARE ADTFRCORRL TN O CLUTHING Syl OHE TRPLETOF & JEANS
ATy poviionld 720232 MEMARK ADDEDADM RICILLADIGN COMY
aryTad pazltons 720101 B EMARK, ADDED MA1IVTE WEA . 2L EATI08
BRATHT Uminmgl§  PIPI36 LANET B0 ALK ACTIVA 12D
uamT? rTiningld Y136 AT SBAIC ALARM ACTIVATED
LR T emind) AN AT AT CONTACTED Comymint: Al Timcre Balended; &
tsfrrag stnioe2d G201 UHIT AR LURPALCTED Cunnga: Alurm Timer Ealented i
LTS i HINNLT LI SO0 ATRTVED
amrae piuand  F3LOL UHIT §B84C ARRIVFD
Mwrrrmy poslitond  WITZ0Z  WOARK ADTET-ROTH SURN HEG OH FBILIT
LT EL D] Gbonl  UlG2 LT S00T AwALLAELE
A pentand 920002 ispanch Wroup, (ALL] BT {11] s [T | Fromsiey Linik: [FAAOCT Fromry Member [204]
(gm0 petivons  FIOLR2 Prrenity: [1] :
AAmIA]R e Flmok EN N CLOSTER: Mupaiisom. Lo [WOM]
g padtaed Y020 T GG AVALLABLE
b2 per TSA
b3 pexr TS5A

T =T %
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Unit Information

Emp? N
Y320

ofe

Hyr

n Terndhal
B10a0  pecilond

pasidond
$1033) wRivongl 3
ol T T
02020 pesitions
92010 positions
W20 pogigens
BI02G  pesiliohs
$101} uainjogls
11002 scruorll
92020 posiuudd
prsitnd

Lacutien

200 TH1 L2 ATATC: @;ﬂ'k T
200 Tl L2 ATAIC. @ATA TC
200 TB1 L2 ATATL: ?’Tﬁ s
HOTR! LIATATC: @ATA TC
200 TR LEATATC: ATA TC

U0 TRI LLATATC @ATA TC
200 TH LLATATC: (ATA TC
200 TB) [ZATATS EATA T
100 181 L2, ATATC: @ATA TC
00 TA1 L2 ATATC: (ATA TC
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hitp://www.csindy.com/csindy/2002-06-06/news.html

June & -12, 2002

= PRONT
= ‘ Cae sy Fr
Terrorism Is as i
Terrorism Does -
O S | oe |  purest
Local peace activist may be on FBI list Weather:
by Terfe Langeland o
Cotoredo Sprig
. - i1
Bill Sulzman has pratested nonviclantly agamst U.S. milltary potiey for , ;"
more lhan 30 years. That, he discoverad last weak, apparently makes ﬁ:;f
kim a “terrarisl” in the eyes of the governmant. ' i
- Patty-Clad
Now, Sulzman, a veteran Colerada Springs peace activist, is concerned &F i
that he ang olhers will be subjected to FBI surveillance under new rules Prwersd by,
that allow the agency 1o spy on damestic groups and ndividuals Aff*”*‘::m
suspected of ferrorism, x&w;.fw&mﬁ
noe Web't

Last Thursday, May 29, Sulzman was arrested while participaling [n a
political protest at the U.S. Alr Force Azademy, Between 15 and 20
activists demonstrated against the policles of LLS, Secrelary E!_[Pﬁfens'a U —
Donald Rumsfeld, who was speaking at the Acadermy's gradualion. UTNEREAD
ceremarty. &\

El Pasa Caunly shenffs depufies broke up lhe demonstration at the '
request of Academy officials, wha mainlain the protesters wera on
Academy proparty withaut parmission. Four protesters refused to legva,
arguing thal they ware standing in the public right-of-way, The four. who
included Suizman, Peter Sprunger-Froese, Mary Sprunger-Froase and
Mary Sheetz, were arrested for trespassing.

Former priest and soldier

While the four were baing held, deputies ran a routine criminal
background check on each of them, That's whan bath Sulzman and
Mary Speunger-Fraese who were in ssparate squad cars say they heard
Somelhing ovar the police radio: Suizman, a voice said, was listed by the
FBI as belonging o = "errorisl organization.”

We Wanl Luke"
Life 1o Count

. _ Bhe Said, He S:
Toough Setzmizn was hald for about 30 minules longer than tha rest, all

four aclivists evenlually received court summonsas and wara felgased,

1/6/03
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Still, Sutzman says he wanis lo know why he's iistad as a terarist A
former soldier and Catholic priast, Sulzman estmates he's been
arresteg more than 20 times in the ast 30 years, but always for non-

violent prolests, including various acts of civil disobedience. {) Id

So far, he's been unabie 16 get answers fram the shasffs office or ihe ne“ "3
FBI. The agencies alse didn't offer the Independent much information. Ll
Gay Discharges
A spakeswoman for the sharif's office, Lt Malissa Hartman, said sha the Rise
couldn't divilge what information the FBI provided on Suizman, saying it
-wauld be “priviteged criminal-justice information.”

Ann Atanacio, a spakeswornan far the FBI's Denver offica, rafused io
camment spacfically on Sulzman's case, citing privacy concems, - CUH&]L

Propensity to violate laws sy

staff
Hawever. Atanacio hypothesizad thal someane might be included on an  3dvestising mia
FBI list of potential terrorists for "any number of things,” and that such subscribeg
lists could include “persans who have propensity to violala laws at submil event
: find 2 newsstan:

sensilive national security installations "

That would Fit Sutzman, who has often bean arrested for nonvigient
actions at military bases,

international
Sports, Collag
ftags and mor

A spokesman 2t FBP's national haadquarters, meanwhile, said the
agency “absollely” doas nat maintain lists an peatefu! protesters.

“The dalanasas we have are on known violant ipeopla), or thage who
hava a propensily for violence, or who have threalenad with violence in
SOME way in e past,” said tha spokesman. Paul Bragson, Thera's ng
‘peaceful dempnsiration list' anywhere within any FBI flag "

Flagline.co

Evarything ir
Flags

Bresson also s3id ne coutdn't discuss Sulzman's case in specific.

Sulzman says he's determined 1o get to he botlom of the matier. Like ©< Bych o Tha Tar
many other pelitical aclivists, he was concerned to leam last week that

the FEL, in the wake of mialigence faiiures prior iz Sept. 11, has

raceived broad new powers to spy on domestic groups and individuals,

The FBI has said the naw powers will anly ba used against suspecled
torrorists. But that no longer reassures Sulzman.

“That I'm labeled a terorist’ means a lof of peaple ara labalad
terrorists ™ Sulzman said,

Torfa Langeland

RECENTLY:

= Gay Discharges on the Rise More yays booted rem Fort
Carson by Tene Langsiand (05-30-02)

*+ Ticket to Ride Smali transit businesses squeazed by rising
insurance rates by Tege Langstand (05-32-02}

http:waw,csindy.cc:-rnfcsindwzm}z-ﬂﬁnﬂﬁmewahtml 1/6/03
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Grounded A oRTD o
A federal ageney confimas that )t maiptaing an air-travel n
Blacklict uf 1,000 peeple. Peace activiss and eivil ibeatarians

a fagr they'ie on it,
By Dave Lindorff T "
; wov, 15, 7002 | Barbara Olshanaky wWis i 4 Mewarh Lirsinational Alrpott deparce gt last ;
O May when an airling agent at the counter checking her loading pasy salled girport secunty- S
ey Okhiansky was subjeeted o 2 cloes search and Them, (hougl she wes in wimwr of gther Tavelers, T
f‘_‘; : was ordercd to pull her pants down. The Sept 11 1 poList altacks muy bave created & new ca 0
i Airprott sccuTily, but even sa, sha wis prbwirassed and amoyed.
3 . . .
al Perhaps one such incident might've been forgatien, liut Olshansky, the asictmt fegal director [w
T the left-\eaning Ceniet lor Constitotional Rights, wis pabled out at line for epecial anention the -
L overt lime she tlew, And the azxt time. Au] the acat time. On one thight this past Septemher kam o
Nowark 1o Washington, six members of she centers staff, including Olehansky, WeIe s
o subjected 10 inteate ecruting, cven thoup) they had purchaacd their tickets independenity and had
: £19% chookd in 25 2 group. ON that usianion, {Hshansky got ongry and demanded to knaw why
PR sht hed been cingled out.
= “The compuler Spit you oug,” she realls the agent saying. "} dont kmow why, ad T ol have
53 e to talk 10 you abgutit.”
el
¥ Olanansky and her colleagues are, wppacontly, not glons, For mahs, rumers and aneeduics hrve
._"-f cireslatad amorg teftwing wnd vllier aclivist proupa dbout people wha hee baep harred [fom _
o flying or delayed ar securily galrs heeanse thoy are “on o list.” o
) :
T Bt now, a ipokatman for the ncw Tiansperation Sccunty Administration bis aekmowledymd fo
L the firct Gme hax the govermuent has & list of about 1,UNKW people who are deemesl “Uu &tz to
- aviation™ and not allawed vu siphancs under any circumstanezs. And in I intervicw with Ralor
R the officiat suggesied that Olbansky and other polvcal activists Tay be ap a separate list that
e subjects them 1o wirit serutiny bul aiiows them (3 Ay.
l*- "9y e have & Kb oF aluwt 1,000 people,” said David Staigman, the THA spUkesman. The apemncy 1
L wae crealad a year 4o by Congrexs to pandle wransparialion safety dugiug, the war on LTOT. e
“Thiy lial te composed of names that ore provided 1o us by various gove nmignt crganizations like
. the FRI, CLA and TNS . W dont esk how they decide who w Fst Fach agency doordes anite
e . wwn who is & 'threat te avation.”™

4
4
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The egency has ne guidslines i detgrmains who geit on the list, Swipman sayd. and oo
procedures for getting ofl 1he hist if someons iz wrongfully on it _ :

Meanwhile, sirport tecurity persvancl, citing hats that are provided iy the agency and thar
sppear to be on airline tickerivg and check-in cormputers, Scam to e nettmg moatly priess,
clderly buns, Green Puly campdign operatives, left-wing jimulists, ight-wing activiets and
peopls affiliated with A/ah or Arab-Amencan proups.

* @ﬁ%ﬁan 2 aun in Milwshee and an actvist with Prace Action, 3 well-koown
erassrools 6dvosscy Eroup, was snpped Fram boarding a flight last spring to ‘Washington, where
she and 20 young studemts wess planming to lobby the Wisconsin congressional delegation
agrinst U.S. military aid w Ul Colombian govsmmert. e were il prevenicd from boording,
and soma of us were faken 1 asather poom and questioned by ajmor security personnel and
locol sheriff's deputes ” says Lawinger.

[ that {ncident, an dirlie omployse with Midwest Ajr snd 2 Yewcw) slizeiffs deputy whe had been
called in during the incident to help pirpon gecurity personne! detain and question the group, told
some of Tem tha ek names wers Mon 3 list” and thatthey wers being kept off their plane on
instructions fram (I Transportation Security Adminiszration in Washingt: gk has fil
5 fréadbnitofiiumation cequeat withi the Transporuution Sxcirity: Ty
e sl e "threat to sviaton” Jat.
+ Lact month, Reberra Gunloa and fag Adams, two joomalists with a 3an Franciseo-bosed
sniwar magazins valled War Timeg wore ctapped at the checkan cuanter of ATA Adrlines,
where agvaitins therk told thom that het* Goipplitey showed they, J@W}Jﬂm?
The sithine called the P, and local pafice held them for » whils before telling them there bad
been u cistake and that thoy wers free to g0, The two male their plane, but not before the
caunter witendant placed & large § for “searshh” on theit hagyage, assormp thit they pot mamne
close yoriting al the bearking Zate. )

o Ar1 dealer Dyng Stuber, who ran Kolph Nader's Green Patly presidential campoiagn in North
Carclina jn 2000, was barred last month frem geming un» Might 1 Tlamburg, Germany, where
he wa guing on business, ahter he got engaged in a Loud, though friendly, disruxsion with rwo
o/her pESSEMECTS in 2 secunly line. During the courss uf1hie dcbate, b ahouisd that "Geocge
Bush is as durnb 85 & rock,” an unfortynate comgnent that provolied the Raleigh-Durham Airpun
secyity staff to cakl the local Secret Service bunzen, which scut qut bwo agears 10 mISTe g
Stuber,

*They boak mo Mo 3 room and questivas) e a1l sbout my politics.” Stuber recalls. “They were '
very Up on Green Parry pelitcs, two.” They fingerprinted him and took a digit aye sean,
Particalarly aminous, he says, wis u luose-Jeaf binder held by thé i ;f’“f‘v E’gﬂ:"lfm
apa; st vekitie ey weve quesliondng e, Tdiseroctly looked at i s iad a-longlivt of
Grganizations; md ¥ was ubl: (u weongnize the Croen Party, GresppeabarRariEiRspGid. Amncsty
{rirernafichal.” Souber was svenbnally releosed, but beeouse he missed hiz flight, he lud 17 pay
almoat $2,000 mere fur # fill-f3re ticket to Hemburg 5o that he would ot miss Lis business
engagement. In ke einl, hewaver, 2fict brng several airports in the Nurth Caoline ared, e
foind hie was barred from boarding any {lighte, and had ta rum 10 his ficket and cancel his

P etis tip,

T
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A Secret Scrvine agent at the agency’s Wachingtan lieadquarters confirmed that his ageney had Y
been called Jit to question Stuber. "W not narmiadly & part of the Erport secunty wpecation,” -
- Ageal Mark Cemnelly told Saton. "That's ihe FRI's job. Bul when one of our proection suhjdet L
i ! grts dueatenod, we check it gue” Acked wbont the list of orzanizanions sbservet by Swbcr, the -
R Sacrct Service source spetwlated that (huse arganizabons might be on a Usl of rrganizations that
o e wevice, which 15 asfigned e task ul puatecting the precident, mighl meed to moniter a5 pant

cié{; afits sccurity responsibility. ) S
.4 . Additional cvidence suggests that Olshamsky, Stuber and other left-leaning sctivists are afso seen v
i 2% a threat 10 aviation, though perhaps of a difforent srade. A top official fur the Taglc Forum. an T
Rl olddinc conservative proup led by snii-leminist icon Phyllie Schlafly, suid weveral of the group's

members hove bern delayed ul seenrity chockpoints for 50 long that they missed their thghts.
According o Pax Christi, a Cathalic peaes grgmy zatign, an American nember of the Falua
(jong Chinese religious gy was barced from petting back on & plans that had stapped in
leetand, reportedly b, rat infermahen supplied fo {celadic austoms by U5, suthorities, The

parson was reporicdly prrmitted to ity onward o 3 favwer [ight.

Hussein hish, commupicatinns dirctter of the American Arah Anti-Discgmination Commites,

L says his group has ducumented aver 3 eazes - involving 200 people ~ in which fliers with
Arzbic names have bech delaynd af the irpett, of barred alin rether from flying, Some, he sayk,
L appear t Livolve peaple who have no politicd] involwenend at zll, and he specuiated that they
- ) enured Me misfortunc of havme the same name /S fnateans "on the list" for lepitimate sseurily
Ry ) [ LTELTITN . C
o ) D
i‘t: Unii! Sraigman's confirnation at the ooty lisl, the povenuncnt had nover admined its exiseenue.
i While FBI spokccsman Paul Bregson confimmed #xintcuue of the list. gfficiels 21 the CLA and us

Lumigration and Maturalizatian Servics dudiued 1o comment wnd reterred inquines back o e
94 Dectails of how it was asgembled and Low it is heinz used by the government. airporis and

5.“ v alrlines arc largely Lept cecret,

mE A security officer bt United Airiinas, speaking un condition of ananymity, copfirmed that the
BT aiilines reccive no-fly st from the Transpurtarion Sezurily Administration PR dectinat frther

) camment, s3ying it was a seeurity maticr, A& USAir spokeswoman, hovwever, declined 1n

- comment, £aying that the airline's secusity relationship with the federsl ransit agmioty was 2

e security matter and thar discysing it could “jcopardize possenger safery.”

"T o Steipman declined 1o say whis wis uis the po-fly list, but he conceded that peopls ke Tawmger

,‘-._:. swber, Gordon, Adams 2nd Olslgusty #ere not “thrests Lo aviation,” becuuwse (hey were betng

o sllowed 1o fly aller briop intorrogated 2nd searched, But then, in 2 Byzantine lwist, be mased the

“ posaibility thal the srtmrity apency might have more than one list. "I checkmt wills gur security

o people,” he swid, "and they said therg i ao [sesond] list.” he said. “Of conrse, thar could mean

) it one of iwo tisge. Fither Therc 13 pe socond liog, or there is 2 list and 1bay'rs not gomg 1o telk i
:{;-t 1 abowg 1L fur security reazens.” . :
E{? In (act, 105t of thoss who have been stopped from baarding flislis fliks Lawmger, Bluber, = <
i Gordon and Adama} weors ohle 1o By lat=r. Obviously, il the TRA thenght someohe wrar 3 .
; . prnuine “thrcad to svistion”  like those onthe 1, 000nanme no-fly list. they would simply be -
o '
iw .
.
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pazread frown fving So does the agancy have mure than onc st perhaps ~ one fur peopic wiio are

S

P tolally harred from fymg and anothee for peupile who are simply harassed apd delayed?
N Asked why the TSA would be barcing & 14-yesc-uid pup from flying, Steigman said: *T dos't
i \mow, Yot cauld get on the liet if you wers amesied for 2 federal felony.”

R L S R
B

-

Sister Lawinger says sho woz arrested only once, hack i the 19303, for sining dows wnd refusing

10 Teave (e distrct affice of 2 local congressman. And cven then, she EAYE, she was mever

. offivially charged or fined. But another prrsun who was in the Peace Action delegativa that dfuy.

i Tudith SWilljams, saya she was arrested and apent three days in jail for a profest al the White

2 Huusg back in 1991. n that protest, Willians and other Cathalic peace activists tuad scalad the

Lol White Ilousc perimete lenee and scattered haby dolls around the 13w  pintest the bombing of

e Iraq. She 3ave that the charge Fron (hat incident was o mizdemeanor, an nftaction chat would not
soern enouh to sstablish ket a5 o tipeat o aviahon.

4 ,.?:.'-.':.'!'

Incvitably. such questions zbout huw one gots on a Federal transit list Teaies nucstions about
how to 2ot 6ff it, It iz a classic — wnl winerviag ~ Cateh 23z Becguse the Tiansportation Secunily
Adminystration says it compiles te list from namas provided by other agencics, it haspo
procedurs for comecting 1 prublens. Aggncved parties would have L go b the sponey that frst
repored their pames, Lt for security reasons, the TSA won't discluns winch apency pun somecne
on the list.

ireceon, the FBL spukesperson, would not explain the eriteria for clusiFylog somcons as a threal
1¢ aviarion, but supgests that dices whao beheve they'r= on the list impuoperly should "report o

_ aigpart security sl ey should bo abie to contzet the TSA or s and et il clearcd up.” Ha
s concedes thal miplt mcan mussed Arghts or other incanuunisnces. Tlis cxplanation: TAirline
= seeurity huy puttan very complicated.”

=

:;f o Many critics f 1he security agency’d methods atcept the noed for Ticightencd bir speurity, bus
iy remain troubded by the morc Katko-ssque tmite of the sysicin. Waters, at the Eagle Fona,
nin worries that e government has offered no explanation fu L a “hreat w aviohen” is

T determined. “Maybe the peapie being stopped are lready licing profiled,” sha sayz. "If theyTe

» prafiling people, what kind of things are they looking fe? Whether you fitin m your

N netghbarhaod!”

ELE
:Hr “ agree that the povamment should be keeping knw wu ‘rhicats 10 aviaton’ off of planes,” [wish
. says. "I certninly don't want those people on my plare! But there has to be a procedure for
D sppoating thus. snd thers isn't, Therd age nn salcguards and thore1a no recoures.”
s
':ﬁ;: : Meanwhile, nobody in the federa! govermnment has explained why 30 many low 3biding but

moatly left-lsnning political activists and aotiwar activists are being harassed et check-in time al
airports, “Tmi2 all raises setious concerns ahowl wlether the govemment hos made 2 decision
wrgat Ameticans based on their pulitive] belicfs,” says Katic Corriga, an ACLU offieaal. The
ACLL has sevup a Mo Fiy Livi Covaplaint Torm on it Web giie.

L
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One particular cotcern sl thie goveramaent's threat te aviation Jist and any orher posille [ists
of peaple 1o be subjertid ta cxtra security investization at aitpors is thal narees e Lzisg orade
availahle W privade comnpanizs - the airlines and aicpon aathorities — charymt with alerting
security parsennel, Unlike most stiter law cnforcement watch lisix, hesc lists arc not being

R
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closely hald within tie national gecunty o lawenforcement files and computers, but ace
apparently beiug widcly dispersed.

"Ify bad enough when the federal govomment has lists like this with e gaidelines on how
ihem. says Olghansky # the Center for Constinuional Rights.

. thay're mpﬂgd ur Twver bo uic
g . -Bu;mﬂ-.ﬂugummm;mmmPﬁvmuw-,ﬂm:mwmlmmuwhuw
T ey are used ut misused” Noting that wirfiass have 74 frc hand” lo decide whedher someene it
o { tryund a jlang or not, she s3ve the tesultica "memendous chilling of the First Amenimeyt right to
'_;,-,f travel and speak frocly” ' C
7, plarmed by hey ovrexperiencs ol e murabet : "
s iy is ﬁghhqghd,ﬂn:.ﬁh@___ﬂytmw that the ga¥en
. [EFE 23 ozt her center inplinning a Firs| Ameadmentiid ,
) SCOR has alreadyssighed up Luwinger, Stober, ndponsiis
cHitnigmup.

About the writer
Philadclphsa-bossd jourmnalist Dave il efE wrilcs ropularly for Saloa

Editor's Note: This zory has been corerted.

hilbp:diwerd, u.l:n,:nm.’naw,r!ul:ur-.fyuuzn;,n:h';m flyfindoer op  hEmb
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Correctlon:

"~ jrounded”, a story publishied an Nov. 13, incocrestly raported that allanuey Barbara Olshanalcy

of the Center for Consiitutiunal Rights was sttempring board 2 JetBlue Oight when she wug
stopped and strip-searelied carlicy this yeor. 1 [act, when she flew wul of Nowark, she wos not
taking fetBiue. The stuny also reported neorrectly that Green Parly sctivist Doug Stuber, aftar
being swopped frm kabang bis plastned Night from Raleigh-Durhn, M., 1o Tlambuarg last
month by U §. Secret Serviee agents, was able to fly 1 his destinztion on & late tight. In £2ct,
after tryiny for two days at varicas Brgorts, Stuber found he was baTed from boerding any flight
arul tisged his husiness trip, The ttory also descabed Peace Aution 25 a Romen Cothelic
urgnoization, Tn fact, 1t 35 not affiated with any reliyiuns group. The story hae bets cosrecred.
Saban regrels the crros.

[Carrectian made 11715/01]
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From;
Seni:
To:
Ce: BIc _
Suhject: Mo Fly List rq |
Thanks.
Lasihy,
b
[+35]
oo
o BC
BETE

e FBIOC10O



Fram:

Sent: Monday, August 05, 2002 7.25 PM
o

Cc: BTC

Subject: No Fiy Meme & Frozen Money

b7To

This is the best info t have at the presentime | 17¢

584 i8]
Civil Aviation Security Program, Hoom 11735
Domestic Terrorism Counterterrorism Planning Seclion

I.Cnumeﬂa:musm.mﬂ:;iun biC
”t-:l Bi2/02 8:31:04 PM >>> b¥e
H B0

] AT® Obier ONICES [eporing Simiar 1Ssues |

Jus wondening if you had any advice... b7
Thanx |

B7C
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From: —
Sent: uesday, July 23 2002 1.03 PM

o AL B OBATON CONARD
Cc: | eXin HEHEI
Subject; Re oy List ' A5
03—-777
| agree with your assessment of the n&eds the ranonaie lhe assrstanca DGG r;an pmvide and heanng
fas lo his perceplions and even : o, if he provides mfu Aisa
adds with my understanding of] b5
Thanks again.
T -
X
= Fi23/02 10:51:02 AM >>> o ‘

i would aiso add that OGC can help in the first cale

- b7e
; b5
|U?n’23a’(}2 10:16AM »>>

| [at ark Thie i5 1o confirm our understanding in OGC of yesterday's mesting. We il recognize the needs: bic

FBI100102



From: b2
Sent: oiC 19, 2002 TS FM ole]

To:

Ce: b7
BTE

Subject: e, USA BATRIOT Acl Sec. 10097

D bay, this is grtting a bit compiicated. Of course, I should have kmowa that sameone in te FRI was fallowing the implementation
requirements of various parts of all this legistation, and usually [ will end up with aviation-related things like this, but not this time.
S0, not only is Congress wanting 2n update, but sow DOJ ia tracking it te. Just pets worse, doesu't it?

Tasiof__| o
s 19402 9:55:4% AM >=>
iy recall that back in Noverber the FBI made a report 0 the AG on implementatian responsibilities for various of
A Patriot Act. ITRD designated then-DAD Frank Savcr as the POCHicker-halder for Section 1009, BO3 (OLP

is now calling for an epdate on implementation stats (seport was dues to Congress months age). Now that Frank's moved
om TRL, can you advise whao has this ticker? n7e

[ | Section 1009 requires the FBI to study and report to Congress an the (rasibility of providing 1o the airlines “via
campter” (he names of passengers who are suspected of terrorist activites by federal law enforcement officials.. So I've also
addressed \his 1o you on the chance that in pursuit of your ather info-sharing efforts you might have picked this up???

7]

Re: Overdue
Fatrigt Act requlr...

FBIOG102




Fram: L1

Sent: _Thursday, June 20, 2002 9:42 AM

To:

C?.:: BT

Subject: e RE- USA PATRICT Act Sec. 10007

:Ijﬂes. | think 50 re coordinating and wRI'DaE PO,

as | GMMR my draft letier is accurate, but should be coonrdinated/reviewed by othears, which looks

bTC

i 15 an

|- If yau want to meet on the response | drafied andfor for us to gain a common understanding of the tagislative intent
£1C, L5l lat me know. Obviously, | could be off hase because | responded only hased an my own abservations of the
ourrent silyation and what | know ar think | know to be happening in other Bureau entities.

Thanks to all, B7C

> 720002 9:24:14 AWM >>>

Thank From the threads on this message, sounds like CIiS and Jwill want to get together on
this.

”'i!. }]6.."2:}!{]2 03 14AM 22> biC
JusT lalked mnd we agree that he j5 best suyit ke over this

ittty for now, if duties svolve into
something elge, then we may have Lo reassign later. for now Fs tha man. axt

oic

) F—mr?.lua.mLMaxmn:I—

Sent: Wednesday, June 19, 2007 9:55 Al _
To ;
e ‘J B7C

aubjach Lo FARTHIT ACk Ggc. WHREs Y

:J you may recall that back in November tha FEI made a report 19 the AG on
implernertation responsibiliies for vanows pans of tha USA Patriot Act. IRD

dasignaqumgmmms‘m POCRckat-holder for Section 1009,

DO (OLP iz now catling foran updata on

implamentation status (report was dues 19 Congrass menths ago). Now that b7C
Frank's maved from [RD, can you advise wha has this ticket?

[ |Seclion 1005 requires tha FBL to sludy and repart 1o
Congress an the feasibility of providing te the aidines "via computer” the
names of passengers who are suspected of lerrodst actvities by federal law <____,..-

enforcement officals.. Sa 've alsp addressed His 1o you on the Chanca that
in pursuit of your ather infa-sharing efforts you might have picked this up???

FBI001I04



(Rev. us’-zarmmf

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/23/2002

To: Criminal Investigative Attn: VMOS
SC Gerald L. Buten
MT /TCU
[He |
55

Counter Terrorism Attn: DRT/CPES
5C Tom Carey
SEMU
S5
ITQS-I71T
n7C SC Andrew Arena
SC Charles Frahm

From: Office of the General Counsel

Iovestigabive Law lpjt
Contact: ext

Approvad By: Steele Charles M

AT EMTES- i SOMTAINED
Hh i HliS
Drafted RBy: A

Capa ID #: {Pending}

Titie: CRIMES INVOLVING CIVIL AVIATION;
FBI INVESTIGATIVE JURISDICTION

Synopeig: To provide a legal opinion from the Qffice of the
General Counsel (0GC} concerning the jurisdictional relationship
between the FBI and the Transpeortation Security Adminiastration.

MAdmipietrative; This document is a privileged FBI attorney
communicaticon and may not be disseminated outaide the FBEI without
OG0 approval. Also, to read the fooknotes in this document, it
may be regquired to downlead and print the document in
WordPerfeck.

Datalle:

b5

FBIGD1IOS5



To: rimi tigative From: Office of the General Ccounsel
he: pej23/200z2

o2

{1) Carrying out the provisicns in Chapter 44% of Title
49 of the U.5. Code, relating to civil aviation security, and
related research and development activities:

{2) Airport screening operations; and

(3] Receiving, asgsessing, and distributing intelligence
informatrion related to transportation security.

Chapter 249 of Title 49, entitled "Security," addresgsgesa
all aspects of aviation security, including: screening passengers
and cargo; receiving and evaluating threats to aviation; research
and development of modern security systems and facilities; and
regulation of security of foreign carriers and foreign airporta
that serve pazsengers bound for the U.S.

In addition, ATSAR grants the Under Secretary permissive
{as opposed to mandatory) authority to designate federal law
enforcement officers (LEOs) and empowers these LEQs Lo exercise
standard law enforcement powers when engaged in "efficial duties
of the Adminiatration as required to fulfill the responsibilities
under [ATSA]." These powers include authority to carry firearms,
make arrests without warrant for any federal offense committed in
their presence or for which they have probable cause, and seek
and execute federal warrants for arrest or search and seizure of
evidence. ATSA also requires the Under Secretary to provide
guidelinez by which to exercise thess law enforcement powers in
consultation with the Attorney General. The proposed guidelines
have been submitted to the Department of Justice for review,

Finally, ATSA continues the Federal Air Marshal ({FaM)
program {formerly part of the Federal Aviation Adminiatration} by
authorizing the TBA to deploy FAMs abeard aircraft for what are
clearly reactive law enforcement functions.

FBI Statutory Authority

The FBl's general enabling statute, 28 U.5.C. § 533,
grants the agency the authority to investigate any violation of
the criminal laws of the United States. As noted previcusly, 28
IJ.5.C. § 532 gpecifically empowers the FBI to investigate the
primary crimes-aboard-aircraft violations in Title 49, which are
get forth in Chapter 465, entikled: "Special Aircraft
Jurisdiction of the United States.” These include Section 46503,
Aircraft piracy; Section 46504, Interference with flight crew
members and atcendants; Secktion 4650%, Carrying a weapon or
explosive on an aircraft; Section 46505 which lists a variety of
common law crimes {e.g., murder, robbery) committed within the

FBIGO 106



|3

" To: Criminal Inves igative From: Office of the General Counsel

Re: 0B/23 /2002

b2

for the TSA to gerve as & "liaison" to law enforcement
compunities (Section 101{f) {5)}; the use of information from
other agencies to identify passengers who may be a threat to
civil aviation and the requirement to notify appropriate law
enforcement agencies upon identifying such an individual (Section
101 (hY {3}}; and the mandate to enter into memoranda of
understanding with other agencies for informaticn-sharing
purpoaes (Section 101¢hj (1)).

FBIOO107
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From the Desk Of Date: 04/09/03

Supervisory Special Agent
B7C

o
TO: | ILitigatiﬁn EM 7@?’7
FROM:
SUBJECT: ACLU - No Fly/Setecler List Request

ENCLOSURES: Caopies of SSAl Documentation re Above

riC

As promised, enclosed are photocopies of all records both myself and SSA

had {filed) in our desks re the above. SSA} fand as you can see, kept
many notes on this topic.

[f you need anything else, please don't hesitate to email or call.

Please pote that this information is law enforcement sensitive.

ALL TXFORMATION CONTAINED

T T Ny

ChW oa- 179

b
b7C

Civil Aviarion Securify Program
Special Events Management Uinit, Roem 11703

Domestic Terroriom Courtterterrorism Planning Section
Cournrerrerearism Division, FBT Headguarters, Washington, DT 20535
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