April 25, 2013

Honorable Tim Murphy, Chairman Honorable Diana DeGette, Ranking Member
Oversight and Investigations Subcommittee Oversight and Investigations Subcommittee
Committee on Energy and Commerce Committee on Energy and Commerce

2125 Rayburn House Office Building 2125 Rayburn House Office Building
Washington, DC 20515 Washington, DC 20515

Dear Chairman Murphy, Ranking Member DeGette, and Members of the Subcommittee:

On behalf of the undersigned organizations, we submit this statement for the record in
advance of a hearing of the Oversight and Investigations Subcommittee of the U.S. House
Energy & Commerce Committee on “Does HIPAA Help or Hinder Patient Care and Public
Safety.” We strongly urge the Committee not to weaken current privacy protections in the
Health Insurance Portability and Accountability Act (HIPAA)." Neither patient care nor public
safety requires modification of HIPAA, which already contains numerous exceptions to
accommodate the interests of the individual and the public. HIPAA carefully balances the
privacy right of individuals with disclosure of select information when necessary, such as for
insurance or billing purposes, to ensure compliance with HIPAA for public health reasons, or,
less commonly, when an individual presents a serious danger to self or others.

As the Committee examines HIPAA in the context of patient care and public safety, we
would strongly caution against rhetoric that inaccurately links people with psychiatric disabilities
to public safety concerns. This rhetoric will only further isolate and stigmatize the millions of
Americans with psychiatric disabilities, which is a step backward after years of breaking down
the stereotypes and misinformation about mental illness. Further, such rhetoric may negatively
impact patient care by making people with psychiatric symptoms disinclined to seek treatment or
reluctant to share full information with their providers out of a concern about reduced privacy
standards.

Because this hearing will be addressing the impact of HIPAA on public safety, and this
Subcommittee held a forum last month, “After Newtown: A National Conversation on Violence
and Severe Mental IlIiness,” we would like to clarify a frequent misconception about psychiatric
disabilities and violence — people with psychiatric disabilities are no more likely to be violent
than anyone else. Studies show that “severe mental illness alone [is] not statistically related to
future violence . . . In fact, people with major psychiatric diagnoses, such as bipolar disorder
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and schizophrenia, are at greater risk of being attacked, raped or mugged than the general
population.’

Thus, no public safety benefit justifies singling out and further stigmatizing people with
mental disabilities, and this stigmatization comes at a significant cost to these millions of
Americans. Psychiatric disabilities are extremely common, as 1 in 5 adults will experience a
psychiatric disability in any given year, and about half of the population will experience the
symptoms of a psychiatric disability at some point during their lifetimes.* Yet, despite the
prevalence of psychiatric disabilities, pervasive stigmatization of individuals with mental
disabilities continues to deter people from seeking diagnosis and treatment when needed.

Since the enactment of HIPAA nearly two decades ago, its privacy guarantees have
advanced public health by re-assuring millions of Americans that their medical records will be
private and secure. The end result is better patient care as individuals trust the integrity of their
relationships with medical providers, and information is shared freely. The general principle of
HIPAA is that an individual’s protected health information may not be used or disclosed except
as the individual or the individual’s personal representative® authorizes in writing or as HIPAA
permits or requires.® The scope of HIPAA extends to all “individually identifiable health
information,” whether electronic, paper, or oral, held or transmitted by a “covered entity,” which
include (1) health plans, (2) health care providers, and (3) health care clearinghouses, or their
business associates.” This information is referred to as “protected health information™ (PHI)
under HIPAA.® Apart from exceptional circumstances, the parents or guardians of minors are
typically their personal representatives, and have the right to access their medical records.®
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HIPAA also encompasses adults granting permission for disclosure of their protected
health information to family members, friends, or others. Protected medical information may
also be disclosed to friends, family, and others involved in the patient’s care or payment for the
care when an adult patient is not present or unable to give permission (for instance, due to being
unconscious) if the medical provider determines that, in his or her professional judgment, it is in
the patient’s best interest.”® Individual authorization is also not required to share protected health
information with the individual directly, or for purposes of treatment, payment for services,
health care operations, or incidental use and disclosure.**

Further, HIPAA provides for the disclosure of protected health information without an
individual’s authorization for 12 “national priority purposes” related to the public interest.*?
Note also that several entities that may possess health information — such as elementary and
secondary schools, life insurance companies, and law enforcement — are not subject to HIPAA. =
Given the breadth of the exceptions from HIPAA’s protections and the limited application of
HIPAA to “covered entities,” multiple avenues already exist for the sharing of protected health
information when warranted by public health or safety concerns. These exceptions include:**

1. When required by law, including statute, regulation, or court orders;

2. Public health activities, such as the collection of vital statistics, or reporting the
exposure to communicable diseases;

3. For reporting of abuse, neglect, or domestic violence;

4. Health oversight activities (e.g. audits, inspections);
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individual.”).

0 Off. for Civ. Rights, Dep’t of Health & Human Servs., Frequently Asked Questions: If I am unconscious or not
around, can my health care provider still share or discuss my health information with my family, friends, or others
involved in my care or payment for my care?,
http://www.hhs.gov/ocr/privacy/hipaa/fag/disclosures_to_friends_and_family/524.html (last visited Apr. 24, 2013).
145 C.F.R. § 164.501, 164.502(a)(1), 164.506(b-c), 164.508(a)(2), 164.510(a-b).

245 C.F.R. § 164.512.

13 See generally, Off. for Civ. Rights, Dep’t of Health & Human Servs., Frequently Asked Questions: Who must
comply with HIPAA privacy standards?, http://www.hhs.gov/ocr/privacy/hipaa/fag/covered_entities/190.html (last
visited Apr. 24, 2013); Off. for Civ. Rights, Dep’t of Health & Human Servs., Frequently Asked Questions: Does the
HIPAA Privacy Rule apply to an elementary or secondary school?,
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11.

Judicial and administrative proceedings;
Law enforcement purposes;

Decedents (e.g. disclosures about the deceased to coroners, medical examiners, funeral
directors, etc.);

Cadaveric organ, eye, or tissue donation;
Research (e.g. under circumstances authorized by an Institutional Review Board);

Serious threat to health or safety (if necessary to prevent or mitigate a serious and
imminent threat to the public or to a specific person, information may be disclosed to
any person perceived to be able to prevent or lessen the threat, including caregivers and
law enforcement );

Essential government functions (e.g. military purposes); and

12. Workers compensation.

HIPAA’s law enforcement exception is particularly detailed, as it provides six
circumstances in which protected health information may be disclosed without the individual’s
authorization:*

1.

As required by law (including court orders, court-ordered warrants, subpoenas) and
administrative requests;

To identify or locate a suspect, fugitive, material witness, or missing person;

In response to a law enforcement official’s request for information about a victim or
suspected victim of a crime;

To alert law enforcement of a person’s death, if the covered entity suspects that
criminal activity caused the death;

When a covered entity believes that protected health information is evidence of a crime
that occurred on its premises; and

By a covered health care provider in a medical emergency not occurring on its
premises, when necessary to inform law enforcement about the commission and nature
of a crime, the location of a crime or crime victims, and the perpetrator of the crime.

Further, there is a sweeping HIPAA exception for national security purposes, which

permits the disclosure of protected health information “to authorized federal officials for the

545 C.F.R. § 164.512(f).



conduct of lawful intelligence, counter-intelligence, and other national security activities
authorized by the National Security Act.”*® Similar disclosures are authorized for the “provision
of protective services” for the U.S. President, foreign heads of state, and others, including for
“the conduct of investigations.”*’ This information may then be shared with state and local law
enforcement, and because it falls under one of HIPAA’s exemptions, there is no requirement that
the individual authorize or even receive notice that his or her medical records are being reviewed
by law enforcement. In fact, if a person’s protected health information is sought under the
authority of the Patriot Act,'® the HIPAA covered entity is prohibited from telling “any other
person (other than those persons necessary to produce the tangible things under this section) that
the Federal Bureau of Investigation has sought or obtained tangible things.”°

In short, HIPAA already has ample exceptions for law enforcement and public safety
concerns. These specific law enforcement exceptions to HIPAA, along with the broad exception
for covered entities if the provider perceives that there is a serious threat to health or safety,
provide significant exceptions to privacy protections in the unusual event that an individual
poses a serious health or safety threat to self or others. The cumulative impact of all of HIPAA’s
public interest-related exceptions is to ensure that health care providers can share protected
health information when the balance of interests weighs more heavily in favor of the public than
the individual’s constitutionally and statutorily-protected right to privacy. However, this balance
is a delicate one, as too many exceptions to patient privacy will discourage people from seeking
treatment, erode the doctor-patient relationship, increase the risk of medical privacy breaches,
and ultimately result in negative health outcomes. HIPAA strikes such a balance, to the benefit
of individuals and the public.

We welcome the opportunity to discuss HIPAA in more depth, and thank the
Subcommittee for its attention to HIPAA’s provisions and the larger issue of patient privacy.
Please do not hesitate to contact Jennifer Mathis, Bazelon Center for Mental Health Law, at
(202) 467-5730 ext. 313, Demelza Baer, American Civil Liberties Union, at (202) 715-0807, or
Ari Ne’eman, Autistic Self Advocacy Network, at (202) 596-1056, with any further questions.

Sincerely,

American Civil Liberties Union

Autistic Self Advocacy Network

Bazelon Center for Mental Health Law

1945 C.F.R. 164.512(k)(2).

745 C.F.R. § 164.512(k)(3).

8 USA PATRIOT Act, 50 U.S.C. § 501(a)(1)(2002) (The FBI Director or his designee may get a court order under
the Foreign Intelligence Surveillance Act “requiring the production of any tangible things (including books, records,
papers, documents, and other items) for an investigation to protect against international terrorism or clandestine
intelligence activities, provided that such investigation of a United States person is not conducted solely upon the
basis of activities protected by the first amendment to the Constitution.”).
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