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INTRODUCTION 

Over a decade ago, the government secretly began collecting in bulk the 

telephone records of millions of innocent Americans. Through this mass 

surveillance program, which continues today, the government keeps records of 

who calls whom, when, and for how long. These records, amassed in a government 

database, supply the government with a rich profile of every citizen as well as a 

record of citizens’ associations with one another. The government knows who is 

calling which doctor, and when; which family members are in touch with one 

another, and how often; which pastor or imam or rabbi provides counsel to whom; 

who is calling the abortion clinic, the alcoholism-support line, the psychiatrist, the 

ex-girlfriend, the criminal-defense lawyer, the suicide hotline, and the child-

services agency. The government knows all of this about millions of Americans—

including Anna Smith, a nurse and mother living in Coeur d’Alene, Idaho, who has 

never been suspected of any involvement whatsoever in criminal activity or 

terrorism. 

The surveillance imposed on Americans by the call-records program is 

anathema to this country’s constitutional tradition, and the privacy intrusions the 

program works are unprecedented in our history. The government’s defense of the 

program is based almost entirely on a Supreme Court decision from thirty-five 

years ago—Smith v. Maryland, 442 U.S. 735 (1979)—that concerned the 
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 2 

warrantless collection of a suspected criminal’s dialing information over a period 

of three days. But the National Security Agency’s call-records program bears no 

resemblance to the targeted and narrowly circumscribed surveillance that the 

Supreme Court upheld in Smith. Indeed, the idea that Smith tacitly authorized the 

government permanently to impose a system of pervasive and intrusive 

surveillance on hundreds of millions of innocent Americans is beyond untenable. 

As the Supreme Court cautioned just months ago, analog-era precedents cannot be 

extended mechanically to factual contexts far removed from the ones that gave rise 

to them. See Riley v. California, 134 S. Ct. 2473, 2488–89 (2014). 

Neither Smith nor any other authority grants the government the power to 

invade without suspicion and without end the privacy rights of Mrs. Smith and 

millions of other innocent Americans. This Court should reverse the judgment 

below. 

STATEMENT OF JURISDICTION 

Plaintiff–Appellant Anna Smith brings a claim under the Fourth 

Amendment. The district court had subject-matter and personal jurisdiction 

pursuant to 28 U.S.C. § 1331. On June 3, 2014, the district court granted the 

government’s motion to dismiss and denied Mrs. Smith’s motion for a preliminary 

injunction; the court entered final judgment the same day. See Dist. Ct. Op. (ERI 
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8).1 On July 1, 2014, Mrs. Smith timely filed her Notice of Appeal (ERII 9–10). 

This Court has jurisdiction under 28 U.S.C. § 1291. 

STATEMENT OF ISSUES 

1. Whether the government’s bulk collection of phone records violates 

the Fourth Amendment, such that the district court erred in granting 

the government’s motion to dismiss. 

2. Whether the district court erred in denying Mrs. Smith’s motion for a 

preliminary injunction. 

STATEMENT OF ADDENDUM 

Pursuant to Ninth Circuit Rule 28-2.7, an addendum setting forth “pertinent” 

constitutional provisions and statutes follows the end of this brief. 

STATEMENT OF FACTS 

A. Appellant Anna J. Smith. 

Anna J. Smith is an ordinary American, living with her family in Kootenai 

County, Idaho. She is a neonatal intensive care nurse and mother of three children. 

Like many other Americans, her primary means of communication is her mobile 

phone. She has been a customer of Verizon Wireless for the past three years and 

was a customer of AT&T Wireless for four years before that. She uses her phone 

to communicate with her family, her friends, her employer, her children’s teachers, 
                                         
1 “ERI” refers to Volume I of the Excerpts of Record filed in connection with this 
opening brief. “ERII” refers to Volume II of the Excerpts of Record. 
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her doctors, her legal counsel, and many others. None of her communications 

relate to international terrorism or clandestine intelligence activities. See Amended 

Compl. ¶¶ 6–8, 18–20 (ERII 123, 125).  

B. The NSA’s Call-Records Program. 

For over a decade, the government has been collecting call records on a 

daily basis in bulk from major domestic telecommunications companies. The 

government initiated the call-records program in the weeks after September 11, 

2001.2 For almost five years the government collected Americans’ call records on 

the basis of secret presidential authorizations and without any judicial or 

congressional authorization.  

On May 24, 2006, the government secretly obtained approval from the 

Foreign Intelligence Surveillance Court (“FISC”) to collect call records under 50 

U.S.C. § 1861—a provision commonly known as “Section 215 of the Patriot Act.”3 

                                         
2 See Public Declaration of James R. Clapper, Director of National Intelligence 
(“DNI”) ¶ 6, Jewel v. NSA, No. 08-cv-4373 (N.D. Cal. Dec. 20, 2013) (ECF 
No. 168); see also Office of the Inspector General of the Dep’t of Def., et al., 
Unclassified Report on the President’s Surveillance Program 1, 5–9 (2009), 
https://www.fas.org/irp/eprint/psp.pdf (“PSP IG Report”). 
3 See Order, In re Application of the FBI for an Order Requiring the Prod. of 
Tangible Things from [Redacted], No. BR 06-05 (FISC May 24, 2006), 
http://1.usa.gov/1f28pHg; see USA PATRIOT Act of 2001, Pub. L. 107-56. 
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The program continues under Section 215’s authority to this day.4 

Under the FISC orders that currently authorize the program, the government 

presents multiple telecommunications carriers with orders requiring them to 

produce to the National Security Agency (“NSA”) “on an ongoing daily basis . . . 

all call detail records or ‘telephony metadata’” relating to every domestic and 

international call placed on their networks.5 The orders, which are renewed every 

ninety days, further specify that the “telephony metadata” sought includes, for each 

call, the originating and terminating telephone number as well as the call’s time 

and duration. See Verizon Secondary Order (ERII 117). Once collected, the bulk 

telephony metadata is stored in a government database for five years.6 

                                         
4 See Primary Order, In re Application of the FBI for an Order Requiring the Prod. 
of Tangible Things from [Redacted], No. BR 14-96 (FISC June 19, 2014), 
http://1.usa.gov/1oLUFtg (“June 19, 2014 Primary Order”). 
5 Secondary Order, In re Application of the FBI for an Order Requiring the Prod. 
of Tangible Things from Verizon Bus. Network Servs., Inc. on Behalf of MCI 
Commc’n Servs., Inc. d/b/a Verizon Bus. Servs., No. BR 13-80 (FISC Apr. 25, 
2013) (ERII 116–19) (“Verizon Secondary Order”). 
6 Upon a government application to the FISC demonstrating “reasonable articulable 
suspicion” that a telephone number is associated with an international terrorist 
organization, the government may query its database using that number, which is 
known as the “seed.” See Order Granting the Government’s Motion to Amend the 
Court’s Primary Order Dated January 3, 2014, at 3–4, In re Application of the FBI 
for an Order Requiring the Prod. of Tangible Things, No. BR 14-01 (FISC Feb. 5, 
2014), http://1.usa.gov/1l34PSi (“Bulk Call-Records Modification Order”). Each 
query of the database returns all telephone numbers within two “hops” of the 
seed—effectively, all telephone numbers “that have been in contact or are 
connected with the seed,” plus all telephone numbers “that have been in contact or 
are connected with a [telephone number] revealed by the first hop.” Id. at 3 n.2; see 
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While news reports discussed the existence of the call-records program as 

early as 2006,7 the government did not officially acknowledge the program until 

shortly after June 5, 2013, when The Guardian newspaper disclosed a “Secondary 

Order” that had been issued by the FISC two months earlier to Verizon Business 

Network Services (“Verizon Business”), a subsidiary of Verizon 

Communications.8 After it acknowledged the existence of the program, the 

government also acknowledged that the Secondary Order was issued as part of a 

broader effort involving multiple telecommunications providers.9 The FISC has 

reauthorized the program many times, most recently on June 19, 2014.10 

The program is unprecedented in its scale and highly intrusive. As Princeton 

computer science professor Edward W. Felten explained in a declaration submitted 

to the district court, the program places in the hands of the government a 

comprehensive record of Americans’ telephonic associations, and this record 

                                                                                                                                   
id. at 4. The government stores the results of its queries in a separate database, to 
which the government has practically unfettered access and may apply “the full 
range of SIGINT analytic tradecraft.” June 19, 2014 Primary Order at 12 n.15. 
7 See, e.g., Leslie Cauley, NSA Has Massive Database of Americans’ Phone Calls, 
USA Today (May 10, 2006), http://usat.ly/1nKurU9. 
8 See Verizon Secondary Order (ERII 116–19). 
9 See, e.g., White House, Administration White Paper: Bulk Collection of 
Telephony Metadata Under Section 215 of the USA PATRIOT Act 1 (Aug. 9, 
2013), http://bit.ly/15ebL9k (“White Paper”); Decl. of John Giacalone ¶¶ 6, 11, 13, 
29 (“Giacalone Decl.”) (ERII 67, 69, 70, 76).  
10 See June 19, 2014 Primary Order. 
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reveals a wealth of detail about familial, political, professional, religious, and 

intimate relationships—the same kind of information that could traditionally be 

obtained only by examining the contents of communications. See Decl. of 

Professor Edward W. Felten ¶¶ 38–64 (“Felten Decl.”) (ERII 92–101). By 

aggregating metadata across time, the government can learn “when we are awake 

and asleep; our religion . . . ; our work habits and our social aptitude; the number 

of friends we have; and even our civil and political affiliations.” Id. ¶ 46 (ERII 95). 

It can learn about “the rise and fall of intimate relationships, the diagnosis of a life-

threatening disease, the telltale signs of a corporate merger or acquisition, the 

identity of a prospective government whistleblower, the social dynamics of a group 

of associates, or even the name of an anonymous litigant.” Id. ¶ 58 (ERII 99).11 

Two review groups appointed by President Obama have echoed Professor 

Felten’s observations, and both groups—the Presidential Review Group on 

Intelligence and Communications Technologies (“PRG”) and the Privacy and Civil 

Liberties Oversight Board (“PCLOB”)—roundly condemned the call-records 

program on legal and policy grounds. The PCLOB explained that because call 

                                         
11 See generally Privacy and Civil Liberties Oversight Board, Report on the 
Telephone Records Program Conducted Under Section 215 of the USA PATRIOT 
Act and on the Operations of the Foreign Intelligence Surveillance Court 12, 156–
57 (Jan. 23, 2014), http://bit.ly/1aERqzw (“PCLOB Report”); Presidential Review 
Group on Intelligence and Communications Technologies, Liberty and Security in 
a Changing World, 110–14, 116–17 (Dec. 12, 2013), http://1.usa.gov/1cBct0k 
(“PRG Report”). 
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records “can reveal intimate details about a person’s life, . . . the government’s 

collection of a person’s entire telephone calling history has a significant and 

detrimental effect on that person’s privacy.” PCLOB Report 156. Because of this 

intrusiveness, the PRG wrote, the call-records program is likely to “seriously chill 

‘associational and expressive freedoms.’” PRG Report 117 (quoting United States 

v. Jones, 132 S. Ct. 945, 956 (2012) (Sotomayor, J., concurring)). “Knowing that 

the government is one flick of a switch away from such information can 

profoundly ‘alter the relationship between citizen and government in a way that is 

inimical to society.’” PRG Report 117; accord PCLOB Report 161–64.  

In addition to raising these privacy concerns, both review groups appointed 

by President Obama emphatically concluded that the program failed to yield any 

significant benefit at all to the nation’s security. After exhaustive investigations 

that included access to classified information and interviews with intelligence 

officials, both review groups confirmed that there was “little evidence that the 

unique capabilities provided by the NSA’s bulk collection of telephone records 

actually have actually yielded material counterterrorism results that could not have 

been achieved without the NSA’s Section 215 program.” PCLOB Report 146 

(emphasis in original); see PRG Report 104. The PCLOB specified: “[W]e have 

not identified a single instance involving a threat to the United States in which the 

telephone records program made a concrete difference in the outcome of a 

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-1     Page: 19 of 69 (19 of 213)



 9 

counterterrorism investigation.” PCLOB Report 11. The PRG confirmed this 

conclusion: “Our review suggests that the information contributed to terrorist 

investigations by the use of section 215 telephony meta-data was not essential to 

preventing attacks and could have been obtained in a timely manner using 

conventional section 215 orders.” PRG Report 104. 

 C. President Obama Acknowledges that the Government’s Investigative 
Interest Can Be Accommodated Without Bulk Collection of Call 
Records. 

On January 17, 2014, President Obama delivered a national address about 

the government’s ongoing review of its signals-intelligence programs. During the 

address, the President announced immediate revisions to the call-records 

program.12 He first acknowledged that the program “could be used to yield more 

information about our private lives, and open the door to more intrusive bulk 

collection programs in the future.” President’s Statement. Conceding that the 

government could achieve its investigative aims without bulk collection of call 

records, he announced that his administration would seek certain limited 

modifications of the FISC orders that governed the program and, separately, would 

pursue legislation to effectively end the program in favor of more targeted 

collection. Id. The FISC later adopted the President’s proposed modifications 

relating to the use and retention of call records, see Bulk Call-Records 
                                         
12 See President Barack Obama, Remarks by the President on Review of Signals 
Intelligence (Jan. 17, 2014), http://1.usa.gov/1l2zOBS (“President’s Statement”). 
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Modification Order, but the government’s bulk collection of Americans’ call 

records continues.13 

PROCEDURAL HISTORY 

A. Litigation Challenging the Call-Records Program. 

The Guardian’s publication of the Secondary Order directed at Verizon 

Business prompted the filing of several lawsuits challenging the government’s call-

records program, including this one. See Compl. (June 12, 2013) (ECF No. 1); 

Klayman v. Obama, No. 13-cv-851 (D.D.C. June 6, 2013); ACLU v. Clapper, 

No. 13 Civ. 3994 (S.D.N.Y. June 11, 2013); First Unitarian Church of L.A. v. 

NSA, No. 13-cv-3287 (N.D. Cal. July 16, 2013).  

In December 2013, two of these cases proceeded to judgment. First, on 

December 16, 2013, Judge Richard Leon of the District of D.C. preliminarily 

enjoined the collection as a violation of the Fourth Amendment, sharply noting: “I 

cannot imagine a more ‘indiscriminate’ and ‘arbitrary invasion’ than this 

                                         
13 In particular, the modifications (i) “generally preclude the government from 
querying the telephony metadata without first having obtained, by motion, a 
determination by [the FISC] that each selection term to be used satisfies [a 
‘reasonable articulable suspicion’] standard,” and (ii) “limit the results of each 
query to metadata associated with identifiers that are within two, rather than three, 
‘hops’ of the approved seed used to conduct the query.” Bulk Call-Records 
Modification Order at 4. These changes do not affect Mrs. Smith’s claims in this 
lawsuit, because the claims relate principally to the collection of Mrs. Smith’s call 
records, and only secondarily to the government’s use of the records once 
collected. 
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systematic and high-tech collection and retention of personal data on virtually 

every single citizen.” See Klayman v. Obama, 957 F. Supp. 2d 1, 42 (D.D.C. 

2013).  Less than two weeks later, Judge William Pauley of the Southern District of 

New York arrived at the opposite conclusion, holding that the Supreme Court’s 

decision in Smith v. Maryland, 442 U.S. 735 (1979), “control[led]” the Fourth 

Amendment analysis. ACLU v. Clapper, 959 F. Supp. 2d 724, 752 (S.D.N.Y. 

2013). Both cases are now pending before the Courts of Appeals. See Klayman v. 

Obama, No. 14-5004 (D.C. Cir. 2014) (oral argument scheduled Nov. 4, 2014); 

ACLU v. Clapper, No. 14-42 (2d Cir. 2014) (oral argument held Sept. 2, 2014).  

B. This Lawsuit. 

 Days after the public revelation that the government was engaging in the 

bulk collection of call records from Verizon Business, Mrs. Smith filed this 

lawsuit. See Compl. (June 12, 2013) (ECF No. 1). Mrs. Smith, a Verizon Wireless 

customer, alleged that the government was collecting her call records and that the 

program violated her Fourth Amendment rights. See Amended Compl. ¶¶ 15–24, 

27 (ERII 124–26).14 Mrs. Smith requested the government end its collection of her 

call records and purge any of her call records already collected under the program. 

See Amended Compl. at 5 (ERII 126). On December 20, 2013, Mrs. Smith moved 

                                         
14 Mrs. Smith further alleged that the call-records program violated Section 215 
and the First Amendment, but she later withdrew those claims. See Amended 
Compl. ¶¶ 25–26 (ERII 126); Dist. Ct. Op. 3 n.1 (ERI 3). 
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for a preliminary injunction. See Pl.’s PI Mot. (Dec. 20, 2013) (ECF No. 8).  

On January 24, 2014, the government filed an opposition to Mrs. Smith’s 

motion for a preliminary injunction and moved to dismiss the complaint. See Gov’t 

Mot. to Dismiss (Jan. 24, 2014) (ECF No. 15). The government argued Mrs. Smith 

had no standing to bring the lawsuit. Even if she did have standing, the government 

argued, the collection of call records under Section 215 was not inconsistent with 

the Fourth Amendment. See, e.g., Oral Arg. Tr. 43 (ERII 54). 

On June 6, 2014, the district court entered judgment for the government on 

both parties’ motions. The court rejected the government’s argument that 

Mrs. Smith lacked standing, noting that she was a “Verizon customer” and quoting 

Judge Leon’s conclusion in Klayman that there was “strong evidence” that the 

NSA had collected and queried Verizon Wireless metadata. Dist. Ct. Op. 2 n.2 

(ERI 3) (quoting Klayman, 957 F. Supp. 2d at 26–28). The court felt 

“constrain[ed],” however, to dismiss Mrs. Smith’s complaint because of Smith v. 

Maryland and its progeny. Dist. Ct. Op. 8 (ERI 8). It acknowledged that the “data 

collected by the NSA . . . reaches into [Mrs. Smith’s] personal information,” and 

that the call-records program is “revealing” of personal details and information 

people would likely keep private. Id. at 3–4 (ERI 3–4).15 The court also recognized 

                                         
15 The district court expressed concern that the government is collecting 
information about Americans’ locations under the call-records program. See Dist. 
Ct. Op. 4–7 (ERI 4–7). Mrs. Smith did not advance that argument below and does 
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the “gulf” between the privacy intrusions in Smith and those caused by the call-

records program. See id. at 5 (ERI 5). It concluded, however, that Smith controlled. 

See id. at 8 (ERI 8). 

The court denied Mrs. Smith’s motion for preliminary relief and granted the 

government’s motion to dismiss. See id. (ERI 8). 

SUMMARY OF ARGUMENT 

 The district court erred in granting the government’s motion to dismiss and 

denying Mrs. Smith’s motion for a preliminary injunction. Phone records reveal 

personal details and relationships that most people customarily and justifiably 

regard as private. The government’s long-term collection and aggregation of this 

information invades a reasonable expectation of privacy and constitutes a search. 

This search violates the Fourth Amendment because it is conducted without a 

warrant or probable cause and because it is far more intrusive than can be justified 

by any legitimate government interest. 

 Mrs. Smith is entitled to a preliminary injunction prohibiting the government 

from collecting her call records under this program, and requiring it to purge those 

records it has already collected. The government has no legitimate interest in 

conducting unlawful surveillance. Further—as multiple independent reviews have 

                                                                                                                                   
not do so on appeal, and the district court ultimately disavowed consideration of 
the possibility in its opinion. See id. at 7 (ERI 7). 
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found, and as the president himself has acknowledged—the government’s 

legitimate goal of tracking suspected terrorists’ associations can be accomplished 

through far less-intrusive means. 

STANDARD OF REVIEW 

The Court reviews de novo a district court’s dismissal of a complaint 

pursuant to Federal Rule of Civil Procedure 12(b)(1) or (b)(6), accepting as true all 

material factual allegations in the complaint and construing the pleadings in the 

light most favorable to the plaintiff. See Von Saher v. Norton Simon Museum of Art 

at Pasadena, 754 F.3d 712, 719 (9th Cir. 2014). When reviewing a court’s denial 

of a preliminary injunction, this Court reviews the district court’s legal conclusions 

de novo, its findings of fact for clear error, and its ultimate decision for abuse of 

discretion. See Alliance for Wild Rockies v. Cottrell, 632 F.3d 1127, 1131 (9th Cir. 

2011). 

ARGUMENT 

I. THE CALL-RECORDS PROGRAM VIOLATES THE FOURTH 
AMENDMENT. 

A. The Government’s Long-Term Collection and Aggregation of 
Call Records Constitutes a Search. 

 The Fourth Amendment provides that “[t]he right of the people to be secure 

in their persons, houses, papers, and effects, against unreasonable searches and 

seizures, shall not be violated.” U.S. Const., amend. IV. A “search” under the 
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Fourth Amendment occurs “when the government violates a subjective expectation 

of privacy that society recognizes as reasonable.” Kyllo v. United States, 533 

U.S. 27, 33 (2001); see Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, J., 

concurring). The government’s long-term collection and aggregation of 

Americans’ call records, including Mrs. Smith’s call records, invades a reasonable 

expectation of privacy. As a result, the long-term collection and aggregation of this 

sensitive information is, by itself, a search under the Fourth Amendment.16 

1. Neither Smith nor any other precedent authorizes the 
suspicionless collection of call records in bulk. 

Given the great differences between the facts of Smith and the NSA’s call-

records program, Smith simply cannot bear the weight the government seeks to 

place on it. 

In Smith, the Baltimore police suspected that Michael Smith was making 

threatening and obscene phone calls to a woman he had robbed days earlier. To 

confirm their suspicions, they asked his telephone company to install a “pen 

register” on his line to record the numbers he dialed. 442 U.S. at 737. After just 
                                         
16 For similar reasons, the collection of Mrs. Smith’s call records is also a “seizure” 
for Fourth Amendment purposes. See United States v. Comprehensive Drug 
Testing, Inc., 621 F.3d 1162, 1171–72, 1176 (9th Cir. 2010) (en banc) (per curiam) 
(describing the government’s copying of electronic data as a seizure); Katz, 389 
U.S. at 354 (describing the government’s recording of a phone call as a “search 
and seizure”); United States v. Ganias, 755 F.3d 125, 137 (2d Cir. 2014) (the 
government’s denial “of exclusive control over” copies of digital files constituted 
“a meaningful interference with . . . possessory rights in those files and constituted 
a seizure within the meaning of the Fourth Amendment”). 
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three days, the pen register confirmed that Mr. Smith was the culprit. Id. The 

Supreme Court upheld the warrantless installation of the pen register, but the 

stakes were small. The pen register was very primitive—it tracked the numbers 

being dialed, but it did not indicate which calls were completed, let alone the 

duration of those calls. Id. at 741. It was in place for only three days, and it was 

directed at a single criminal suspect. Id. at 737. Moreover, the information it 

yielded was not aggregated with information from other pen registers, let alone 

with information relating to hundreds of millions of other people. Id. 

The differences between the government’s call-records program and the pen 

register in Smith are obvious. The surveillance in Smith continued for three days, 

but the surveillance at issue here is effectively permanent. The surveillance in 

Smith was primitive and narrow, involving only the numbers dialed, but the 

surveillance at issue here is much broader, encompassing (among other things) the 

duration of calls. The surveillance in Smith was directed at a single criminal 

suspect, but the surveillance at issue here reaches hundreds of millions of people, 

most of them—like Mrs. Smith—not connected even remotely with the activity the 

government is investigating. Moreover, unlike in Smith, the government here is 

concededly aggregating the records of all of these people in a massive database. 

This aggregation compounds the invasiveness of the surveillance, because the 

government acquires more information about any given individual by monitoring 
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the call-records of that individual’s contacts—and by monitoring the call-records 

of those contacts’ contacts.  

Smith did not involve long-term and profoundly intrusive surveillance of 

hundreds of millions of people, and accordingly Smith does not control this case. 

See Klayman, 957 F. Supp. 2d at 31. 

The court below pointed to post-Smith decisions, including decisions of this 

Court, that applied Smith to other contexts. See Dist. Ct. Op. 5 (ERI 5). These 

cases, too, however, involved targeted, short-term surveillance of individual 

criminal suspects. None of them addressed the kind of bulk collection at issue here. 

For example, United States v. Forrester, 512 F.3d 500 (9th Cir. 2008), extended 

Smith to reach the use of a pen register to capture internet metadata of a single 

criminal suspect for discrete periods of time. See id. at 505, 509-511. This Court 

specifically noted, however, that its holding did not extend to “more intrusive” 

surveillance methods or to those that would reveal more sensitive information, like 

data that could be similar to the “content” of a communication. Id. at 511. The 

other cases cited by the district court involved only individualized collection of 

customer records based on individualized suspicion of criminal activity. See United 

States v. Reed, 575 F.3d 900, 906, 914 (9th Cir. 2009); United States v. Golden 

Valley Elec. Ass’n, 689 F.3d 1108, 1111, 1116 (9th Cir. 2012). 
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The Supreme Court has long recognized that dragnet or bulk surveillance 

raises distinct constitutional concerns. Indeed, the Court made this explicit just four 

years after it decided Smith, when it considered the government’s warrantless use 

of a beeper to track the car of a suspected manufacturer of narcotics. See United 

States v. Knotts, 460 U.S. 276 (1983). While the Court found the defendant lacked 

a reasonable expectation of privacy in his public movements in the circumstances 

of that case, it cautioned that Smith could not be read to justify “twenty-four hour 

surveillance of any citizen of this country.” Id. at 283 (quotation marks omitted). 

“Dragnet type law enforcement practices,” the Court wrote, would present a 

different constitutional question. Id. at 284; see also United States v. Pineda-

Moreno, 591 F.3d 1212, 1216 n. 2 (9th Cir. 2010) (reserving right to consider 

“programs of mass surveillance”) (quotation marks and citation omitted), vacated 

132 S. Ct. 1533 (2012). 

The D.C. Circuit addressed that distinct constitutional question in United 

States v. Maynard, 615 F.3d 544 (D.C. Cir. 2010), aff’d sub nom. United States v. 

Jones, 132 S. Ct. 945 (2012), holding that the government’s thirty-day tracking of 

an individual’s movements amounted to a search for Fourth Amendment purposes. 

The D.C. Circuit rejected the government’s invitation to read Knotts—a case that, 

again, involved targeted surveillance—to authorize long-term surveillance. Knotts 

did not hold, the D.C. Circuit wrote, that an individual “has no reasonable 
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expectation of privacy in his movements whatsoever, world without end, as the 

Government would have it.” 615 F.3d at 557.  

Unanimously affirming Maynard in Jones, all nine justices of the Supreme 

Court agreed with the D.C. Circuit’s conclusion that long-term location 

surveillance raises distinct and novel questions not controlled by prior precedent. 

The plurality opinion for the Court noted: “[I]t may be that achieving [long-term 

location tracking] through electronic means, without an accompanying trespass, is 

an unconstitutional invasion of privacy, but the present case does not require us to 

answer that question.” Jones, 132 S. Ct. at 954.  

The Supreme Court ultimately decided Jones on trespass grounds, not on the 

basis of the expectation-of-privacy analysis relied on by the D.C. Circuit in 

Maynard. Five of the Justices in Jones, however, made clear that they would 

resolve the reasonable-expectation-of-privacy question as had the appellate court 

below. Justice Alito concluded that “the lengthy monitoring that occurred in this 

case constituted a search under the Fourth Amendment” id. at 964 (Alito, J., 

concurring). Justice Sotomayor concurred: “at the very least, ‘longer term GPS 

monitoring in investigations of most offenses impinges on expectations of 

privacy.’” Id. at 955 (Sotomayor, J., concurring). 

The full Court addressed a related point two years later in Riley in the 

context of cell phones, noting: “[T]here is an element of pervasiveness that 
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characterizes cell phones but not physical records . . . . Although the data stored on 

a cell phone is distinguished from physical records by quantity alone, certain types 

of data are also qualitatively different.” Riley, 134 S. Ct. at 2490, (citing Jones, 132 

S. Ct. at 955 (Sotomayor, J., concurring)); id. at 2489. The Court’s elaboration 

focused on smartphone technologies, but its observation applies equally to call 

records, where new technology “allows even just one type of information to 

convey far more than previously possible.” Id. at 2489. Notably, the Court in Riley 

specifically observed that thousands of photos could reconstruct the “sum of an 

individual’s private life” in a way that just one or two photos could not. Id.  

Riley thus confirms the obvious: analog-era precedents cannot be extended 

mechanically to factual contexts dramatically different from those that gave rise to 

them. Thus, the Supreme Court in Riley unanimously rejected the government’s 

“strained” attempt to analogize cell-phone searches to the searches of physical 

items—like packs of cigarettes—that the Court had approved decades earlier. See 

id. at 2491; id. at 2484–89 (discussing Chimel v. California, 395 U.S. 752 (1969)); 

United States v. Robinson, 414 U.S. 218 (1973). As this Court has recognized, in 

assessing the intrusiveness and ultimately the reasonableness of government 

action, “technology matters.” United States v. Cotterman, 709 F.3d 952, 965 (9th 

Cir. 2013) (holding that Supreme Court case authorizing a suspicionless border 

search of a car did not authorize a suspicionless comprehensive search of the 
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digital contents of an electronic device). Automatically extending cases from a 

different era involving primitive—and thus less intrusive and revealing—

technologies to novel contexts in the digital age ignores the “power of technology 

to shrink the realm of guaranteed privacy.” Kyllo, 533 U.S. at 34. Instead, courts 

must confront the technology before them, “take the long view, from the original 

meaning of the Fourth Amendment forward,” and avoid the temptation to simply 

analogize from cases involving more limited, less intrusive, and less revealing 

surveillance. Id. at 40. 

In Klayman, Judge Leon appropriately applied this logic to the question of 

Smith’s relevance to the call-records program: “In sum, the Smith pen register and 

the ongoing NSA Bulk Telephony Metadata Program have so many significant 

distinctions between them that I cannot possibly navigate these uncharted Fourth 

Amendment waters using as my North Star a case that predates the rise of cell 

phones.” 957 F. Supp. 2d at 37. This Court should do the same here, and tackle the 

call-records program for what it is—a novel and unprecedented intrusion into the 

privacy of millions of innocent Americans, including Mrs. Smith. 

2. The long-term collection and aggregation of call records 
intrudes on a reasonable expectation of privacy. 

Because Smith does not control this case, the Court must analyze Mrs. 

Smith’s Fourth Amendment claim by applying the familiar test described by 

Justice Harlan in Katz—that is, by asking whether individuals have a reasonable 
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expectation of privacy in the information the government seeks. Katz, 389 U.S. at 

360-61 (Harlan, J., concurring). In the district court, the government did not 

dispute that Mrs. Smith has a subjective expectation of privacy in the personal 

information revealed in the many years’ worth of her call records that the 

government has collected. See United States v. Nerber, 222 F.3d 597, 599 (9th Cir. 

2000) (Fourth Amendment requires person have “expectation that his activities 

would be private”).17  

Mrs. Smith’s expectation of privacy is also objectively reasonable. 

The sensitivity of Americans’ call records—when collected over time and 

aggregated with the records of millions of others—is widely recognized. Professor 

Felten, as well as the presidentially appointed PRG and PCLOB, have all explained 

how the government’s collection of a comprehensive record of Americans’ 

telephone calls exposes an astonishing amount about each of us. See supra at 6–8. 

It reveals our religious, familial, political, and intimate relationships; our sleeping, 

sexual, and work habits; our health problems, our closest friendships, and our 

business plans. See Felten Decl. ¶¶ 38–64 (ERII 92–101); see also PCLOB Report 

12, 156–57; PRG Report 110–14, 116–17. In other words, one’s call records are, 

when collected over time and aggregated with those of others, a proxy for content. 

                                         
17 Similarly, the district court did not question whether Mrs. Smith maintains a 
subjective expectation of privacy in her phone records. See Decl. of Anna Smith 
¶¶ 5–10 (ERII 120); see also PCLOB Report 156–58; PRG Report 110–17. 
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It was for precisely this reason that a majority of the Supreme Court in Jones 

recognized that the long-term collection of personal data concerning even one 

individual can intrude upon a reasonable expectation of privacy where more 

limited surveillance might not. See Jones, 132 S. Ct. at 964 (Alito, J., concurring); 

id. at 955 (Sotomayor, J., concurring). As Justice Sotomayor recognized, long-term 

location tracking “enables the Government to ascertain, more or less at will, [every 

person’s] political and religious beliefs, sexual habits, and so on.” Id. at 956 

(Sotomayor, J., concurring); id. at 955–56 (“GPS monitoring generates a precise, 

comprehensive record of a person’s public movements that reflects a wealth of 

detail about her familial, political, professional, religious, and sexual associations. 

The Government can store such records and efficiently mine them for information 

years into the future. And because GPS monitoring is cheap in comparison to 

conventional surveillance techniques and, by design, proceeds surreptitiously, it 

evades the ordinary checks that constrain abusive law enforcement practices: 

limited police resources and community hostility.” (quotation marks and citations 

omitted)). 

What the Supreme Court observed of long-term monitoring in Jones is 

equally true of the bulk collection of Americans’ telephone records here. See 

Felten Decl. ¶¶ 38–64 (ERII 92–101); PCLOB Report 156–58; cf. Klayman 

(“Admittedly, what metadata is has not changed over time. . . . But the ubiquity of 
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phones has dramatically altered the quantity of information that is now available 

and, more importantly, what that information can tell the Government about 

people’s lives. . . . I think it is . . . likely that these trends have resulted in a greater 

expectation of privacy and a recognition that society views that expectation as 

reasonable.”). 

These features of the call-records program—features that the government 

has never disputed—dictate the conclusion that the government intrudes on a 

reasonable expectation of privacy when it collects Mrs. Smith’s telephony 

metadata. 

To support its argument below, the government invoked the so-called “third-

party” rule, which holds, in the government’ view, that an individual surrenders her 

constitutional privacy interest in information if she entrusts that information to a 

third party.  But the “third-party” rule does not operate like an on-off switch even 

outside the digital context. Thus, in Ferguson v City of Charleston, 532 U.S. 67, 78 

(2001), the Supreme Court found that a “reasonable expectation of privacy enjoyed 

by the typical patient undergoing diagnostic tests in a hospital is that the results of 

those tests will not be shared with nonmedical personnel without her consent.” In 

Stoner v. California, 376 U.S. 483, 489–90 (1964), the Supreme Court protected a 

hotel guest against police entry even after finding that he “gives ‘implied or 

express permission’ to such persons as maids, janitors or repairmen’ to enter his 
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room ‘in the performance of their duties.’” See also Chapman v. United States, 365 

U.S. 610, 616 (1961) (holding that police intrusion onto premises is subject to the 

Fourth Amendment even if landlord may enter for limited purpose); Bond v. 

United States, 529 U.S. 334, 338–39 (2000) (expectation of privacy in personal 

luggage in overhead bin on bus); United States v. Young, 573 F.3d 711, 716-17 

(9th Cir. 2009) (expectation of privacy in hotel room and luggage left in room). 

The same approach applies in the digital world, with courts recognizing that 

the mere fact that a person entrusts information to a third party does not necessarily 

mean that she has surrendered her constitutional right to privacy in the information. 

For example, a person sending an email “voluntarily discloses” the electronic 

contents of the email to the email provider so that the email may be transmitted, 

just as a person making a phone call “voluntarily discloses” the number she dials 

so that the call may be completed. Yet the email sender nonetheless retains a 

reasonable expectation of privacy in the email she has disclosed to her email 

provider. See United States v. Warshak, 631 F.3d 266, 286–87 (6th Cir. 2010) 

(expectation of privacy in emails stored online). In Cotterman, this Court 

recognized that emails “are expected to be kept private and this expectation is ‘one 

that society is prepared to recognize as reasonable.’” 709 F.3d at 964 (quoting 

Katz, 389 U.S. at 361 (Harlan, J., concurring)). Very recently, the Eleventh Circuit 

found a reasonable expectation of privacy in cell-phone location records stored by 
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a cell phone provider. United States v. Davis, 754 F.3d 1205, 1217 (11th Cir. 

2014). 

In sum, the third-party rule has never been an all or nothing proposition. For 

these reasons, Mrs. Smith has a reasonable expectation of privacy in the 

information revealed by her aggregated phone records. Accordingly, the 

government’s collection of this information constitutes a search.18 

B. The Government’s Long-Term Collection and Aggregation of 
Call Records Violates the Fourth Amendment. 

1.  The government’s long-term collection and aggregation of 
call records is unconstitutional because it is warrantless and 
lacks probable cause. 

Because the call-records program invades Americans’ privacy without a 

warrant drawn with particularity and supported by probable cause, it violates the 

Fourth Amendment. Warrantless searches are “per se unreasonable,” subject only 

to a few “jealously and carefully drawn” exceptions. Coolidge v. New Hampshire, 

403 US 443, 454–55 (1971) (quotations omitted). Because none of these “well-

delineated exceptions” applies, no further analysis is necessary. See Al Haramain 

Islamic Found., Inc. v. U.S. Dep’t of Treasury, 686 F.3d 965, 990 (9th Cir. 2011) 

                                         
18 When the government queries the database in which it amasses these call 
records, see supra n.6, it engages in a separate and further search under the Fourth 
Amendment. Each of those queries involves an examination of Mrs. Smith’s call 
records for the purpose of determining whether she has communicated with an 
NSA target, or with someone else who has communicated with an NSA target. See 
id. 

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-1     Page: 37 of 69 (37 of 213)



 27 

(quoting Katz, 389 U.S. at 357). 

The Fourth Amendment’s warrant and particularity requirements prohibit 

general searches by interposing a judge between the citizen and the state, leaving 

the government with no discretion as to what it can take. See Stanford v. Texas, 

379 U.S. 476, 485 (1964); Warden v. Hayden, 387 U.S. 294, 301 (1967). The 

search of Mrs. Smith’s highly personal information here is a general search 

predicated on a general warrant, which renders the search per se unconstitutional. 

See Berger v. New York, 388 U.S. 41, 59 (1967). 

The “reviled” general warrant, “which allowed British officers to rummage 

through homes in an unrestrained search,” was one of the causes of the American 

Revolution itself, and the primary motivation for adoption of the Fourth 

Amendment. Riley, 134 S. Ct. at 2494. In Stanford, the Supreme Court explained 

that writs of assistance gave “customs officials blanket authority to search where 

they pleased for goods imported in violation of the British tax laws.” 379 U.S. at 

481. The Founders objected because general warrants permitted the government to 

engage in “exploratory rummaging” absent any individualized suspicion. Andresen 

v. Maryland, 427 U.S. 463, 480 (1976); see Riley, 134 S. Ct. at 2494.  

 “The wholesale seizure for later detailed examination of records not 

described in a warrant” is “the kind of investigatory dragnet” the Fourth 

Amendment prohibits. United States v. Tamura, 694 F.2d 591, 595 (9th Cir. 1982) 
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(quoting United States v. Abrams, 615 F.2d 541, 543 (1st Cir. 1980) (quotation 

marks omitted)). Thus, in United States v. Kow, 58 F.3d 423 (9th Cir. 1995), this 

Circuit found that a search warrant that “contained no limitations on which 

documents . . . could be seized or suggested how they related to specific criminal 

activity” failed the particularity requirement. 58 F.3d at 427. The Court held that 

“generalized seizure” of a large collection of documents may be justified only on a 

showing of probable cause that the entire collection was likely to show evidence of 

criminal activity. Id. 

The call-records program fails all of these requirements. It is wholesale and 

unlimited, because the government acquires the complete call records of Mrs. 

Smith and millions of others—and, therefore, the highly detailed personal 

information revealed by those records, especially when aggregated. There is no 

particularity to the government’s demand for call records; nor is there any showing 

that a given person’s call records contain information about terrorist or criminal 

activity, much less any showing that would amount to individualized suspicion. 

Thus, like a general search, the program involves searches not predicated upon “an 

oath or information supplying cause.” Morgan Cloud, Searching Through History; 

Searching For History, 63 U. Chi. L. Rev. 1707, 1738 (1996); accord Stanford, 

379 U.S. at 481; see 50 U.S.C. § 1861(b)(2)(a) (requiring only a “showing that 

there are reasonable grounds to believe that the tangible things sought are relevant 

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-1     Page: 39 of 69 (39 of 213)



 29 

to an authorized [foreign-intelligence] investigation.”). It is “not restricted to 

searches of specific places or to seizures of specific goods.” Cloud, 63 U. Chi. L. 

Rev. at 1738; see also Berger, 388 U.S. at 59 (striking down electronic-

surveillance statute that, like “general warrants,” left “too much to the discretion of 

the officer executing the order” and gave the government “a roving commission to 

seize any and all conversations” (quotation marks omitted)). 

2. No exception to the warrant and probable cause 
requirement applies. 

Below, the government argued that the warrant requirement does not apply 

because the call-records program serves special government needs. See, e.g., Oral 

Arg. Tr. 43 (ERII 54). But the “special needs” doctrine applies “[o]nly in those 

exceptional circumstances in which special needs, beyond the normal need for law 

enforcement, make the warrant and probable-cause requirement impracticable.” 

New Jersey v. T.L.O., 469 U.S. 325, 351 (1985) (Blackmun, J., concurring); see 

Ferguson, 532 U.S. at 81–86; City of Indianapolis v. Edmond, 531 U.S. 32, 41–47 

(2000). 

Here, application of the warrant and individualized-suspicion requirements 

would not compromise the government’s asserted interest in determining which 

individuals were in contact with phone numbers associated with suspected 

terrorists. See infra Part I.B.3. To the contrary, the PCLOB, the PRG, and the 

President himself have determined that the government can accomplish its aims 
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using individualized court orders and without collecting or aggregating hundreds 

of millions of individuals’ call records. See PCLOB Report 146; PRG Report 118–

19; White House, Office of the Press Secretary, The Administration’s Proposal for 

Ending the Section 215 Bulk Telephony Metadata Program (Mar. 27, 2014), 

http://1.usa.gov/1gS2HK0. Even if one assumes that the call-records program 

allows the government to learn terrorists’ associations more rapidly than it would 

otherwise be able to do, the Supreme Court has never dispensed with the Fourth 

Amendment’s core constraints based on simple expedience. See, e.g., Carroll v. 

United States, 267 U.S. 132, 153–54 (1925); United States v. Barbera, 514 F.2d 

294, 301–02 (2d Cir. 1975). Moreover, in any true emergency the government 

could satisfy the exigent-circumstances exception to the warrant requirement, an 

exception it does not assert applies to the mass collection generally. See Riley, 134 

S. Ct. at 2494; Missouri v. McNeely, 133 S. Ct. 1552, 1570 (2013). 

3. The government’s long-term collection and aggregation of 
call records is unconstitutional because it is unreasonable. 

Even if an exception to the warrant and probable-cause requirements applies, 

such as the special needs exception, the call-records program is unconstitutional 

because it is unreasonable under the Fourth Amendment. Special needs searches 

are a “closely guarded category.” Chandler v. Miller, 520 U.S. 305, 309 (1997). 

They are permitted only “[i]n limited circumstances, where the privacy interests 

implicated by the search are minimal, and where an important governmental 
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interest furthered by the intrusion would be placed in jeopardy by a requirement of 

individualized suspicion, a search may be reasonable despite the absence of 

[individualized] suspicion.” Id. at 314 (quoting Skinner v. Ry. Labor Executives 

Assoc., 489 U.S. 602, 624 (1989)).  

Reasonableness is determined by examining the “totality of circumstances” 

to “assess[], on the one hand, the degree to which [government conduct] intrudes 

upon an individual’s privacy and, on the other, the degree to which it is needed for 

the promotion of legitimate governmental interests.” Samson v. California, 547 

U.S. 843, 848 (2006) (quotation marks omitted); see also Virginia v. Moore, 553 

U.S. 164, 169 (2008). In the context of government surveillance, this test demands 

that statutes be “precise and discriminate” and that the government’s surveillance 

authority be “carefully circumscribed so as to prevent unauthorized invasions” of 

privacy. Berger, 388 U.S. at 58. The call-records program—in which the 

government has employed the most indiscriminate means possible to pursue its 

limited goal of tracking the associations of a discrete number of suspected 

terrorists—cannot meet this burden.  

As an initial matter, the intrusion here cannot by any stretch of the 

imagination be described as “minimal.” The government is permanently tracking 

the phone calls of millions of innocent people, and the records the government is 

collecting contain a wealth of information that can be every bit as revealing as the 
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content of calls. See Felten Decl. ¶¶ 38–64 (ERII 92–101); PCLOB Report 12, 

156–58; PRG Report 110–14, 116–17; see also Klayman, 957 F. Supp. 2d at 33–

37, 39. Mrs. Smith’s privacy interest in the intimate details of her personal life 

revealed by her phone records, far from being “minimal,” lies at the heart of the 

Fourth Amendment. As previously described, a person’s phone records reveal a 

vast array of intimate details about that person’s private life, including medical, 

religious, romantic, family and political information. See supra Part I.A.2.  

The program also lacks any of the traditional indicia of reasonableness. The 

government is collecting all of these records without individualized suspicion, 

without temporal limit, and without limitation as to the individuals or phone calls 

swept up in the collection. See, e.g., Berger, 388 U.S. at 55–56, 59–60 

(invalidating surveillance statute due to the breadth, lack of particularity, and 

indefinite duration of the surveillance it authorized); Chandler, 520 U.S. at 313 

(“To be reasonable under the Fourth Amendment, a search ordinarily must be 

based on individualized suspicion of wrongdoing.”); United States v. Duggan, 743 

F.2d 59, 73 (2d Cir. 1984) (FISA’s requirement of individualized suspicion that the 

government’s target is an “agent of a foreign power” is part of what makes it 

“reasonable.”); United States v. Tortorello, 480 F.2d 764, 773–74 (2d Cir. 1973) 

(Title III provides for “particularity in the application and order” and “clearly 

circumscribe[s] the discretion” of the government “as to when the surveillance 
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should end.”); United States v. Cafero, 473 F.2d 489, 498 (3d Cir. 1973) (similar); 

In re Sealed Case, 310 F.3d 717, 739–40 (FISCR 2002) (describing 

“constitutionally significant” limitations on the government’s search powers). 

The program also sweeps far more broadly than necessary to achieve the 

government’s goals. The government’s stated interest is in identifying unknown 

terrorist operatives and thereby preventing terrorist attacks. See, e.g., Oral Arg. 

Tr. 43 (ERII 54). But the record makes clear that the call-records program has not 

achieved this goal. The record also makes clear, perhaps even more significantly, 

that the government could achieve its goal without collecting the phone records of 

millions of innocent Americans.19 

The program’s ineffectiveness has now been confirmed by multiple sources 

that have had broad access to the government’s secret programs. Judge Leon noted: 

“[T]he Government does not cite a single instance in which analysis of the NSA’s 

bulk metadata collection actually stopped an imminent attack, or otherwise aided 

the Government in achieving any objective that was time-sensitive in nature.” 

Klayman, 957 F. Supp. 2d at 40. Senator Wyden, who sits on the Senate 

Intelligence Committee, agrees: “I have seen absolutely zero evidence that the bulk 

                                         
19 See Jennifer Valentino-Devries & Siobhan Gorman, Secret Court’s Redefinition 
of ‘Relevant’ Empowered Vast NSA Data-Gathering, Wall St. J., (July 8, 2013) 
http://on.wsj.com/14N9j6j (quoting Rep. Jim Sensenbrenner) (“It’s like scooping 
up the entire ocean to . . . catch a fish.”). 
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collection of Americans’ phone records under Section 215 of the PATRIOT Act 

has provided any unique value to intelligence gathering or actually made 

Americans any safer . . . .”20 As explained above, the President’s Review Group 

also concluded that “there are alternative ways for the government to achieve its 

legitimate goals, while significantly limiting the invasion of privacy and the risk of 

government abuse.”21 This conclusion was echoed by the Privacy and Civil 

Liberties Oversight Board: “[W]e have seen little indication that the same result 

could not have been obtained through traditional, targeted collection of telephone 

records.”22 

The government itself has effectively conceded that the bulk collection of 

call records is unnecessary. For instance, the government has stated that it queried 

the phone-records database fewer than 300 times in 2012, see White Paper 4—but 

this merely confirms that the government could achieve its goals with targeted 

surveillance (such as serving the phone companies with demands for records 

relating to particular terrorism suspects).23 The evolution of the government’s 

                                         
20 Press Release, Sen. Ron Wyden, Wyden Statement on President Obama’s 
Proposed Reforms to the FISC and PATRIOT Act (Aug. 9, 2013), 
http://1.usa.gov/1bBEyWb. 
21 PRG Report 118–19. 
22 PCLOB Report 146. 
23 Multiple statutes permit the government to make such demands. See, e.g., 50 
U.S.C. § 1842 (pen registers in foreign-intelligence investigations); 18 U.S.C. 
§ 2709 (national security letters); 18 U.S.C. §§ 3122, 3125 (pen registers in law-
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arguments in defense of the program is also revealing. Although the government 

told the FISC in 2008 that bulk collection was the “only effective means” of 

tracking the associations of suspected terrorists, Order at 1–2, In re Prod. of 

Tangible Things from [Redacted], No. BR 08-13 (FISC Mar. 2, 2009), the 

government has conspicuously avoided that representation in this litigation, see, 

e.g., Giacalone Decl. ¶ 30 (ERII 77) (asserting that “NSA’s analysis of bulk 

telephony metadata . . . provides the Government with one means of discovering 

communications involving unknown terrorist operatives” (emphasis added)). And 

earlier this year, then-NSA Director Keith Alexander conceded publicly that the 

dragnet surveillance of Americans’ call records is simply unnecessary to acquiring 

“the information the NSA needs about terrorist connections.”24 

Given the admitted alternatives to the call-records program, the government 

cannot justify its massive intrusion into the privacy of Mrs. Smith and millions of 

other Americans. Although “the government’s interest in preventing terrorism . . . 

is extremely high,” the importance of that interest “is no excuse for the dispensing 

altogether with domestic persons’ constitutional rights.” Al Haramain Islamic 

                                                                                                                                   
enforcement investigations); 18 U.S.C. § 2703(d) (orders for stored telephone 
records); Fed. R. Crim. P. 17(c) (subpoena duces tecum). 
24 Siobhan Gorman, NSA Chief Opens Door to Narrower Data Collection, Wall St. 
J. (Feb. 27, 2014), http://on.wsj.com/1cA6SIr (“But Gen. Alexander instead 
signaled that the information the NSA needs about terrorist connections might be 
obtainable without first collecting what officials have termed ‘the whole haystack’ 
of U.S. phone data.”). 
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Foundation, 686 F.3d at 993; see also United States v. U.S. District Court (Keith), 

407 U.S. 297, 316-21 (1972) (rejecting government’s argument that national 

security required dispensing with the warrant requirement in domestic security 

surveillance cases). “Emergency does not create power. Emergency does not 

increase granted power or remove or diminish the restrictions imposed upon power 

granted or reserved. . . . [¶] . . . [E]ven the war power does not remove 

constitutional limitations safeguarding essential liberties.” Home Bldg. & Loan 

Ass’n v. Blaisdell, 290 U.S. 398, 425-26 (1934). Allowing even legitimate national 

security concerns to override the most fundamental of Fourth Amendment 

protections—the prohibition on the modern-day equivalent of the despised 

“general warrant”—would turn the Constitution on its head and destroy the basic 

civil liberties that the Founders fought to protect. 

The totality of the circumstances demonstrates that the call-records program 

is unreasonable.  

II. MRS. SMITH HAS STANDING TO CHALLENGE THE CALL-
RECORDS PROGRAM. 

The district court below found that Mrs. Smith has standing to challenge the 

call-records program. ERI 3 (Dist. Ct. Op. 3 n.2). Because of the breadth of the 

program, there is no serious question that the government has collected records 

relating to Mrs. Smith’s telephone calls—either because it has collected 

Mrs. Smith’s call records from Verizon Wireless or because it has collected the 

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-1     Page: 47 of 69 (47 of 213)



 37 

call records of Verizon Business subscribers with whom Mrs. Smith has been in 

contact. ER 123–25 (Amended Compl. ¶¶ 7–8, 15–17). That conclusion is 

consistent with the Klayman court’s ruling that another Verizon Wireless 

subscriber had standing to sue. See 957 F. Supp. 2d at 26–28. The government has 

repeatedly claimed that the program’s effectiveness depends on its 

comprehensiveness and, in particular, on the NSA’s collection of call records from 

multiple providers. See, e.g., White Paper 13 (“Unless the data is aggregated, it 

may not be feasible to identify chains of communications that cross different 

telecommunications networks.”); Giacalone Decl. ¶ 29 (ERII 76) (“[A]ggregating 

the NSA telephony metadata from different telecommunications providers 

enhances and expedites the ability to identify chains of communications across 

multiple providers.”). Both news reports and a statement by a member of the 

President’s Review Group leave little doubt that Verizon Wireless—which has 

nearly 100 million cell-phone subscribers in the United States—is a participant in 

the program. See, e.g., Siobhan Gorman, et al., U.S. Collects Vast Data Trove, 

Wall St. J., June 7, 2013, http://on.wsj.com/1q5Jrkf (“The arrangement with 

Verizon, AT&T and Sprint, the country’s three largest phone companies means, 

that every time the majority of Americans makes a call, NSA gets a record . . . .”); 

Geoffrey Stone, Understanding Obama’s NSA Proposals, Daily Beast (Mar. 27, 

2014), http://thebea.st/1nEh0oG (“Under the telephone metadata program, which 
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was created in 2006, telephone companies like Sprint, Verizon, and AT&T are 

required to turn over to the NSA, on an ongoing daily basis, huge quantities of 

telephone metadata involving the phone records of millions of Americans . . . .”). 

III. THE DISTRICT COURT ERRED IN DENYING MRS. SMITH’S 
MOTION FOR A PRELIMINARY INJUNCTION. 

The Supreme Court has explained that “[a] plaintiff seeking a preliminary 

injunction must establish that he is likely to succeed on the merits, that he is likely 

to suffer irreparable harm in the absence of preliminary relief, that the balance of 

equities tips in his favor, and that an injunction is in the public interest.” Winter v. 

Natural Res. Def. Council, 555 U.S. 7, 20 (2008).  

 For the reasons given above, Mrs. Smith is likely to succeed on the merits of 

her Fourth Amendment claim.25 She is also likely to suffer irreparable injury if 

preliminary relief is not granted. In this Circuit, “[a]n alleged constitutional 

infringement will often alone constitute irreparable harm.” Goldie’s Bookstore, 

Inc. v. Superior Court, 739 F.2d 466, 472 (9th Cir. 1984); see Assoc’d Gen. 

Contractors of Cal., Inc. v. Coal. for Econ. Equality, 950 F.2d 1401, 1412 (9th Cir. 

                                         
25 Even if Mrs. Smith had not shown a likelihood of success on the merits, this 
Circuit has held that where the “hardship balance . . . tips sharply toward the 
plaintiff”—as it does here, see infra—a plaintiff need only demonstrate that there 
are “serious questions going to the merits” to support an injunction (rather than a 
likelihood of success), “so long as the plaintiff also shows that there is a likelihood 
of irreparable injury and that the injunction is in the public interest.” Alliance for 
Wild Rockies v. Cottrell, 632 F.3d, 1127, 1135 (9th Cir. 2011). That this case 
presents “serious” legal questions is not in doubt. 
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1991). But even if this presumption did not apply, Mrs. Smith would satisfy the 

irreparable-harm standard. The continuation of the surveillance at issue means the 

continuation of the government’s intrusion into Mrs. Smith’s sensitive associations 

and communications. When the government takes this private information for its 

own purposes, the injury is immediate—it is complete as soon as the government 

interjects itself into the zone of privacy. See United States v. Verdugo-Urquidez, 

494 U.S. 259, 264 (1990); United States v. Balsys, 524 U.S. 666, 692 (1998). The 

resulting invasion of privacy is an injury that cannot be undone. Indeed, it has long 

been established that the loss of constitutional freedoms, “for even minimal periods 

of time, unquestionably constitutes irreparable injury.” Elrod v. Burns, 427 U.S. 

347, 373 (1976). 

Though the district court did not have occasion to address the balance of 

equities or whether an injunction would be in the public interest, both elements 

favor Mrs. Smith. On the one hand, each day brings new intrusions into 

Mrs. Smith’s and millions of Americans’ constitutionally protected privacy rights. 

See Melendres v. Arpaio, 695 F.3d 990, 1102 (9th Cir. 2012) (“[I]t is always in the 

public interest to prevent the violation of a party’s constitutional rights.”); 

Sammartano v. First Judicial District Court, 303 F.3d 959, 974 (9th Cir. 2002). On 

the other, the government has no legitimate interest in conducting surveillance that 

violates the Constitution. See Sanders Cnty. Republican Cent. Comm. v. Bullock, 
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698 F.3d 741, 749 (9th Cir. 2012) (the government receives “no legally cognizable 

benefit from being permitted to further enforce” an unconstitutional law); Memphis 

Planned Parenthood, Inc. v. Sundquist, 175 F.3d 456, 495 (6th Cir. 1999) (“[T]he 

public is certainly interested in preventing the enforcement of unconstitutional 

statutes and rules; therefore, no harm to the public will result from the issuance of 

the injunction here.”). Moreover, the preliminary relief Mrs. Smith seeks would not 

prejudice the government because the call-records program as constituted is not 

necessary to achieve the government’s aims. See supra Part I.B.3. Both the balance 

of hardships and the public interest weigh in favor of Mrs. Smith here. 

CONCLUSION 

 For the reasons stated above, this Court should reverse the judgment below 

and remand for entry of a preliminary injunction. 
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ADDENDUM 

U.S. Const., Amend. IV 

The right of the people to be secure in their persons, houses, papers, and 

effects, against unreasonable searches and seizures, shall not be violated, and no 

Warrants shall issue, but upon probable cause, supported by Oath or affirmation, 

and particularly describing the place to be searched, and the persons or things to be 

seized. 

50 U.S.C.A. § 1861 (West) 

(a)(1) Subject to paragraph (3), the Director of the Federal Bureau of Investigation 

or a designee of the Director (whose rank shall be no lower than Assistant Special 

Agent in Charge) may make an application for an order requiring the production of 

any tangible things (including books, records, papers, documents, and other items) 

for an investigation to obtain foreign intelligence information not concerning a 

United States person or to protect against international terrorism or clandestine 

intelligence activities, provided that such investigation of a United States person is 

not conducted solely upon the basis of activities protected by the first amendment 

to the Constitution. 

(2) An investigation conducted under this section shall 
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(A) be conducted under guidelines approved by the Attorney 

General under Executive Order 12333 (or a successor order); 

and 

(B) not be conducted of a United States person solely upon the 

basis of activities protected by the first amendment to the 

Constitution of the United States. 

(3) In the case of an application for an order requiring the production of 

library circulation records, library patron lists, book sales records, 

book customer lists, firearms sales records, tax return records, 

educational records, or medical records containing information that 

would identify a person, the Director of the Federal Bureau of 

Investigation may delegate the authority to make such application to 

either the Deputy Director of the Federal Bureau of Investigation or 

the Executive Assistant Director for National Security (or any 

successor position). The Deputy Director or the Executive Assistant 

Director may not further delegate such authority. 

(b) Each application under this section 

(1) shall be made to— 

(A) a judge of the court established by section 1803(a) of this title; 

or 
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(B) a United States Magistrate Judge under chapter 43 of Title 28, 

who is publicly designated by the Chief Justice of the United 

States to have the power to hear applications and grant orders 

for the production of tangible things under this section on 

behalf of a judge of that court; and 

(2) shall include— 

(A) a statement of facts showing that there are reasonable grounds 

to believe that the tangible things sought are relevant to an 

authorized investigation (other than a threat assessment) 

conducted in accordance with subsection (a)(2) of this section 

to obtain foreign intelligence information not concerning a 

United States person or to protect against international 

terrorism or clandestine intelligence activities, such things 

being presumptively relevant to an authorized investigation if 

the applicant shows in the statement of the facts that they 

pertain to— 

(i) a foreign power or an agent of a foreign power; 

(ii) the activities of a suspected agent of a foreign power who 

is the subject of such authorized investigation; or 
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(iii) an individual in contact with, or known to, a suspected 

agent of a foreign power who is the subject of such 

authorized investigation; and 

(B) an enumeration of the minimization procedures adopted by the 

Attorney General under subsection (g) of this section that are 

applicable to the retention and dissemination by the Federal 

Bureau of Investigation of any tangible things to be made 

available to the Federal Bureau of Investigation based on the 

order requested in such application. 

(c)(1) Upon an application made pursuant to this section, if the judge finds that the 

application meets the requirements of subsections (a) and (b) of this section, the 

judge shall enter an ex parte order as requested, or as modified, approving the 

release of tangible things. Such order shall direct that minimization procedures 

adopted pursuant to subsection (g) of this section be followed. 

(2) An order under this subsection— 

(A) shall describe the tangible things that are ordered to be 

produced with sufficient particularity to permit them to be fairly 

identified; 
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(B) shall include the date on which the tangible things must be 

provided, which shall allow a reasonable period of time within 

which the tangible things can be assembled and made available; 

(C) shall provide clear and conspicuous notice of the principles and 

procedures described in subsection (d) of this section; 

(D) may only require the production of a tangible thing if such thing 

can be obtained with a subpoena duces tecum issued by a court 

of the United States in aid of a grand jury investigation or with 

any other order issued by a court of the United States directing 

the production of records or tangible things; and 

(E) shall not disclose that such order is issued for purposes of an 

investigation described in subsection (a) of this section. 

(d)(1) No person shall disclose to any other person that the Federal bureau of 

investigation has sought or obtained tangible things pursuant to an order under this 

section, other than to 

(A) those persons to whom disclosure is necessary to comply with such 

order; 

(B) an attorney to obtain legal advice or assistance with respect to the 

production of things in response to the order; or 
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(C) other persons as permitted by the Director of the Federal Bureau of 

Investigation or the designee of the Director. 

(2)(A) A person to whom disclosure is made pursuant to paragraph (1) shall be 

subject to the nondisclosure requirements applicable to a person to whom an 

order is directed under this section in the same manner as such person. 

(B) Any person who discloses to a person described in subparagraph (A), (B), 

or (C) of paragraph (1) that the Federal Bureau of Investigation has sought or 

obtained tangible things pursuant to an order under this section shall notify 

such person of the nondisclosure requirements of this subsection. 

(C) At the request of the Director of the Federal Bureau of Investigation or the 

designee of the Director, any person making or intending to make a disclosure 

under subparagraph (A) or (C) of paragraph (1) shall identify to the Director or 

such designee the person to whom such disclosure will be made or to whom 

such disclosure was made prior to the request. 

(e) A person who, in good faith, produces tangible things under an order 

pursuant to this section shall not be liable to any other person for such production. 

Such production shall not be deemed to constitute a waiver of any privilege in any 

other proceeding or context. 

(f)(1) In this subsection— 
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(A) the term “production order” means an order to produce any tangible 

thing under this section; and 

(B) the term “nondisclosure order” means an order imposed under 

subsection (d) of this section. 

(2)(A)(i) A person receiving a production order may challenge the legality of 

that order by filing a petition with the pool established by section 1803(e)(1) of 

this title. Not less than 1 year after the date of the issuance of the production 

order, the recipient of a production order may challenge the nondisclosure 

order imposed in connection with such production order by filing a petition to 

modify or set aside such nondisclosure order, consistent with the requirements 

of subparagraph (C), with the pool established by section 1803(e)(1) of this 

title. 

(ii) The presiding judge shall immediately assign a petition under clause 

(i) to 1 of the judges serving in the pool established by section 

1803(e)(1) of this title. Not later than 72 hours after the assignment of 

such petition, the assigned judge shall conduct an initial review of the 

petition. If the assigned judge determines that the petition is frivolous, 

the assigned judge shall immediately deny the petition and affirm the 

production order or nondisclosure order. If the assigned judge 

determines the petition is not frivolous, the assigned judge shall 
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promptly consider the petition in accordance with the procedures 

established under section 1803(e)(2) of this title. 

(iii) The assigned judge shall promptly provide a written statement for the 

record of the reasons for any determination under this subsection. 

Upon the request of the Government, any order setting aside a 

nondisclosure order shall be stayed pending review pursuant to 

paragraph (3). 

(B) A judge considering a petition to modify or set aside a production 

order may grant such petition only if the judge finds that such order does not 

meet the requirements of this section or is otherwise unlawful. If the judge does 

not modify or set aside the production order, the judge shall immediately 

affirm such order, and order the recipient to comply therewith. 

(C)(i) A judge considering a petition to modify or set aside a nondisclosure 

order may grant such petition only if the judge finds that there is no reason to 

believe that disclosure may endanger the national security of the United States, 

interfere with a criminal, counterterrorism, or counterintelligence investigation, 

interfere with diplomatic relations, or endanger the life or physical safety of 

any person. 

(ii) If, upon filing of such a petition, the Attorney General, Deputy 

Attorney General, an Assistant Attorney General, or the Director of 
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the Federal Bureau of Investigation certifies that disclosure may 

endanger the national security of the United States or interfere with 

diplomatic relations, such certification shall be treated as conclusive, 

unless the judge finds that the certification was made in bad faith. 

(iii) If the judge denies a petition to modify or set aside a nondisclosure 

order, the recipient of such order shall be precluded for a period of 1 

year from filing another such petition with respect to such 

nondisclosure order. 

(D) Any production or nondisclosure order not explicitly modified or set aside 

consistent with this subsection shall remain in full effect. 

(3) A petition for review of a decision under paragraph (2) to affirm, 

modify, or set aside an order by the Government or any person receiving such 

order shall be made to the court of review established under section 1803(b) of 

this title, which shall have jurisdiction to consider such petitions. The court of 

review shall provide for the record a written statement of the reasons for its 

decision and, on petition by the Government or any person receiving such 

order for writ of certiorari, the record shall be transmitted under seal to the 

Supreme Court of the United States, which shall have jurisdiction to review 

such decision. 
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(4) Judicial proceedings under this subsection shall be concluded as 

expeditiously as possible. The record of proceedings, including petitions filed, 

orders granted, and statements of reasons for decision, shall be maintained 

under security measures established by the Chief Justice of the United States, 

in consultation with the Attorney General and the Director of National 

Intelligence. 

(5) All petitions under this subsection shall be filed under seal. In any 

proceedings under this subsection, the court shall, upon request of the 

Government, review ex parte and in camera any Government submission, or 

portions thereof, which may include classified information. 

(g) Minimization procedures 

(1) In general 

Not later than 180 days after March 9, 2006, the Attorney General shall adopt 

specific minimization procedures governing the retention and dissemination by 

the Federal Bureau of Investigation of any tangible things, or information 

therein, received by the Federal Bureau of Investigation in response to an order 

under this subchapter. 

(2) Defined 

In this section, the term “minimization procedures” means— 
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(A) specific procedures that are reasonably designed in light of the 

purpose and technique of an order for the production of tangible 

things, to minimize the retention, and prohibit the dissemination, of 

nonpublicly available information concerning unconsenting United 

States persons consistent with the need of the United States to obtain, 

produce, and disseminate foreign intelligence information; 

(B) procedures that require that nonpublicly available information, which 

is not foreign intelligence information, as defined in section 

1801(e)(1) of this title, shall not be disseminated in a manner that 

identifies any United States person, without such person's consent, 

unless such person's identity is necessary to understand foreign 

intelligence information or assess its importance; and 

(C) notwithstanding subparagraphs (A) and (B), procedures that allow for 

the retention and dissemination of information that is evidence of a 

crime which has been, is being, or is about to be committed and that is 

to be retained or disseminated for law enforcement purposes. 

(h) Use of information 

Information acquired from tangible things received by the Federal Bureau of 

Investigation in response to an order under this subchapter concerning any United 

States person may be used and disclosed by Federal officers and employees 
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without the consent of the United States person only in accordance with the 

minimization procedures adopted pursuant to subsection (g) of this section. No 

otherwise privileged information acquired from tangible things received by the 

Federal Bureau of Investigation in accordance with the provisions of this 

subchapter shall lose its privileged character. No information acquired from 

tangible things received by the Federal Bureau of Investigation in response to an 

order under this subchapter may be used or disclosed by Federal officers or 

employees except for lawful purposes. 
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IN THE UNITED STATES DISTRICT COURT 
 

FOR THE DISTRICT OF IDAHO 
          
ANNA J. SMITH 
 
  Plaintiff, 
 
 v. 
 
BARACK OBAMA, President of the United 
States, et al.,  
 
  Defendants. 
 

 

Case No.  2:13-CV-257-BLW 

MEMORANDUM DECISION 

 
INTRODUCTION 

 The Court has before it plaintiff Smith’s motion for injunctive relief and 

defendants’ motion to dismiss.  The Court heard oral argument on May 14, 2014, and 

took the motions under advisement.  For the reasons expressed below, the Court will 

grant the defendants’ motion to dismiss and deny Smith’s motion for injunctive relief. 

BACKGROUND 

The Fourth Amendment protects the right of privacy by forbidding unreasonable 

searches and seizures.  With few exceptions, a citizen cannot be searched in violation of 

her reasonable expectation of privacy unless a judge has found there is probable cause to 

believe that she is committing a crime.  This Fourth Amendment protection is violated 

here, Smith alleges, because the National Security Administration (NSA) is searching her 

telephone records without showing first that there is probable cause to believe she is 

engaged in criminal behavior.  She asks the Court to enjoin the NSA from collecting and 

analyzing her telephone data. 

ER 1
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For more than seven years, the NSA has been collecting and analyzing the 

telephone records of Americans to detect terrorist threats.  While the agency does not 

listen to conversations, or identify the callers’ names and addresses, it does collect the 

telephone numbers of all parties to a call, along with the duration and time of that call, 

and stores this data for five years.   

The NSA’s collection and analysis protocols must be periodically approved by the 

Foreign Intelligence Surveillance Court (FISC).  The FISC prohibits the NSA from 

accessing the stored telephone data for any purpose other than counterterrorism or 

technical maintenance of the system.  See Shea Declaration (Dkt. No. 15-2) at ¶ 31. 

The NSA uses its vast trove of data to identify the telephone numbers of calls that 

terrorists make and receive.  Before the NSA can access its telephone data, the FISC-

approved protocols require the agency to first make an internal finding – authorized by 

one of twenty-two designated NSA officials – that a particular telephone number is 

associated with a terrorist organization.  Id. at ¶ 32.   

Once the NSA makes its internal determination, it may run a query through its 

data bank to collect (1) the telephone data of persons who made calls to – or received 

calls from – the suspected terrorist, and (2) the telephone data of persons who made calls 

to – or received calls from – the telephone numbers for any person who had direct 

telephone contact with the suspected terrorist.  Id. at ¶ 23.  In prior years, the scope of the 

query extended to a third level but “the NSA has taken immediate steps to implement 

restrictions [imposed by the President] limiting its review of queries to two [levels] only 

ER 2
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and the Government is now working with the FISC to incorporate this restriction into the 

FISC’s orders.”  Id.   

Smith alleges that her own telephone data has been swept up into the NSA’s broad 

net in violation of her Fourth Amendment rights.1  She asks the Court to enjoin the 

agency from collecting and using this telephone data from her calls.2 

ANALYSIS 

The Fourth Amendment is concerned with surveillance that (1) involves a 

“trepassory intrusion on property” or (2) “violates a subjective expectation of privacy that 

society recognizes as reasonable.”  See U.S. v. Jones, 132 S.Ct. 945, 954-55 (Sotomayor, 

J., concurring).  It is the latter interest that Smith urges here.  She claims that the NSA’s 

collection efforts violate her expectation of privacy in her telephone records. 

Smith has no expectation of privacy in the telephone numbers that she dials.  See 

Smith v Maryland, 442 U.S. 735 (1979).  A person using the telephone “voluntarily 

convey[s] numerical information to the telephone company” and “assume[s] the risk that 

the company [will] reveal to police the numbers he dialed.”  Id. at 744.  

But the data collected by the NSA goes beyond the telephone numbers that Smith 

dials, and reaches into her personal information.  For example, the NSA’s collection of 

                                              
1 Smith originally alleged additional claims but has conceded that they should be dismissed, 

leaving only the Fourth Amendment claim for resolution. 

2 The Court finds that Smith – a Verizon customer – has standing to bring this action.  See 
Klayman v. Obama, 957 F.Supp.2d 1, 26-28 (D.D.C.2013) (granting standing to individual plaintiffs to 
challenge NSA collection of their telephone records from Verizon after finding “strong evidence” that 
NSA has collected Verizon metadata for the last seven years and run queries that necessarily analyzed 
that data).    

ER 3
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the time and duration of phone calls is revealing:  Would most citizens want to keep 

private the fact that they called someone at one in the morning and talked for an hour or 

two? 

And what about location?  Would most phone users expect to keep private (1) 

their location at any moment and (2) their travel path over time?  The NSA collects 

“trunk identifier” data, see Shea Declaration, supra at ¶ 15, that shows the location where 

a cell-phone call enters the “trunk” system to be relayed eventually to the number being 

called.  See Leslie Groll, What Kind of Phone Data Can the NSA Collect Exactly?, 

FOREIGN POLICY (June 6, 2013).3  While this would not pinpoint a phone user’s 

precise location, it would narrow it down considerably.  Id.4; see also State v. Earls, 70 

A.3d 630, 637 (N.J.Sup.Ct. 2013) (holding that New Jersey’s constitution requires police 

to obtain warrant before collecting cell phone location data and noting that carriers have 

data that “can locate cell-phone users within buildings, and even within individual floors 

and rooms within buildings”).  Moreover, the data also includes “comprehensive 

communications routing information.”  See Shea Declaration, supra at ¶ 15.  While this 

phrase is ambiguous, it may mean that for a single call, all the trunk identifiers are 

collected by the NSA, allowing the agency to track “how a cell phone user moves from 

                                              
3 Available at 

http://blog.foreignpolicy.com/posts/2013/06/06/what_kind_of_phone_data_can_the_nsa_collect_exactly 

4 Trunk identifier data may be used to “locate a phone within approximately a square kilometer.”  
Patrick Di Justo, What the N.S.A. Wants to Know About Your Calls, NEW YORKER (June 7, 2013), 
http:// www.newyorker.com/online/blogs/elements/2013/06/what-the-nsa-wants-to-know-about-your-
phone-calls.html. 
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one cell phone tower to another while traveling.”  FOREIGN POLICY, supra.  The speed 

with which the phone moves from tower to tower could indicate, for example, whether 

the device is being used in a car or while walking down the street.   

Compare these intrusions to those faced in Smith:  There, the Baltimore police 

collected the telephone numbers dialed by a suspected robber for about two days.  This 

simple comparison reveals a looming gulf between Smith and this case.  But the Ninth 

Circuit has bridged some of that chasm.  In United States v. Reed, 575 F.3d 900 (9th Cir. 

2009), the Circuit held that “there is no Fourth Amendment expectation of privacy” in 

data that includes the number dialed along with the length and time of the call.  Id. at 914.  

The Circuit has also applied Smith in holding that e-mail and internet users have no 

expectation of privacy in the “to/from addresses of e-mail messages, the IP addresses of 

websites visited and the total amount of data transmitted to or from an account.”  U.S. v. 

Forrester, 512 F.3d 500, 510 (9th Cir. 2008).  To the extent that an individual’s telephone 

data collected by a cell-phone provider is no different than an individual’s power 

consumption records collected by an electric utility, the Circuit has held that utility 

customers lack a reasonable expectation of privacy in such business records.  U.S. v. 

Golden Valley Elec. Ass’n, 689 F.3d 1108, 1116 (9th Cir.2012). 

Although the Ninth Circuit has not resolved the precise issue faced here, other 

courts have done so:  Two of these decisions apply Smith to find that the NSA is not 

violating the Fourth Amendment.  See A.C.L.U. v Clapper, 959 F.Supp. 2d 724 (S.D.N.Y. 

2013); U.S. v. Moalin, 2013 WL 6079518 (S.D.Cal. 2013). 

ER 5
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But these cases do not address a subject lurking in the shadows here:  The 

possibility that the NSA is tracking the location of calls using the trunk identifier data 

discussed above.  In Jones, five Justices wrote that the government surveillance of one’s 

public movements for 28 days using a GPS device violated a reasonable expectation of 

privacy and constituted a Fourth Amendment search.  See also, Case Comment, Fourth 

Amendment – Warrantless Searches, 127 Harv.L.Rev. 2164 (2014) (concluding that 

“[b]ecause the disclosure of [cell-site location information] is not necessarily voluntary, 

individuals still may hold an expectation of privacy in their cell-site data even under 

Smith”). 

The NSA denies that it is tracking location.  Teresa Shea, the NSA’s Director of 

the Signals Intelligence Directorate represents to the Court that “[t]he metadata collected 

by the Government pursuant to these [FISC] orders also does not include cell site 

locational information.”  Shea Declaration, supra at ¶ 15.  A similar representation was 

made by the NSA’s General Counsel, Robert Litt when he stated that “I want to make 

perfectly clear we do not collect cellphone location information under this program, 

either GPS information or cell site tower information.”5  Finally, the FISC orders 

submitted to the Court expressly prohibit the NSA from collecting any addresses 

                                              
5 See Klayman, 957 F.Supp.2d at 36 n. 57 (citing Transcript of June 25, 2013 Newseum Special 

Program: NSA Surveillance Leaks: Facts and Fiction, Remarks of Robert Litt, Gen. Counsel, Office of 
Dir. of Nat'l Intelligence, available at http://www.dni.gov/index.php/newsroom/speeches–and–
interviews/195–speeches–interviews–2013/887–transcript–newseum–special–program–nsa–surveillance–
leaks–facts–and-fiction). 
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associated with the telephone numbers it collects, apparently precluding the collection 

and analysis of location data.  See Order (Dkt. No. 15-6) at pg. 3. 

Smith’s briefing and argument were not extensive on this issue.  While there is 

speculation that the NSA is tracking location, there is no evidence of that, and the agency 

denies it.  Under these circumstances, the Court will not assume that the NSA’s privacy 

intrusions include location tracking.   

Because Jones does not apply, the weight of the authority favors the NSA.  The 

Supreme Court’s decision in Smith, supplemented by the Circuit’s decisions in Reed, 

Forrester, and Golden Valley, and the two District Court decisions on point, Clapper and 

Moalin, support a finding that there is no Fourth Amendment violation here.  

 The contrary view is stated by Klayman v. Obama, 957 F.Supp.2d 1 (D.D.C.2013), 

a thoughtful and well-written decision by Judge Richard Leon.  He distinguished Smith 

by finding that the scope and duration of the NSA’s collection is far beyond the 

individual pen register at issue in Smith.  Of critical importance to Judge Leon was that 

Smith could never have anticipated the ubiquity of cell-phones and the fact that “people 

in 2013 have an entirely different relationship with phones than they did thirty-four years 

ago.” Id. at 36.  As he eloquently observes, “[r]ecords that once would have revealed a 

few scattered tiles of information about a person now reveal an entire mosaic—a vibrant 

and constantly updating picture of the person’s life.”  Ultimately, he held that the 

plaintiffs had a likelihood of success on their Fourth Amendment claim, and he enjoined 

the NSA from collecting their telephone records, although he stayed his decision pending 

appeal.   
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Memorandum Decision – page 8 
 

 
 

 Judge Leon’s decision should serve as a template for a Supreme Court opinion.  

And it might yet.  Justice Sotomayor is inclined to reconsider Smith, finding it “ill-suited 

to the digital age, in which people reveal a great deal of information about themselves to 

third parties in the course of carrying out mundane tasks.”  See U.S. v. Jones, 132 U.S. 

945, 957 (2012) (Sotomayor, J., concurring).  The Fourth Amendment, in her view, 

should not “treat secrecy as a prerequisite for privacy.”  Id.   

But Smith was not overruled, and it continues – along with the Circuit decisions 

discussed above – to bind this Court.  This authority constrains the Court from joining  

Klayman.  Accordingly, the Court will grant the defendants’ motion to dismiss and deny 

Smith’s motion for injunctive relief.  The Court will issue a separate Judgment as 

required by Rule 58(a).    

 

DATED: June 3, 2014 
 

 
 _________________________            
 B. Lynn Winmill 
 Chief Judge 
 United States District Court 
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IN THE UNITED STATES DISTRICT COURT 
 

FOR THE DISTRICT OF IDAHO 
          
ANNA J. SMITH 
 
  Plaintiff, 
 
 v. 
 
BARACK OBAMA, President of the United 
States, et al.,  
 
  Defendants. 
 

 

Case No.  2:13-CV-257-BLW 

JUDGMENT 

 
 In accordance with the Memorandum Decision filed with this Judgment,  

 NOW THEREFORE IT IS HEREBY ORDERED, ADJUDGED, AND 

DECREED, that the motion for injunction (docket no. 8) is DENIED. 

 IT IS FURTHER ORDERED, ADJUDGED, AND DECREED, that the motion to 

dismiss (docket no. 14) is GRANTED, and the Clerk is directed to close this case. 

 
 

DATED: June 3, 2014 
 

 
 _________________________            
 B. Lynn Winmill 
 Chief Judge 
 United States District Court 
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Page 2
·1· ·PROCEEDINGS· · · · · · · · · · · · · · ·May 15, 2014

·2· · · · · · · · · · · · · ·--oOo--

·3· · · · · · ·THE CLERK:· United States District Court for

·4· ·the District of Idaho is now in session.· The Honorable

·5· ·B. Lynn Winmill presiding.

·6· · · · · · ·THE COURT:· Thank you.· Please be seated.

·7· · · · · · ·THE CLERK:· The Court will now hear civil case

·8· ·13-CV-257-BLW.· Smith versus Obama, et al.

·9· · · · · · ·THE COURT:· Good morning, counsel.· Give me

10· ·just a moment to get set up here.

11· · · · · · ·All right.· Counsel, I have reviewed the

12· ·briefing in this matter in some detail.· It does seem to

13· ·me that given the Supreme Court's decision, albeit,

14· ·what, 30 years ago or 35 years ago, in the Smith case,

15· ·that that's the challenge in this case.

16· · · · · · ·How is this case really distinguishable from

17· ·the Supreme Court's pronouncement?· Now, the argument

18· ·has been made that just the passage of time and the

19· ·advent of new technology should be sufficient for the

20· ·Court as I think the -- as Judge Leon, I think, did in

21· ·the Klayman case, just say a different result is

22· ·necessary here.

23· · · · · · ·But I am a real believer in -- in fact, I gave

24· ·a speech two days ago in Boise, on the rule of law and

25· ·talked at great length about the need for kind of
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Page 3
·1· ·restraint on the part of the judiciary and not ignoring

·2· ·several principles.

·3· · · · · · ·Now, that doesn't mean that there aren't

·4· ·occasions where that has to happen, but the question is

·5· ·why -- what has happened in the intervening 35 years

·6· ·that would change our assessment or is that case simply

·7· ·distinguishable?

·8· · · · · · ·I think, also, what corollaries can we draw

·9· ·from the Jones' case more recently is also, I think,

10· ·perhaps an important issue.· But I think that's really

11· ·what this case turns on.· I know there's a lot of

12· ·argument about standing and other issues, but I think

13· ·the more critical issue is that issue of whether or not

14· ·there is an expectation of privacy here and I think the

15· ·case really is going to turn on that issue.

16· · · · · · ·So with that, I'm not sure who's going to

17· ·argue for the plaintiffs --

18· · · · · · ·MS. BERMAN:· Not the plaintiffs.

19· · · · · · ·THE COURT:· Ms. Berman, is it?

20· · · · · · ·MS. BERMAN:· For the defense, defendants.

21· · · · · · ·THE COURT:· Well, no, I -- I'm sorry, we have

22· ·our tables, normally -- you all set up in the wrong

23· ·order.· Sorry.· The plaintiffs, that's what I should

24· ·have been, usually -- we're turned around.

25· · · · · · ·MS. BERMAN:· Sorry.
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Page 4
·1· · · · · · ·THE COURT:· Mr. Smith, you're going to --

·2· · · · · · ·MR. SMITH:· I'm going to argue on behalf of

·3· ·the plaintiff, your Honor.

·4· · · · · · ·THE COURT:· Very well, thank you.· I guess

·5· ·it's that the government is always sitting there.

·6· ·That's what threw me off a little bit, so...

·7· · · · · · ·MR. SMITH:· They're normally carrying the

·8· ·burden, correct, your Honor?

·9· · · · · · ·THE COURT:· True.· In 90 percent of the cases

10· ·I have because they're all criminal matters.

11· · · · · · ·Mr. Smith.

12· · · · · · ·MR. SMITH:· Your Honor, thank you very much.

13· ·My name is Peter Smith.· I represent the plaintiff, Anna

14· ·Smith, who happens to be my lovely wife.

15· · · · · · ·Co-counsel with me is Luke Malek from Coeur

16· ·d'Alene as well.· And this is my first time being able

17· ·to argue before your Honor and I'm honored to have the

18· ·opportunity.

19· · · · · · ·First, I'd like to jump straight to the issue

20· ·the Court raised just a moment ago is how is Smith

21· ·versus Maryland distinguishable in this case.· It's

22· ·quite simple, your Honor.

23· · · · · · ·In Smith versus Maryland, we had a specific

24· ·instance of a criminal investigation.· There was a

25· ·criminal who was alleged to have made phone calls to
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·1· ·victims and witnesses threatening them, which the police

·2· ·were investigating.

·3· · · · · · ·Distinguish that from today's case.· Today's

·4· ·case you have all of the metadata collected in the

·5· ·United States from the phone service providers before

·6· ·there's any suspicion of any criminal activity of

·7· ·probably 99.9 percent of those individuals whose data is

·8· ·collected.

·9· · · · · · ·Let's apply those facts to Smith versus

10· ·Maryland.· If, in Smith, the police or the government

11· ·had gone out and collected every single telephone

12· ·metadata before they ever had any suspicion of Smith,

13· ·perhaps even before Smith had even committed a crime,

14· ·put that into a database, held onto it, then learned

15· ·maybe Smith was up to something and searched that data

16· ·and found out he had made calls to certain individuals.

17· · · · · · ·Smith turned on a criminal investigation that

18· ·happened before there was a collection of the data.· In

19· ·other words, the reasonable articulable suspicion that's

20· ·set forth in the statute which the government must have

21· ·to query existed before they even possessed the data.

22· ·And, moreover, Smith versus Maryland involved a pen

23· ·register that was installed on the government's phone

24· ·system, not a mass data dump as we have here.

25· · · · · · ·The Court mentions the time periods that have
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·1· ·gone by --

·2· · · · · · ·THE COURT:· Just a moment.· You say that Smith

·3· ·v. Maryland involved a collection of data from a

·4· ·government?· Did I miss --

·5· · · · · · ·MR. SMITH:· The government installed the pen

·6· ·register on the phone company's system to collect the

·7· ·data.

·8· · · · · · ·THE COURT:· But with the -- I mean, in

·9· ·coordination with the telephone company?

10· · · · · · ·MR. SMITH:· Correct.

11· · · · · · ·THE COURT:· How do you deal with the

12· ·Van Leuven case and the other cases from the Supreme

13· ·Court and the Ninth Circuit suggesting that simply

14· ·ceasing like envelopes or mail without actually

15· ·examining their content does not create a fourth

16· ·amendment issue, isn't that really a close parallel to

17· ·what happens here?

18· · · · · · ·Unless there's some evidence that, in fact,

19· ·something happened more than collecting the -- I want to

20· ·use this word telephony, I think is the correct

21· ·pronunciation, telephony metadata.

22· · · · · · ·MR. SMITH:· Correct, your Honor.· The envelope

23· ·cases and the suitcase cases, which involved a dog

24· ·walking by a suitcase and smelling narcotics or not

25· ·smelling narcotics.
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Page 7
·1· · · · · · ·THE COURT:· Right.

·2· · · · · · ·MR. SMITH:· Can be distinguishable from this

·3· ·case because the data being collected here isn't inside

·4· ·of any envelope, it's not inside any case; it is the raw

·5· ·data that is being provided to the government.

·6· · · · · · ·Therefore, every single day we get a data

·7· ·dump.· There's nothing that needs to be done or nothing

·8· ·that needs to be opened to review that data.· Simply it

·9· ·needs to be queried and if they had a seed number.

10· · · · · · ·THE COURT:· Again, the problem we have, and

11· ·it's my heartburn with Justice Scalia and his

12· ·originalist view of the world, which I -- I think even I

13· ·just reread Jones and I think it's pretty clear that

14· ·Justice Alito and other conservative members of the

15· ·court are not following that, but we live in a different

16· ·world.

17· · · · · · ·And, today, isn't there a direct analogy to

18· ·storing metadata on a computer, but not actually

19· ·reviewing it through search terms?· Isn't there a direct

20· ·analogy between that and holding an envelope,

21· ·snail-mail, if you will, and then not -- but not

22· ·examining the contents?· Isn't that the 21st century

23· ·analogue to what was going on in Van Leuven and those

24· ·cases?

25· · · · · · ·MR. SMITH:· With all due respect, your Honor,
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·1· ·I disagree with that assessment.

·2· · · · · · ·THE COURT:· I'm just asking, I'm not -- so

·3· ·don't --

·4· · · · · · ·MR. SMITH:· The -- the envelope analogy you

·5· ·actually have to take something, open it up to read

·6· ·what's inside of it.· Okay.· A human being does that in

·7· ·all likelihood because we can't have a computer open an

·8· ·envelope and look at the letter.

·9· · · · · · ·Here we have the data, which is raw data, that

10· ·is put into a database and then queried by a computer.

11· ·And perhaps what the Court is getting at is we don't

12· ·have an actual person looking at Ms. Smith's --

13· · · · · · ·THE COURT:· Well, no, you don't need to have

14· ·an actual person look at it; a computer can do that

15· ·function for you.· But I guess what I'm saying is, isn't

16· ·running the query, the 21st century analogue to opening

17· ·the envelope?

18· · · · · · ·MR. SMITH:· No, your Honor.

19· · · · · · ·THE COURT:· Okay.

20· · · · · · ·MR. SMITH:· It is certainly not.· Because once

21· ·you run the query, it has to go through -- from what I

22· ·understand of the system, it runs through the numbers

23· ·that that phone number may have called.· And to do that

24· ·it must open up the data that it received from the

25· ·telephone company every single day.
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·1· · · · · · ·And I believe that the data that's delivered

·2· ·on a daily basis isn't in some sort of suitcase or in

·3· ·some sort of envelope, it is the raw data.

·4· · · · · · ·THE COURT:· Okay.· Now, maybe we're not

·5· ·communicating.· I want to make sure I understand, and

·6· ·the government may want to listen carefully and correct

·7· ·me where I'm wrong because I'm sure I'm wrong on some

·8· ·aspect of this.

·9· · · · · · ·But my understanding was that if queries were

10· ·run on telephone numbers which were a certain number of

11· ·jumps from a target, someone identified as a potential

12· ·terrorist organization.· And that if unless you were

13· ·within that number of jumps, even when queries were run,

14· ·the queries were so limited so that you would not

15· ·actually be focusing on in any way particular metadata

16· ·unless you were within that connection.

17· · · · · · ·Now, I could be dead wrong on that issue, but

18· ·were you assuming that the way I characterized it is the

19· ·way it operated?· Or at least thinking when they run a

20· ·query it's on the entire database of every telephone

21· ·call made in the United States?

22· · · · · · ·MR. SMITH:· I think I'm following what your

23· ·Honor is stating.· And the way I understand it to

24· ·operate is there is a seed number, which is a number of

25· ·a known person of interest.
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·1· · · · · · ·THE COURT:· Correct.

·2· · · · · · ·MR. SMITH:· That number is entered into the

·3· ·database.· That number and every number it possibly

·4· ·could have called or did call are returned as --

·5· · · · · · ·THE COURT:· Not every number it possibly could

·6· ·have called because that's the entire universe, so it

·7· ·has to be the numbers they actually did call, correct?

·8· · · · · · ·MR. SMITH:· It searches the database for the

·9· ·numbers that that number called.

10· · · · · · ·THE COURT:· Okay.

11· · · · · · ·MR. SMITH:· And to do that it has to go

12· ·through the numbers that may have received the call to

13· ·cross-reference them, does that make sense?

14· · · · · · ·THE COURT:· All right.

15· · · · · · ·MR. SMITH:· Then that is the first hop.· You

16· ·get numbers from that that they called.· And until

17· ·January of this year they had three hops.

18· · · · · · ·So we would take all the numbers that were

19· ·returned in that query and find out who called them or

20· ·they called, which gave us another universe of numbers,

21· ·and then that would be searched to see what numbers

22· ·called or they called on those numbers.· Those were the

23· ·three hops.

24· · · · · · ·But to get the correlation of numbers that

25· ·you're looking for to see who called who, there must be
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·1· ·on the one side of the equation all the phone numbers

·2· ·out there that are in the database, what numbers did

·3· ·they call, plus the numbers that were part of the seed

·4· ·number or the hops, what numbers did they call or

·5· ·receive a call from.

·6· · · · · · ·So in order to run a search of the database,

·7· ·you must search every number that could possibly be in

·8· ·there to make sure that those numbers are not covered by

·9· ·the query.

10· · · · · · ·THE COURT:· Well, so -- so you're suggesting

11· ·that even if you're not within three hops of a seed or

12· ·target number, even if that's not true, your Fourth

13· ·Amendment rights have been violated simply by the

14· ·possession of the telephony metadata and subjecting this

15· ·entire universe of telephone data collected to this

16· ·search to determine who is within three hops of the seed

17· ·or target?

18· · · · · · ·MR. SMITH:· That would be correct, your Honor.

19· ·That's exactly our position is that every query is a

20· ·search of the plaintiff's phone number to see if they

21· ·correlate with the seed number, a hop number or a hop

22· ·number.

23· · · · · · ·THE COURT:· Well, how -- let's, again, try to

24· ·go back to the 20th century -- or the 19th century

25· ·analogue.· If you have a file cabinet full of data --
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·1· ·full of envelopes that have been seized.· And over time

·2· ·it's held and then there's a reason to go back and

·3· ·review it.· Simply thumbing through and looking at the

·4· ·number, the address, the addressee, the addresser, is

·5· ·that a violation of the Fourth Amendment given

·6· ·Van Leuven?

·7· · · · · · ·MR. SMITH:· Looking at the outside of the

·8· ·envelopes?

·9· · · · · · ·THE COURT:· Right.

10· · · · · · ·MR. SMITH:· Under Van Leuven it would not

11· ·because you're simply looking at the outside of an

12· ·envelope, your Honor.· You're not looking at --

13· · · · · · ·THE COURT:· See, that's what I'm wondering.

14· ·Why is that -- again, we have to work with analogous,

15· ·and maybe that's not the best word, but it's the best

16· ·word I can come up with to try to -- because technology

17· ·changes so fast that even the things we talked about ten

18· ·years ago may be -- is not -- maybe are not relevant

19· ·today.

20· · · · · · ·But isn't that roughly what is going on here

21· ·albeit electronically?

22· · · · · · ·MR. SMITH:· Two things, your Honor.

23· · · · · · ·First, the scope of the search of (inaudible)

24· ·phone numbers if it's queried is much greater than the

25· ·scope of just looking at a file cabinet of envelopes.
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·1· · · · · · ·I think Judge Leon made the analogy that going

·2· ·to a library and looking at books and seeing if books

·3· ·were in the library is totally different than seeing if

·4· ·a certain cite was within every single book, so you have

·5· ·to open every book to actually look at it.

·6· · · · · · ·And I think the envelope analogy doesn't

·7· ·necessarily apply to this case directly because the data

·8· ·is not contained within anything other than a database

·9· ·which can be queried at any point in time --

10· · · · · · ·THE COURT:· Okay.

11· · · · · · ·MR. SMITH:· -- by the government.· It's being

12· ·stored by them.· It's not looking at the outside of an

13· ·envelope.· You're already inside of the envelope.· The

14· ·data is there to be run and reviewed, and so the

15· ·envelope analogy or the suitcase analogy I don't think

16· ·fits with this because you're taking data from the phone

17· ·company and putting it into the database and it's

18· ·querying it.

19· · · · · · ·THE COURT:· And I think that's an excellent

20· ·response because to be truly analogous, you need to

21· ·actually review the contents of the letter as part of

22· ·the thumbing through, but what that then raises is the

23· ·fact that unlike a letter this -- we're essentially

24· ·collecting -- or the government is essentially

25· ·collecting only the addresser and the addressee of that
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·1· ·envelope.

·2· · · · · · ·So the data actually being reviewed is not the

·3· ·contents of any actual communications, it's the fact of

·4· ·the communication, who it was addressed to and who it

·5· ·was addressed from.· So if Van Leuven's not a problem

·6· ·then maybe then we're back to having kind of a Jones --

·7· ·or Smith problem rather, a Smith problem.

·8· · · · · · ·MR. SMITH:· A reasonable expectation of

·9· ·privacy that society accepts, of course, your Honor.

10· · · · · · ·And getting back to Smith and the data that's

11· ·being collected and reviewed.· The data is phone numbers

12· ·called, phone calls received --

13· · · · · · ·THE COURT:· Length of the call.

14· · · · · · ·MR. SMITH:· -- length of the call and the

15· ·trump data.· And if you read the Feltman affidavit which

16· ·was filed in a sister case to this one, he talks about

17· ·what the trump data really is.· The trump data is an

18· ·identification of where the call was made from, so

19· ·there's some location data in this information as well,

20· ·which I think takes us outside of the Smith scenario

21· ·because Smith was locked.

22· · · · · · ·I mean, Smith was -- he called from his house,

23· ·they got the number he called.· In this case, we have a

24· ·cell phone.· They can tell from the trump data if it was

25· ·made from California, Hawaii or Kansas.· So we got an
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·1· ·expansion of the data that is available, and I think

·2· ·that affects the reasonable expectation of privacy.

·3· · · · · · ·Moreover, your Honor, you have cell phones in

·4· ·this day and age which can really paint a great picture

·5· ·of what a person does, who they affiliate with.

·6· · · · · · ·THE COURT:· You know, I read that in the brief

·7· ·and, of course, what I am concerned about is -- with

·8· ·that argument is if indeed what is being collected is

·9· ·not telephony metadata but rather accessing your Google

10· ·or Bing or whatever your search engine is, reviewing

11· ·what it is that you're looking at, or if it involves

12· ·your e-mail communications or if it involved what movies

13· ·you were watching.· This would be a very different case.

14· · · · · · ·But if it is only telephony metadata, isn't it

15· ·just Smith v. Maryland type information?· That's what

16· ·I'm worried about.· It's very easy to just say, well,

17· ·smart phones do so much more.· But if what they do that

18· ·is relevant here is just telephone calls, who was

19· ·called, the length of the call, and who -- who was being

20· ·called, it's a somewhat expansion of Smith because I

21· ·think Smith was just who was called, but it's not that

22· ·much more.

23· · · · · · ·I mean, we're not talking about -- I mean, I

24· ·would truly agree that the sky is falling if everything

25· ·on my cell phone is now being reviewed by the
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·1· ·government.· That's a whole different matter though.· Or

·2· ·am I wrong?

·3· · · · · · ·MR. SMITH:· You're not wrong.· It is an

·4· ·expansion of Smith, but it's not as you said the sky is

·5· ·falling.

·6· · · · · · ·THE COURT:· Okay.

·7· · · · · · ·MR. SMITH:· We don't know for a fact that

·8· ·e-mails are being reviewed or stored.· We don't know for

·9· ·a fact the scope of the program as far as content is

10· ·concerned.· Frankly, because that hasn't been revealed.

11· · · · · · ·THE COURT:· Let me address that issue very

12· ·quickly and this will be -- I'm sure Ms. Berman is going

13· ·to argue there's a lot of assumptions here.· Well, the

14· ·reason there's a lot of assumptions is the plaintiffs

15· ·have no way of knowing and no way of accessing the

16· ·information because of national security concerns.

17· · · · · · ·So I'm going to look a little bit jaundiced --

18· ·or have a jaundiced eye in looking at any argument that,

19· ·you know, Verizon, there's no evidence that Verizon has

20· ·actually has provided their information.

21· · · · · · ·There's no way in the world the plaintiffs

22· ·could ever determine that, but there's certainly enough

23· ·indicators in the public domain in terms of statements

24· ·being made to draw a broad -- that would allow one to

25· ·draw that inference.· I would, for purposes of our
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·1· ·argument here today, I would really like to focus on

·2· ·what I think are reasonable assumptions, and I know

·3· ·Judge Leon made those assumptions, perhaps he should not

·4· ·have, perhaps the record didn't support it.

·5· · · · · · ·But I think the plaintiffs in a case like this

·6· ·are in a very difficult position because they have to

·7· ·fight essentially with at least one arm, maybe both

·8· ·arms, tied behind their back.

·9· · · · · · ·Go ahead.· I just wanted to head that argument

10· ·off at least for purposes of today's argument.

11· · · · · · ·MR. SMITH:· Certainly in getting back to Smith

12· ·versus Maryland distinguishing factors.

13· · · · · · ·Again, I'm going to go back to the start of

14· ·how I believe that Smith is very different and the

15· ·Miller case, which was decided three years earlier.· And

16· ·that is, the data is being collected before any

17· ·suspicion or investigation is really started as to

18· ·Ms. Smith.· She is not a criminal suspect.· She is not

19· ·suspected of anything, but all the data is being

20· ·collected.· You go back to Miller.

21· · · · · · ·Miller involved bank records; checks, deposit

22· ·slips, financial statements, that the government wanted

23· ·and is part of a criminal investigation.· If Miller were

24· ·this case, what would have happened is the government

25· ·would have taken all of that data, prophylactically,
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·1· ·before it was ever needed and put it in a database and

·2· ·then caught Miller and said, Let's run his information

·3· ·through our database, which we've collected, and see if

·4· ·we come up with anything.· And what do we learn about

·5· ·that person?

·6· · · · · · ·And I think if the Supreme Court was faced

·7· ·with that decision, it would clearly state, in my

·8· ·opinion, that it's distinguishable.· And if you take

·9· ·Smith versus Maryland, it's the same deal.· It was a

10· ·13-day wire tap or pen register on the phone.· It was a

11· ·limited period of time.· Mr. Smith was already under

12· ·suspicion.

13· · · · · · ·If that were applied in this case, what the

14· ·government would have done is never needed the pen

15· ·register.· It would have simply collected all the data,

16· ·put it in his database, picked up Mr. Smith and then run

17· ·his information through the database to see if it was

18· ·relevant.· I think those facts distinguish Smith versus

19· ·Maryland and the Miller case from our current situation.

20· · · · · · ·What we have here is we have the government

21· ·saying, We believe we have the authority under statute

22· ·and the Fourth Amendment to go out and gather

23· ·information from nearly every single American without

24· ·them ever knowing about it.· We would not be standing

25· ·here today unless somebody broke the law, in my opinion.
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·1· ·But we are standing here today because we learned that

·2· ·they are gathering this information, storing it for five

·3· ·years and if something comes up where they think this

·4· ·person may be connected to someone or not even think

·5· ·that, have a suspect and run that number, and then

·6· ·somehow maybe misdialed the plaintiff's number.· All of

·7· ·a sudden her number shows up on that list and then all

·8· ·the numbers she dialed show up on that list.

·9· · · · · · ·It's analogous to doing a drug investigation

10· ·and going out and saying, I'm going go search this house

11· ·for drugs and then finding that guy's cell phone there,

12· ·finding all the numbers and then searching everybody

13· ·else's house to see if they have paraphernalia as well.

14· · · · · · ·The scope with which we have an investigation

15· ·here pre any reasonable suspicion of criminal activity

16· ·is the problem with the Fourth Amendment.· If we live in

17· ·an age today where the government can collect data and

18· ·just sit on it and then wait to run searches, I think

19· ·that's a violation of the Fourth Amendment.

20· · · · · · ·And then if you consider where we're headed in

21· ·this case, and I hate to talk about a slippery slope,

22· ·but the argument under Smith is it's data that you

23· ·provide to a third party, so therefore you have no

24· ·reasonable expectation of privacy.

25· · · · · · ·Well, any data that I provide to a third party
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·1· ·then would be outside the scope of the Fourth Amendment.

·2· ·For example, I run with a Nike GPS app.· It provides

·3· ·location data to Nike.· What stops the government from

·4· ·asking Nike, in secret, for my location data.· And once

·5· ·we start down this road of gathering data ahead of time

·6· ·just because we may need it, we're certainly going into

·7· ·the realm of a Fourth Amendment violation.· And I don't

·8· ·think it's something that the founders of our country or

·9· ·the Constitution supports.

10· · · · · · ·Now, we have to balance that, obviously.· I'm

11· ·not ignorant to the balancing that we must do for

12· ·national security.· And I think the president stated it

13· ·well in his speech in January of this year where he said

14· ·a possible solution would be to have the third parties

15· ·maintain the data, then we get a suspicion.· The

16· ·government has a suspicion about an individual and they

17· ·go to the phone company and they say this is the number

18· ·of a known or a suspected terrorist, give us the hops.

19· ·I don't believe that violates the Fourth Amendment.

20· · · · · · ·Because we're not gathering all the data

21· ·before we have some sort of suspicion.· But in this case

22· ·what distinguishes it from all the jurisprudence that

23· ·came before it is that we're gathering data, the

24· ·government is gathering data before it has any suspicion

25· ·of the people it's gathering data on.
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·1· · · · · · ·And we all know as President Obama said in his

·2· ·speech and I cited in my brief, it's not enough just to

·3· ·say trust us.· Trust us with the data that we collect.

·4· ·I believe the Fourth Amendment provides individuals

·5· ·within this country that are just going about their

·6· ·lives a reasonable expectation that everything they do

·7· ·will not be collected by the government and in this case

·8· ·I only know about phone numbers dialed, phone numbers

·9· ·received, length of call and trump data.· I believe that

10· ·is even more data than what the government should be

11· ·entitled to.

12· · · · · · ·Under Smith versus Maryland, the Miller case

13· ·and all subsequent cases.· Because in those cases they

14· ·are clearly distinguishable.· You do not have this going

15· ·out to a third party and asking them for data related to

16· ·a suspect.· This is gather everything and then we'll

17· ·find out what we need at some later date.· And I believe

18· ·that distinguishes -- I don't think the U.S. Supreme

19· ·Court has ever addressed a question of this magnitude

20· ·where the government is out there collecting data on --

21· ·according to the Washington Post and the Wall Street

22· ·Journal -- over 99 percent of Americans.

23· · · · · · ·And you talked a little bit about the standing

24· ·issue, but I would like to point out that the most

25· ·recent submission of the order that was entered by the
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·1· ·FISC mentions -- blacks out all the names of the

·2· ·cellphone provider that challenged the search under the

·3· ·Klayman case.

·4· · · · · · ·But the Washington Post reported on August --

·5· ·April 25th, 2014, that it was filed by Verizon.· And it

·6· ·would be amazing to believe that this program in this

·7· ·comprehensive database which is so necessary to protect

·8· ·us would leave out the largest wireless carrier in the

·9· ·United States.

10· · · · · · ·Now, do I have facts to support that?· Do I

11· ·have a document I can hold up and say, your Honor,

12· ·they're collecting from Verizon?· I do not.· But at this

13· ·stage how do I get it?· I can't.

14· · · · · · ·It either is going to get leaked or it's going

15· ·to be authorized to be declassified.· But I cannot

16· ·believe as the judge in the Klayman case mentioned that

17· ·we have all this argument about how comprehensive the

18· ·database is and how it provides so much security and

19· ·then at the same time say, oh, by the way, we missed all

20· ·of these calls.

21· · · · · · ·So on the standing issue, your Honor, I kind

22· ·of diverged back into it, but I just wanted to point

23· ·that out that I believe now as we are learning more

24· ·information through press and otherwise that every cell

25· ·phone provider in the United States, every call made on

ER 33

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 29 of 132(110 of 213)



Page 23
·1· ·every network, is at least caught somehow.· Whether it

·2· ·be directly from their service or if they have to jump

·3· ·from tower to tower.· Because I think there's

·4· ·information in the record about if you make a call and

·5· ·you jump onto an AT&T tower, it makes no difference.· It

·6· ·still gets picked up.· Or you jump onto a Verizon tower

·7· ·or Sprint tower.

·8· · · · · · ·And if you look at the more recent news

·9· ·reports, and I think they came out yesterday, about the

10· ·Sprint challenging the actions of the government back in

11· ·2009 and 2010.· They didn't actually go to court from

12· ·what I understand, but the justification for the program

13· ·was released and after that, as late as 2013, the FISC

14· ·was saying nobody ever challenged this conduct, which I

15· ·believe is a little bit of a technicality in the sense

16· ·that it may not have been challenged in court, but

17· ·certainly these providers are looking into it.

18· · · · · · ·But, your Honor, back to the Smith versus

19· ·Maryland distinctions.· If the government is allowed to

20· ·gather all of this data and I think there's substantial

21· ·evidence in the record supporting that the picture that

22· ·can be painted of an individual as a result of all that

23· ·information is quite detailed.· Especially when you look

24· ·at five years of data.

25· · · · · · ·I think the act of simply collecting it ahead

ER 34

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 30 of 132(111 of 213)



Page 24
·1· ·of time from third parties and then saying this is just

·2· ·like Smith versus Maryland, doesn't carry any weight.

·3· · · · · · ·And unless the Court has any other questions

·4· ·for me --

·5· · · · · · ·THE COURT:· No.

·6· · · · · · ·MR. SMITH:· -- I would say the Court should

·7· ·grant the motion for preliminary injunction and deny the

·8· ·motion to dismiss.

·9· · · · · · ·THE COURT:· All right.· Thank you very much.

10· · · · · · ·Ms. Berman.

11· · · · · · ·MS. BERMAN:· Good morning, your Honor.

12· · · · · · ·Let me address the matters that the Court

13· ·raised and that Mr. Smith raised.

14· · · · · · ·First of all, this case is absolutely

15· ·foreclosed by the Supreme Court precedent of Smith

16· ·versus Maryland.· Your Honor is absolutely right that

17· ·that holding there that there is no reasonable

18· ·expectation of privacy in the phone numbers dialed even

19· ·if you believe that the phone company is going to keep

20· ·that information confidential, that holding is squarely

21· ·applicable here.

22· · · · · · ·THE COURT:· Let me ask how -- I'm trying to

23· ·think how Jones affects this and this really is a play

24· ·off from Mr. Smith's argument here that it's the

25· ·magnitude of the process.· The magnitude of the
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·1· ·collection of the data that is problematic.· The Jones

·2· ·case, even though as you point out in your brief, you

·3· ·know, it was an odd mix of justices, with as I recall

·4· ·Justice Scalia writing an opinion for I think four

·5· ·judges -- four justices himself, Thomas -- I'm drawing

·6· ·a -- the Chief Justice Roberts and Justice Kennedy, if

·7· ·I'm adding it up correct, Justice Sotomayor wrote a

·8· ·concurring opinion and then there was a concurring in

·9· ·judgment opinion by Justice Alito joined by Breyer,

10· ·Kagan and Sotomayor if I've got that right.

11· · · · · · ·It seemed quite clear to me that the four

12· ·justices who sign onto Justice Alito's view had some

13· ·real concerns that the use of GPS monitoring for an

14· ·extensive period of time and tracking all activities,

15· ·that that really made a difference and that that

16· ·distinguished it from earlier decisions saying that GPS

17· ·monitoring really did not create -- did not violate an

18· ·expectation of privacy because what a person does, where

19· ·you drive in your car is something you can see, anybody

20· ·can see.

21· · · · · · ·What I'm concerned with is the tenor of Jones

22· ·may suggest that Smith -- that the Supreme Court might

23· ·view Smith quite differently if instead of a focused

24· ·individualized, what's the term, not trap -- well, pen

25· ·register, that a short-term pen register that that might
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·1· ·be viewed very differently if what we have is a

·2· ·collection of every phone call you've made for five

·3· ·years and the ability, albeit not -- and that's where

·4· ·maybe Miller comes into play, but at least the

·5· ·collection of that volume of data may be looked at very

·6· ·differently by at least those four justices and possibly

·7· ·Sotomayor as well because it seemed to me she was on the

·8· ·fence on that issue, was really saying we just don't

·9· ·need to go there because clearly we have the trespass

10· ·and even under pre-Katz law that was enough.· So help me

11· ·out with that.

12· · · · · · ·Do you understand where my concern is?

13· · · · · · ·MS. BERMAN:· Yes.

14· · · · · · ·THE COURT:· I'm not sure I'm being very

15· ·articulate.

16· · · · · · ·MS. BERMAN:· Yes, your Honor.· You're being

17· ·perfectly clear.

18· · · · · · ·What I would say in response is that Justice

19· ·Alito's concurring opinion in Jones is all about

20· ·location and movement and the ability to track

21· ·somebody's movements and locations and the privacy

22· ·implications of that.

23· · · · · · ·We don't have that here at all.· This program

24· ·does not involve monitoring by the government of

25· ·people's movements.· And the -- one of the FISC opinions
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·1· ·that we cited in the record, we provided in the record

·2· ·at Exhibit D, the October 11, 2013, opinion says that at

·3· ·page 5.

·4· · · · · · ·So, first of all, we're not dealing with

·5· ·location, we're not dealing with tracking people's

·6· ·movements, and that's what Justice Alito was primarily

·7· ·concerned about.

·8· · · · · · ·Second of all, Jones was not a third-party

·9· ·doctrine case.· In Jones, the police surreptitiously

10· ·attached the GPS device to Mr. Jones' car and tracked

11· ·his movements through the GPS device for four weeks, I

12· ·believe.

13· · · · · · ·So there was no question in that case that

14· ·Jones had not voluntarily conveyed or exposed or turned

15· ·over that information to the police.· Jones doesn't

16· ·involve the third-party doctrine at all.· It was decided

17· ·on the narrowest possible grounds of the trespassory

18· ·doctrine and the, you know, the Court relied on the

19· ·physical intrusion that the tracker affected, and

20· ·specifically declined to address the question of whether

21· ·the use of the GPS device impinged on a reasonable

22· ·expectation of privacy.

23· · · · · · ·THE COURT:· No, I understand that.

24· · · · · · ·MS. BERMAN:· It had nothing to do with

25· ·third-party doctrine at all.
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·1· · · · · · ·THE COURT:· Completely agree that's what the

·2· ·Court did.· And it was Justice Sotomayor that became the

·3· ·critical decision because the sense was that she, as I

·4· ·think most judges should, we should decide cases on the

·5· ·narrowest ground possible.· And she said we don't need

·6· ·to go there, but four of the justices did go there and

·7· ·said no this is a Katz violation of an expectation of

·8· ·privacy case once you are involved in long term or

·9· ·expanded activity.· And that's why I'm concerned that

10· ·that same four justices plus maybe Sotomayor may say,

11· ·you know, maybe Smith doesn't really apply here because

12· ·this is, again, an expansion of what we were dealing

13· ·with in Smith.

14· · · · · · ·MS. BERMAN:· Right.· So, your Honor, I think

15· ·the other really important point about Jones and

16· ·particularly Justice Sotomayor's concurrence is that the

17· ·concerns are that -- expressed were that by tracking a

18· ·person's location and movements for an extended period

19· ·of time, it reveals a wealth of personal information

20· ·about their life.· Okay.· And that is because of the

21· ·individualized nature of the government activity there.

22· · · · · · ·Where, again, the police attached the GPS to

23· ·his car.· They know whose car it is.· They suspect him

24· ·of some criminal activity and they are tracking him.

25· ·And they associate the GPS information they get back
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·1· ·with him.· They map out what he's been doing for four

·2· ·weeks and they actually use that information to arrest

·3· ·him and prosecute him and send him to jail.

·4· · · · · · ·And the same thing happens in Smith, your

·5· ·Honor.· Okay.· Again, there you have a pen register.· It

·6· ·is used against a known individual and they use that

·7· ·information to arrest, prosecute and send him to jail.

·8· ·Okay.· You don't have that in the telephony metadata

·9· ·program.

10· · · · · · ·Where the -- the information, the telephony

11· ·metadata that comes into the government's hands does not

12· ·contain any identifying information.· It comes as raw

13· ·numbers and, you know, there's no subscriber have

14· ·information this there and, again, that's not just trust

15· ·us.· Those are FISC orders that are rigorously enforced

16· ·by a whole web of audits and reporting, compliance,

17· ·oversight by multiple agencies and branches of

18· ·government.

19· · · · · · ·Okay.· So the information doesn't come in with

20· ·any subscriber identifying information; not name, not

21· ·address, nothing.· And then, again, by virtue of the

22· ·FISC orders, the NSA can only find out that information

23· ·in connection with a phone number that is the result of

24· ·a query.· And, again, your Honor, you nailed it before

25· ·about how the query process works.
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·1· · · · · · ·The government has to have reasonable

·2· ·articulable suspicion that a particular phone number is

·3· ·associated with a foreign terrorist organization that is

·4· ·the subject of an FBI investigation.· If it does, if it

·5· ·makes that showing, and it takes that number and the

·6· ·computer queries the database with that number and

·7· ·returns phone numbers that are connected either one step

·8· ·or two step now from that original seed number.

·9· · · · · · ·And it's only within that population of query

10· ·results that the NSA is permitted to use other

11· ·information it has or open source information to

12· ·determine who a phone number belongs to.

13· · · · · · ·THE COURT:· Okay.· Now, let me ask.· What if

14· ·Ms. Smith in this case had tangible evidence that she

15· ·was within that second hop of a seed and therefore her

16· ·phone records had, in fact, been subjected to this

17· ·heightened or increased scrutiny.

18· · · · · · ·How would that change the case?

19· · · · · · ·MS. BERMAN:· Your Honor, I think it actually

20· ·wouldn't change the case.· Because in Smith itself --

21· ·Smith itself recognized in the dissents that phone

22· ·numbers -- that a phone number that you dial can have

23· ·all sorts of personal information in it and can tell you

24· ·something about a person's life, and the Supreme Court

25· ·still held -- that was in the dissent in black and
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·1· ·white, the Supreme Court still held that there was no

·2· ·reasonable expectation of privacy in collecting metadata

·3· ·because it's voluntarily conveyed to the phone company.

·4· ·And you assume the risk when you convey it that the

·5· ·phone company is then going to turn it over to the

·6· ·government.

·7· · · · · · ·And, your Honor, this is -- Mr. Smith

·8· ·mentioned Miller.· This is not just the Smith versus

·9· ·Maryland case.· That's obviously our best case because

10· ·it's directly on point, it's the same exact kind of

11· ·information.· But Miller, all these cases before it,

12· ·dealt with much -- records of a much more personal

13· ·nature than just telephone numbers dialed.

14· · · · · · ·Miller was four months of customer bank

15· ·records, copies of checks, deposit slips, financial

16· ·statements, monthly statements, very personal

17· ·information.· Another case that the Smith court cites

18· ·the Couch (phonetic) case, was tax records from an

19· ·accountant.· You know, a person who went to an

20· ·accountant for the accountant to do his taxes and all

21· ·this personal financial information the accountant is

22· ·required to turn over, not because it doesn't reveal

23· ·something about the person's life but because the person

24· ·went to the accountant knowing that, you know, he was

25· ·turning over that information to the accountant.
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·1· · · · · · ·So there's -- there's a long line of cases

·2· ·here in this third-party doctrine that are -- that

·3· ·are -- involve more personal information and that are

·4· ·just rock solid ever since, you know -- there's

·5· ·nothing -- there's nothing but -- no one's overruled

·6· ·them, they're very good law.

·7· · · · · · ·Your Honor, if I could turn to what Mr. Smith

·8· ·really was focused most on I would say, which was his

·9· ·contention that in Smith versus Maryland, Mr. Smith was

10· ·suspected of a crime whereas here the metadata is

11· ·collected without individualized suspicion of a crime.

12· · · · · · ·First of all, all the cases do not analyze

13· ·that at all.· It's -- the question is does anybody,

14· ·whether you're suspected of a crime or not, have a

15· ·reasonable expectation of privacy in the information?

16· ·And the individualized suspicion factor goes more to the

17· ·reasonableness of the search once you find that there's

18· ·been a search even the claimant opinion looks at it in

19· ·that framework.

20· · · · · · ·And I would also really like to point out that

21· ·two of the cases that we cited in our brief on page 21

22· ·the Dionisio case, I'm not sure if I'm pronouncing that

23· ·correctly, and the In Re: Grand Jury case.· We cited

24· ·both of these cases in the argument about why the bulk

25· ·collection of the metadata doesn't -- is irrelevant to
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·1· ·whether or not Smith applies.

·2· · · · · · ·But in both of those cases, you had people who

·3· ·were -- who had conveyed information to third parties

·4· ·who weren't suspected of any crime whatsoever and they

·5· ·challenged subpoenas for that information that they had

·6· ·turned over to the third party.

·7· · · · · · ·And the courts in these cases in the Dionisio

·8· ·case, it's the Supreme Court, and the In Re: Grand Jury

·9· ·case it's the Eighth Circuit.· Both of those courts held

10· ·there was no reasonable expectation of privacy under the

11· ·third-party doctrine.

12· · · · · · ·So it's not -- it's just simply not true as

13· ·Mr. Smith said that this is the only -- that this really

14· ·distinguishes this case from all these other cases.· In

15· ·the Dionisio case, it was a grand jury subpoenaed voice

16· ·exemplars from 20 people in order to compare against a

17· ·voice recording that the grand jury had in its

18· ·possession.

19· · · · · · ·And one of those 20 people who -- totally

20· ·law-abiding person who had done nothing but go around

21· ·and talk in public challenged that grand jury subpoena.

22· ·Again, the Court said you expose your voice every day to

23· ·the public, it's not protected.· There's no reasonable

24· ·expectation of privacy under the third-party doctrine.

25· · · · · · ·In the In Re: Grand Jury case that we cite,
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·1· ·the Eighth Circuit case, that was a subpoena to Western

·2· ·Union for a whole batch of its wire transactions and

·3· ·Western Union in that case challenged the subpoena on

·4· ·behalf of its customers.· And they said, look, you're

·5· ·going to get information from all these innocent people.

·6· ·They've done nothing but use our services.

·7· · · · · · ·And, again, the Court said, well, they are

·8· ·voluntarily conveying that information to you, the

·9· ·information about what, you know, how much money they

10· ·need and where they're sending it to and when.· They're

11· ·conveying that to Western Union and so Western Union has

12· ·to convey it to the government.

13· · · · · · ·So I think those are two cases that really go

14· ·to Mr. Smith's argument on that point.

15· · · · · · ·Your Honor, I would just like to next address

16· ·the argument about the telephony metadata, the fact that

17· ·this is the same exact kind of information at issue in

18· ·Smith.· The other data that's collected here, the dates

19· ·and times and durations of the call that were not, you

20· ·know, at issue with the pen register, that again is also

21· ·voluntarily turned over to the phone company or

22· ·generated by the company itself.

23· · · · · · ·So if it's squarely within the rationale of

24· ·Smith even though it's a slight divergence from the

25· ·facts, it's -- the rationale applies squarely to those
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·1· ·other types of metadata.· And, in fact, FISC recently

·2· ·found in the opinion that we submitted to you

·3· ·beginning -- I believe at the beginning of last week,

·4· ·the March 20th opinion, found that the pen register data

·5· ·at issue in Smith was, quote, undistinguishable from the

·6· ·metadata involved here.

·7· · · · · · ·Again, the United States versus Reed case that

·8· ·we cite in the brief is the Ninth Circuit talking

·9· ·about -- saying that because data about call

10· ·origination, length and time of call is, quote, nothing

11· ·more than pen register and trap and trace data, there is

12· ·no Fourth Amendment expectation of privacy citing to

13· ·Smith.· That's the Ninth Circuit.

14· · · · · · ·And in the Moalin case that we also cite in

15· ·the brief, the Court holds there that there's no

16· ·reasonable expectation of privacy in the receipt of call

17· ·data from a third party.· And, the Smith reasoning

18· ·applies to devices that catch your outgoing call

19· ·information.

20· · · · · · ·Your Honor, next I'd like to address the

21· ·argument that times have changed.· That time and

22· ·technology are different now.· We have cell phones.

23· ·Everybody walks around with a telephone in their pocket

24· ·and they use it for all sorts of things that couldn't

25· ·have been imagined in 1979.
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·1· · · · · · ·Well, your Honor, the phones back then were

·2· ·surely as personal for all sorts of -- were used for all

·3· ·sorts of personal purposes.· I think I alluded to this

·4· ·before that this Justice Stewart's dissent in Smith

·5· ·recognized that lists of phone numbers dialed, quote,

·6· ·easily could reveal the identities of the persons and

·7· ·the places called and thus reveal the most intimate

·8· ·details of a person's life.

·9· · · · · · ·So telephones were used for this same purpose

10· ·back then as they are now.

11· · · · · · ·THE COURT:· But you would agree that if the

12· ·metadata being collected included what images -- what

13· ·photographs I took, what images I brought up using

14· ·Google, what searches I conducted, what websites I

15· ·visited, somehow that -- wouldn't that change or at

16· ·least cause us to start scratching our head to try to

17· ·figure out how Smith might apply if the data being

18· ·collected is that much more substantial?

19· · · · · · ·MS. BERMAN:· Your Honor, it might.· It is not

20· ·at issue here.

21· · · · · · ·THE COURT:· I understand that -- you can make

22· ·the very same argument, I voluntarily exposed that

23· ·information to the rest of the world.· To (inaudible) in

24· ·the case of my personal, as it is Surface Pro or

25· ·whatever it is I'm using, not only Verizon which happens
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·1· ·to be my carrier, but my employer, anybody who has

·2· ·access to this, I'm exposing myself to the world and my

·3· ·conduct to the world when I do this or the same argument

·4· ·can be made.

·5· · · · · · ·But doesn't the change of the way we interact

·6· ·with the world and the fact that instead of reading --

·7· ·you know, I dropped by subscription to my local

·8· ·newspaper years ago and I read it online.· Well, does

·9· ·the fact that I now use a media which allows somebody to

10· ·look at what I'm reading and know what it is I read

11· ·change the dynamics so that I don't have an expectation

12· ·of privacy about what I read but when I was reading just

13· ·books that I ordered and had in my personal library, I

14· ·did have an expectation of privacy.· Don't we have to --

15· · · · · · ·MS. BERMAN:· Your Honor, I think that one

16· ·thing that is important about Smith is that the Court in

17· ·deciding that there is no reasonable expectation of

18· ·privacy and information turned over to the phone

19· ·company, the Court said part of that analysis is that

20· ·people understand -- everybody in that day and age in

21· ·1979 understood that the phone company had the

22· ·facilities to record that information and did, in fact,

23· ·record it in those cases.

24· · · · · · ·You know, in the bill -- you got a bill that

25· ·itemized the calls that you made and everybody also it
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·1· ·was common knowledge that it was used for fraud

·2· ·detection purposes.· So I think you would all -- in the

·3· ·various hypotheticals that you're talking about I think

·4· ·you would have to know the particulars of that and the

·5· ·extent to which that information is being recorded and

·6· ·the extent to which people understand that.· And, again,

·7· ·those are the hard cases and we -- we don't have that

·8· ·here.

·9· · · · · · ·THE COURT:· We don't have it.· I am just

10· ·speculating here.· But I fear that we'll reach a point

11· ·that so much of our interaction with the world is

12· ·electronic and therefore because it is electronic it's

13· ·subject to review by whoever our carrier is, whoever

14· ·other individuals that we soon will have no expectation

15· ·of privacy unless we live under a cone of silence on a

16· ·desert island, and at some point we have to maybe

17· ·redefine what we need by an expectation of privacy.

18· · · · · · ·I'm not going to be the one to do that, I

19· ·might add.· That's up to the Supreme Court.· I'm not

20· ·that gutsy.· But I do feel that the Supreme Court or

21· ·someone is going to have to really take a hard look at

22· ·what -- whether or not revealing this kind of

23· ·information to third parties doesn't change the fact

24· ·that we still have an expectation of privacy.· But case

25· ·law is what it is and I'm not going to be the one to
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·1· ·upset that.

·2· · · · · · ·MS. BERMAN:· Right.· Exactly.· That's for the

·3· ·Supreme Court to do.

·4· · · · · · ·And I would also just point out that it's

·5· ·interesting in the Smith dissents -- in both dissents,

·6· ·in Justice Marshall's dissent and Justice Brennan's

·7· ·dissent they make this point, too, back in 1979

·8· ·telephones weren't necessary to conduct the affairs of

·9· ·modern life.

10· · · · · · ·Justice Marshall said phones have become a

11· ·personal and professional necessity.· And Justice

12· ·Brennan said the necessity having a bank account -- it

13· ·talked about the necessity of having a bank account to

14· ·participate in modern economic life.· So they made these

15· ·points back then and, you know, I think those cases do

16· ·demonstrate, Smith was using the phone to harass

17· ·somebody.· And, you know, Miller it was all sorts of

18· ·personal records that, you know, someone had a bank

19· ·account and needed a bank account back then just like

20· ·you do now.

21· · · · · · ·THE COURT:· It becomes more pervasive and it

22· ·becomes more impossible for someone to drop out, so to

23· ·speak, you know, to do a Ted Kaczynski and move into

24· ·your cabin in the Montana forest.· If that's the only

25· ·option we have, then I think maybe we have to reevaluate
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·1· ·where we are.· But that's -- that really does not affect

·2· ·this case.· It's clearly relevant, but it doesn't change

·3· ·what we're dealing with here today.

·4· · · · · · ·Go ahead.

·5· · · · · · ·MS. BERMAN:· Okay.· Just to hit on another

·6· ·point that the argument that the program collects

·7· ·metadata related to a large number of other people's

·8· ·calls isn't relevant.· I discussed this a little bit in

·9· ·talking about the Dionisio and In Re: Grand Jury cases,

10· ·but the FISC just recently stated in its March 20th

11· ·opinion that this argument is misplaced under settled

12· ·Supreme Court precedent and they're talking about the

13· ·(inaudible) line of cases which holds that Fourth

14· ·Amendment rights are personal in nature and can't bestow

15· ·vicarious protection on those that do not have a

16· ·reasonable expectation of privacy in the place to be

17· ·searched.· And, again, we cite these cases in our brief

18· ·where there was a large volume requested and the courts

19· ·held that that was irrelevant.

20· · · · · · ·And also the Moalin case that I mentioned,

21· ·actually applied this principle to the telephony

22· ·metadata program when it said that the defendant

23· ·couldn't complain about the government's use of metadata

24· ·about calls between third parties under this principle

25· ·that Fourth Amendment rights are personal.
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·1· · · · · · ·Your Honor, if I could, I would like to

·2· ·address the questioning about the computer search and it

·3· ·being in the 20th century analogue to the Van Leuven

·4· ·cases.· I think that's absolutely right and it is

·5· ·another factor here.

·6· · · · · · ·I mean, we absolutely think that Smith is --

·7· ·forecloses the claim that there was a search at all, but

·8· ·there also wasn't a search because the government

·9· ·never -- they, you know, Ms. Smith can't show that her

10· ·metadata or metadata related to her calls was ever

11· ·looked at or analyzed by the NSA.

12· · · · · · ·And while it is in that database, there is

13· ·no -- nobody analyzing it unless it's within two hops of

14· ·the suspected terrorist selector and there's no evidence

15· ·whatsoever that any of her calls would fit that

16· ·description.

17· · · · · · ·THE COURT:· But, of course, how would they

18· ·know?· You know, I -- I mean, unless you're --

19· · · · · · ·MS. BERMAN:· Well, she's not alleging it.

20· · · · · · ·THE COURT:· -- Alicia Florrick on The Good

21· ·Wife and it happens that the Governor -- I mean, there

22· ·was an episode dealing with this very issue of that TV

23· ·show some time in the last year or so.· And unless you

24· ·happen to be in the circumstance where somehow it

25· ·fortuitously falls in your lap, you would never know
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·1· ·that you were within two hops of a -- or three hops, up

·2· ·until a year ago, of a seed.

·3· · · · · · ·So I -- that's one of the challenges.· And I

·4· ·understand that's maybe the way life works, but that is

·5· ·of concern that if a person has, in fact, their rights

·6· ·have been violated and I suppose you might argue if

·7· ·they -- no harm, no foul; if they don't know it, then

·8· ·presumably there's no injury.· But I don't think we want

·9· ·to require concrete injury before the Fourth Amendment

10· ·kicks in.

11· · · · · · ·MS. BERMAN:· Your Honor, this Shay (phonetic)

12· ·declaration, the NSA declaration that we submitted, does

13· ·say that only a tiny fraction of the metadata in the

14· ·database is ever reviewed by an analyst.· So it's --

15· ·it's a very small amount and she hasn't made any

16· ·allegations to suggest that she's in one of them.

17· · · · · · ·THE COURT:· Okay.

18· · · · · · ·MS. BERMAN:· And then, you know, also on this

19· ·point, you know, your Honor was absolutely correct in

20· ·your understanding of how the -- of the query process

21· ·and that it's done by a computer.· It's all done

22· ·electronically.· And that no human ever sees the

23· ·metadata associated with anyone's calls unless the

24· ·number falls within two hops now of the selector.

25· · · · · · ·And so it's unlike the library example where a
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·1· ·human being is going into the library, reading each and

·2· ·all of those books to find the reference to the -- I

·3· ·forget what Judge Leon used, but --

·4· · · · · · ·UNIDENTIFIED MALE:· Battle Cry of Freedom.

·5· · · · · · ·MS. BERMAN:· Battle Cry of Freedom, thank you.

·6· ·So it's not like that situation at all.· And last, your

·7· ·Honor, I just would like to mention on the Fourth

·8· ·Amendment issue that even if your Honor were to find

·9· ·that there has -- was a search, you would then have to

10· ·address reasonableness.

11· · · · · · ·And Mr. Smith failed entirely in both of his

12· ·briefs to address this issue even though we briefed it.

13· ·And we -- our position is that the metadata program --

14· ·telephony metadata program fits squarely within the

15· ·special needs doctrine where individualized suspicion is

16· ·not required.· There is the overall purpose of this

17· ·program, it clearly is above and beyond normal law

18· ·enforcement, normal criminal law enforcement purposes.

19· ·It is to prevent and detect -- I'm sorry, to detect and

20· ·prevent terrorist attacks and there's a minimal privacy

21· ·intrusion balanced against the great government interest

22· ·in identifying a known terrorist operatives.

23· · · · · · ·And so we believe that under the

24· ·reasonableness analysis the claims should be dismissed

25· ·as well.
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·1· · · · · · ·THE COURT:· All right.

·2· · · · · · ·MS. BERMAN:· Thank you, your Honor.

·3· · · · · · ·THE COURT:· All right.

·4· · · · · · ·Mr. Smith?

·5· · · · · · ·MR. SMITH:· Thank you, your Honor.· I will be

·6· ·brief.

·7· · · · · · ·First, I will go back to the point, if you

·8· ·look at all the cases that were cited, you don't have

·9· ·anything close to what is going on in this day and age

10· ·with the NSA and the collection of the metadata.

11· · · · · · ·This metadata is being collected prior to any

12· ·investigation, prior to any suspicion and simply being

13· ·housed by the government and then they can query it at

14· ·any point in time.

15· · · · · · ·And I would point out that the government

16· ·stresses over and over again how many policies and

17· ·procedures and oversight that must go in to protect the

18· ·data from a search or a query.· That is all well and

19· ·good, but the act of actually collecting the data about

20· ·citizens who aren't under any suspicion of a crime

21· ·whatsoever is where the violation occurs, and how Smith

22· ·and Miller and all the previous cases can easily be

23· ·distinguished.

24· · · · · · ·We are living in a new age where every single

25· ·day I think it's listed as 50 terabytes of data is
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·1· ·dropped into a database and kept for five years subject

·2· ·to a query at any point in time if there's reasonable

·3· ·articulable suspicion about the seed number.

·4· · · · · · ·So we have reasonable articulable suspicion to

·5· ·run the seed number, but what happens in the first hop?

·6· ·What if it's a Dominos this suspected person called and

·7· ·the plaintiff happened to call that Dominos as well?· Do

·8· ·we need reasonable articulable suspicion then to see

·9· ·what numbers she called?

10· · · · · · ·It simply opens up the universe of numbers

11· ·that can be searched at any given time and the real

12· ·issue with the case from a Fourth Amendment standpoint

13· ·is that this data is being housed by the government.

14· ·And as President Obama said, you can't just say trust us

15· ·to follow our procedures and policies with all of this

16· ·information, which I may point out that Mr. -- Professor

17· ·Feltman, and his affidavit's in the record, says that

18· ·you can paint a great detailed picture about an

19· ·individual citizen based on this data.

20· · · · · · ·Getting back to the search question --

21· · · · · · ·THE COURT:· Well, you can, but getting -- I

22· ·guess I'll go back to where we started when I said that

23· ·it seems to me the Smith decision, the Smith v.

24· ·Maryland, we have to determine why that does not apply

25· ·here.
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·1· · · · · · ·The Court there said there is no expectation

·2· ·of privacy in the telephone numbers you called.· So even

·3· ·if you are within the two hop or two -- yeah, two hops

·4· ·or the three hops of a seed or suspected terrorist, and,

·5· ·in fact, more than just storing the data there is in

·6· ·fact a scan or query run on that information.· Doesn't

·7· ·Smith still say that there's no expectation of privacy?

·8· · · · · · ·And that's -- and even though it may disclose

·9· ·some pretty significant information, you know, what

10· ·church you attend, what food you eat, et cetera, what

11· ·interests you have, what friends you have.· Clearly --

12· ·but that was addressed, I think, by the dissent in Smith

13· ·and was rejected by the majority of the courts.· So

14· ·don't we still just run head long into that brick wall?

15· · · · · · ·MR. SMITH:· I think, your Honor, you have to

16· ·consider Smith under the facts under which it was

17· ·decided.

18· · · · · · ·THE COURT:· Okay.

19· · · · · · ·MR. SMITH:· Which was a criminal defendant

20· ·being looked into for criminal activity.

21· · · · · · ·THE COURT:· But the Fourth Amendment rights

22· ·are not limited to just criminals.· So doesn't the same

23· ·analysis apply whether the focus is on an individual or

24· ·someone for which there's no -- I mean, Smith did not

25· ·turn on that there was some reasonable articulable
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·1· ·suspicion or a terry type suspicion that somehow then

·2· ·authorizes.· They just said, no, you don't have any

·3· ·expectation of privacy in this.

·4· · · · · · ·And doesn't that analysis apply whether you're

·5· ·a criminal or not a criminal?

·6· · · · · · ·MR. SMITH:· Your Honor, if you look at the

·7· ·Smith cases, I'll go back to the distinguishing fact,

·8· ·which I believe is distinguishing all those cases.· Is

·9· ·that we have a collection of data, then a running of the

10· ·search.

11· · · · · · ·THE COURT:· Okay.

12· · · · · · ·MR. SMITH:· In Smith and all the other cases,

13· ·the Supreme Court did not face the situation where the

14· ·government had, for example, in Miller, everybody's bank

15· ·records in a database that they can search when they had

16· ·some reasonable articulable suspicion about that

17· ·everyone.· That distinguishes all those prior cases.

18· · · · · · ·And I think if you look at the Jones case, you

19· ·can see the Supreme Court's hesitance to open -- or not

20· ·hesitance, excuse me, but willingness to possibly

21· ·reconsider the reasonable expectation of privacy when a

22· ·third party is involved.· You overlay that with the fact

23· ·that we all know this data is being collected about the

24· ·citizens outside of any investigation whatsoever; it's

25· ·simply done to have the data to make it more convenient
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·1· ·for the government to search it.

·2· · · · · · ·The reasonableness argument.· I believe that

·3· ·the President's commission on the metadata program

·4· ·provided clear evidence that this can be accomplished

·5· ·other ways.· In other words, the phone companies can

·6· ·retain the data just like Smith versus Maryland.· If the

·7· ·government has a suspicion, they can go to that phone

·8· ·company, ask for the data, and then investigate it.

·9· ·That would fall squarely within Smith versus Maryland.

10· · · · · · ·But I distinguish Smith versus Maryland and

11· ·all those other cases by the dragnet search and

12· ·collection of data about every single American.· And,

13· ·frankly, your Honor, that is beyond what the founders of

14· ·this country intended and the Fourth Amendment when the

15· ·government has access and saved data about individual

16· ·citizens for a five-year term and can query it, without

17· ·that person ever knowing, based on a reasonable

18· ·articulable suspicion.

19· · · · · · ·And, in fact, we never would even have known

20· ·this program existed unless Mr. Snowden had released

21· ·those documents in an unlawful manner.· But that brings

22· ·us to where we are today, your Honor, and I think Smith

23· ·versus Maryland is clearly distinguishable on its face

24· ·based on the facts and the Court should grant the motion

25· ·for the preliminary injunction and deny the motion to
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·1· ·dismiss.

·2· · · · · · ·THE COURT:· All right.· Thank you.

·3· · · · · · ·Counsel, I appreciate the argument and the

·4· ·quality, both of the argument and the briefing, it

·5· ·really was first class.· I'm obviously going to take the

·6· ·matter under advisement, issue a written decision.

·7· · · · · · ·I was thinking last night as I was reviewing

·8· ·the briefs, I -- this is one of the reasons why I think

·9· ·I have the best job in the world.· I get a chance to see

10· ·really good attorneys arguing about really difficult

11· ·issues.· Sometimes they give me a headache, but that's

12· ·probably bit of an occupational hazard.

13· · · · · · ·We will issue, though, a written decision.

14· ·We've already started drafting.· It's important for me

15· ·to -- to at least try thinking about the issues in terms

16· ·of a decision and, you know, I must say, I mean, I have

17· ·some real sympathy and concerns about how we deal with

18· ·the Fourth Amendment adopted in 1789 or '91 whenever the

19· ·Bill of Rights was finally adopted.· And most of the --

20· ·our understanding of that was developed over the last 60

21· ·or 70 years.

22· · · · · · ·But I think most of the critical issues that

23· ·we're going to have to apply that doctrine to are going

24· ·to turn upon things that has really happened just in the

25· ·last 10, 15, 20 years and a world which is changing with

ER 60

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 56 of 132(137 of 213)



Page 50
·1· ·just lightening speed.· And I don't know how the Court

·2· ·is going to address that.· I do think Katz needs to be

·3· ·revisited.

·4· · · · · · ·We're going to get back to first principles

·5· ·and decide how we apply this notion of an expectation of

·6· ·privacy in a world where one can argue no one has really

·7· ·any expectation of privacy.· And if we live in a world

·8· ·of that sort, does the Fourth Amendment become

·9· ·irrelevant or do we figure out a way to redefine it in a

10· ·way that will have some meaning in this world that we

11· ·live in.

12· · · · · · ·I don't have an answer for that.· That's way

13· ·beyond my pay grade, but it is something that our

14· ·Supreme Court is going to have to wrestle with and it's

15· ·one of the reasons I said at the outset that I struggle

16· ·with any notion that we can use in a (inaudible)

17· ·philosophy and go back and try to figure out what the

18· ·drafters of the Bill of Rights meant when they sat in

19· ·Congress in 1789, what the states were thinking when

20· ·they ratified it.· I just don't think that's a very

21· ·profitable exercise.

22· · · · · · ·I think we have to look the kind of the

23· ·fundamental underlying values that they were trying to

24· ·embrace and figure out how those values play out in the

25· ·21st century.· Not an easy task.
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·1· · · · · · ·In any event, we will take the matter under

·2· ·advisement, issue a written decision in due course.  I

·3· ·do, again, appreciate the quality of the argument and

·4· ·the briefing.· We'll be in recess.

·5· · · · · · ·THE CLERK:· All rise.

·6· · · · · · ·(End of audio file.)

·7· · · · · · · · · · · · · ·--oOo--

·8· · · · I, Valerie Nunemacher, certify that the foregoing

·9· ·pages are a true and correct transcription of the

10· ·audiotaped proceedings to the best of my ability, except

11· ·where noted "unintelligible" or "inaudible."

12

13

14· · · · · · · · · · · ·__________________________________

15· · · · · · · · · · · ·Valerie Nunemacher, CSR, CCR, RPR

16

17

18

19

20

21

22

23

24

25

ER 62

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 58 of 132(139 of 213)



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

EXHIBIT B 

Case 2:13-cv-00257-BLW   Document 15-3   Filed 01/24/14   Page 1 of 16

ER 63

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 59 of 132(140 of 213)



Case 2:13-cv-00257-BLW   Document 15-3   Filed 01/24/14   Page 2 of 16

ER 64

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 60 of 132(141 of 213)



Case 2:13-cv-00257-BLW   Document 15-3   Filed 01/24/14   Page 3 of 16

ER 65

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 61 of 132(142 of 213)



Case 2:13-cv-00257-BLW   Document 15-3   Filed 01/24/14   Page 4 of 16

ER 66

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 62 of 132(143 of 213)



Case 2:13-cv-00257-BLW   Document 15-3   Filed 01/24/14   Page 5 of 16

ER 67

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 63 of 132(144 of 213)



Case 2:13-cv-00257-BLW   Document 15-3   Filed 01/24/14   Page 6 of 16

ER 68

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 64 of 132(145 of 213)



Case 2:13-cv-00257-BLW   Document 15-3   Filed 01/24/14   Page 7 of 16

ER 69

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 65 of 132(146 of 213)



Case 2:13-cv-00257-BLW   Document 15-3   Filed 01/24/14   Page 8 of 16

ER 70

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 66 of 132(147 of 213)



Case 2:13-cv-00257-BLW   Document 15-3   Filed 01/24/14   Page 9 of 16

ER 71

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 67 of 132(148 of 213)



Case 2:13-cv-00257-BLW   Document 15-3   Filed 01/24/14   Page 10 of 16

ER 72

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 68 of 132(149 of 213)



Case 2:13-cv-00257-BLW   Document 15-3   Filed 01/24/14   Page 11 of 16

ER 73

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 69 of 132(150 of 213)



Case 2:13-cv-00257-BLW   Document 15-3   Filed 01/24/14   Page 12 of 16

ER 74

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 70 of 132(151 of 213)



Case 2:13-cv-00257-BLW   Document 15-3   Filed 01/24/14   Page 13 of 16

ER 75

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 71 of 132(152 of 213)



Case 2:13-cv-00257-BLW   Document 15-3   Filed 01/24/14   Page 14 of 16

ER 76

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 72 of 132(153 of 213)



Case 2:13-cv-00257-BLW   Document 15-3   Filed 01/24/14   Page 15 of 16

ER 77

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 73 of 132(154 of 213)



Case 2:13-cv-00257-BLW   Document 15-3   Filed 01/24/14   Page 16 of 16

ER 78

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 74 of 132(155 of 213)



Case 2:13-cv-00257-BLW   Document 8-8   Filed 12/20/13   Page 1 of 36

ER 79

Case: 14-35555     09/02/2014          ID: 9225769     DktEntry: 24-3     Page: 75 of 132(156 of 213)

pjs
Text Box
EXHIBIT 5



UNITED STATES DISTRICT COURT 
SOUTHERN DISTRICT OF NEW YORK 

 
 
AMERICAN CIVIL LIBERTIES UNION; 

AMERICAN CIVIL LIBERTIES UNION 
FOUNDATION; NEW YORK CIVIL 
LIBERTIES UNION; and NEW YORK CIVIL 
LIBERTIES UNION FOUNDATION, 

 
Plaintiffs, 

 
v. 

 
JAMES R. CLAPPER, in his official capacity as 

Director of National Intelligence; KEITH B. 
ALEXANDER, in his official capacity as Director 
of the National Security Agency and Chief of the 
Central Security Service; CHARLES T. HAGEL, 
in his official capacity as Secretary of Defense; 
ERIC H. HOLDER, in his official capacity as 
Attorney General of the United States; and 
ROBERT S. MUELLER III, in his official 
capacity as Director of the Federal Bureau of 
Investigation, 

 
Defendants. 
 

 
 
 

 
 
 
 

DECLARATION OF 
PROFESSOR  

EDWARD W. FELTEN 
 
 

Case No. 13-cv-03994 (WHP) 
 

ECF CASE 

 

DECLARATION OF PROFESSOR EDWARD W. FELTEN 

I, Edward W. Felten, declare under penalty of perjury, pursuant to 28 U.S.C. § 1746, that 

the following is true and correct: 

1. The plaintiffs in this lawsuit have challenged what they term the “mass call-tracking” 

program of the National Security Agency, and they have asked me to explain the sensitive nature 

of metadata, particularly when obtained in the aggregate. Below, I discuss how advances in 

technology and the proliferation of metadata-producing devices, such as phones, have produced 

rich metadata trails. Many details of our lives can be gleaned by examining those trails, which 

often yield information more easily than do the actual content of our communications. 
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Superimposing our metadata trails onto the trails of everyone within our social group and those 

of everyone within our contacts’ social groups, paints a picture that can be startlingly detailed.  

2. I emphasize that I do not in this declaration pass judgment on the use of metadata 

analysis in the abstract. It can be an extraordinarily valuable tool. But because it can also be an 

unexpectedly revealing one—especially when turned to the communications of virtually 

everyone in the country—I write in the hope that courts will appreciate its power and control its 

use appropriately. 

Biography 

3. My name is Edward W. Felten. I am Professor of Computer Science and Public Affairs, 

as well as Director of the Center for Information Technology Policy, at Princeton University. 

4. I received a Bachelor of Science degree in Physics from the California Institute of 

Technology in 1985, a Master’s degree in Computer Science and Engineering from the 

University of Washington in 1991, and a Ph.D. in the same field from the University of 

Washington in 1993. I was appointed as an Assistant Professor of Computer Science at Princeton 

University in 1993, and was promoted to Associate Professor in 1999 and to full Professor in 

2003. In 2006, I received an additional faculty appointment to Princeton’s Woodrow Wilson 

School of Public and International Affairs. 

5. I have served as a consultant or technology advisor in the field of computer science for 

numerous companies, including Bell Communications Research, International Creative 

Technologies, Finjan Software, Sun Microsystems, FullComm and Cigital. I have authored 

numerous books, book chapters, journal articles, symposium articles, and other publications 

relating to computer science. Among my peer-reviewed publications are papers on the inference 
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of personal behavior from large data sets1 and everyday objects,2 as well as work on the 

extraction of supposedly protected information from personal devices.3  

6. I have testified several times before the United States Congress on computer technology 

issues.  

7. In 2011 and 2012, I served as the first Chief Technologist at the U.S. Federal Trade 

Commission (“FTC”). In that capacity, I served as a senior policy advisor to the FTC Chairman, 

participated in numerous civil law enforcement investigations, many of which involved privacy 

issues, and acted as a liaison to the technology community and industry. My privacy-related 

work at the FTC included participating in the creation of the FTC’s major privacy report issued 

in March 2012,4 as well as advising agency leadership and staff on rulemaking, law enforcement, 

negotiation of consent orders, and preparation of testimony. 

8. Among my professional honors are memberships in the National Academy of 

Engineering and the American Academy of Arts and Sciences. I am also a Fellow of the 

Association of Computing Machinery. A copy of my curriculum vitae is attached as Exhibit 1 to 

this declaration. 

1 Joseph A. Calandrino, Ann Kilzer, Arvind Narayanan, Edward W. Felten & Vitaly 
Shmatikov, “You Might Also Like:” Privacy Risks of Collaborative Filtering, Proceedings of 
IEEE Symposium on Security and Privacy (May 2011), http://bit.ly/kUNh4c. 

2 William Clarkson, Tim Weyrich, Adam Finkelstein, Nadia Heninger, J. Alex Halderman & 
Edward W. Felten, Fingerprinting Blank Paper Using Commodity Scanners, Proceedings of 
IEEE Symposium on Security and Privacy (May 2009), http://bit.ly/19AoMej. 

3 J. Alex Halderman, Seth D. Schoen, Nadia Heninger, William Clarkson, William Paul, 
Joseph A. Calandrino, Ariel J. Feldman, Jacob Appelbaum & Edward W. Felten, Lest We 
Remember: Cold Boot Attacks on Encryption Keys, Proceedings of USENIX Security 
Symposium (August 2008), http://bit.ly/13Ux38w. 

4 Federal Trade Commission, Protecting Consumer Privacy in an Era of Rapid Change: 
Recommendations for Businesses and Policymakers (March 2012), http://1.usa.gov/HbhCzA. 
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The Mass Call Tracking Program 

9. On June 5, 2013, The Guardian disclosed an order issued by the Foreign Intelligence 

Surveillance Court (“FISC”) pursuant to Section 215 of the Patriot Act (the “Verizon Order”).5 

This order compelled a Verizon subsidiary, Verizon Business Network Services (“Verizon”), to 

produce to the National Security Agency (“NSA”) on “an ongoing daily basis . . . all call detail 

records or ‘telephony metadata’ created by Verizon for communications (i) between the United 

States and abroad; or (ii) wholly within the United States, including local telephone calls.”6 The 

Director of National Intelligence subsequently acknowledged the authenticity of the Verizon 

Order.7  

10. Following the disclosure of the Verizon Order, government officials indicated that the 

NSA’s acquisition of call detail records is not limited to customers or subscribers of Verizon. In 

particular, the NSA’s collection of this data encompasses telephone calls carried by the country’s 

three largest phone companies: Verizon, AT&T, and Sprint.8 Because these companies provide 

at least one end of the vast majority of telecommunications connectivity in the country, these 

5 Secondary Order, In re Application of the FBI for an Order Requiring the Production of 
Tangible Things from Verizon Bus. Network Servs., Inc. on Behalf of MCI Commc’n Servs., Inc. 
d/b/a Verizon Bus. Servs., No. BR 13-80 at 2 (FISA Ct. Apr. 25, 2013), available at 
http://bit.ly/11FY393. 

6 Id. at 2 (emphasis added).  
7 James R. Clapper, DNI Statement on Recent Unauthorized Disclosures of Classified 

Information, Office of the Director of National Intelligence (June 6, 2013), 
http://1.usa.gov/13jwuFc. 

8 See Siobhan Gorman et al., U.S. Collects Vast Data Trove, Wall St. J., June 7, 2013, 
http://on.wsj.com/11uD0ue (“The arrangement with Verizon, AT&T and Sprint, the country’s 
three largest phone companies means, that every time the majority of Americans makes a call, 
NSA gets a record of the location, the number called, the time of the call and the length of the 
conversation, according to people familiar with the matter. . . . AT&T has 107.3 million wireless 
customers and 31.2 million landline customers. Verizon has 98.9 million wireless customers and 
22.2 million landline customers while Sprint has 55 million customers in total.”). 
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statements suggest that the NSA is maintaining a record of the metadata associated with nearly 

every telephone call originating or terminating in the United States. 

11. Assuming that there are approximately 3 billion calls made every day in the United 

States, and also assuming conservatively that each call record takes approximately 50 bytes to 

store, the mass call tracking program generates approximately 140 gigabytes of data every day, 

or about 50 terabytes of data each year.  

12.  Assuming (again conservatively) that a page of text takes 2 kilobytes of storage, the 

program generates the equivalent of about 70 million pages of information every day, and about 

25 billion pages of information every year.  

13. Members of Congress have disclosed that this mass call tracking program has been in 

place for at least seven years, since 2006.9 

14. On July 19, 2013, the day that the Verizon Order was set to expire, the Director of 

National Intelligence disclosed that the FISC had renewed the NSA’s authority to collect 

telephony metadata in bulk.10 

15. As noted above, the Verizon Order requires the production of “call detail records” or 

“telephony metadata.” According to the order itself, that term encompasses, among other things, 

the originating and terminating telephone number and the time and duration of any call. Call 

detail records also typically include information about the location of the parties to the call. See 

47 C.F.R. § 64.2003 (2012) (defining “call detail information” as “[a]ny information that 

9 See Dan Roberts & Spencer Ackerman, Senator Feinstein: NSA Phone Call Data Collection 
in Place ‘Since 2006,’ Guardian, June 6, 2013, http://bit.ly/13rfxdu; id. (Senator Saxby 
Chambliss: “This has been going on for seven years.”); see also ST-09-0002 Working Draft – 
Office of the Inspector General, National Security Agency & Central Security Service (Mar. 24, 
2009), http://bit.ly/14HDGuL. 

10 Press Release, Foreign Intelligence Surveillance Court Renews Authority to Collect 
Telephony Metadata, Office of the Director of National Intelligence (July 19, 2013), 
http://1.usa.gov/12ThYlT. 
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pertains to the transmission of specific telephone calls, including, for outbound calls, the number 

called, and the time, location, or duration of any call and, for inbound calls, the number from 

which the call was placed and the time, location, or duration of any call”). 

16. Although this latter definition of “call detail information” includes data identifying the 

location where calls are made or received, I will not address mobile phone location information 

in this declaration. While senior intelligence officials have insisted that they have the legal 

authority under Section 215 to collect mobile phone location information, they have stated that 

the NSA is not collecting phone location information “under this program.”11 

17. The information sought from Verizon also includes “session identifying information”—

e.g., originating and terminating telephone number, International Mobile Subscriber Identity 

(IMSI) number, International Mobile station Equipment Identity (IMEI) number, etc. These are 

unique numbers that identify the user or device that is making or receiving a call. Although users 

who want to evade surveillance can make it difficult to connect these numbers to their individual 

identities, for the vast majority of ordinary users these numbers can be connected to the specific 

identity of the user and/or device.  

18. The information sought from Verizon also includes the “trunk identifier” of telephone 

calls. This provides information about how a call was routed through the phone network, which 

naturally reveals information about the location of the parties. For example, even if the 

government never obtains cell site location information about a call,12 trunk identifier 

11 See Siobhan Gorman & Julian E. Barnes, Officials: NSA Doesn’t Collect Cellphone-
Location Records, Wall St. J., June 16, 2013, http://on.wsj.com/13MnSsp; Pema Levy, NSA 
FISA Metadata Surveillance: Is The Government Using Cell Phones To Gather Location Data?, 
Int’l Bus. Times, Aug. 2, 2013, http://bit.ly/18WKXOV. 

12 Cell site location information (“CSLI”) reflects the cell tower and antenna sector a phone is 
connected to when communicating with a wireless carrier’s network. Most carriers log and retain 
CSLI for the start and end of each call made or received by a phone, and some carriers log CSLI 
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information revealing that a domestic call was carried by a cable from Hawaii to the mainland 

United States will reveal that the caller was in the state of Hawaii at the time the call was placed.   

19. In the present case, government officials have stated that the NSA retains telephony 

metadata gathered under the Verizon Order, and others similar to it, for five years.13 Although 

officials have insisted that the orders issued under the telephony metadata program do not 

compel the production of customers’ names, it would be trivial for the government to correlate 

many telephone numbers with subscriber names using publicly available sources. The 

government also has available to it a number of legal tools to compel service providers to 

produce their customer’s information, including their names.14 

Metadata Is Easy to Analyze 

20. Telephony metadata is easy to aggregate and analyze. Telephony metadata is, by its 

nature, structured data. Telephone numbers are standardized, and are expressed in a predictable 

format: In the United States, a three digit area code, followed by a three digit central office 

exchange code, and then a four digit subscriber number. Likewise, the time and date information 

for text messages and data connections as well. Wireless carriers can also obtain CSLI by 
“pinging” a phone whenever it is turned on, even if it is not engaged in an active call. The 
precision of CSLI varies according to several factors, and “[f]or a typical user, over time, some 
of that data will inevitably reveal locational precision approaching that of GPS.” The Electronic 
Communications Privacy Act (ECPA), Part 2: Geolocation Privacy and Surveillance: Hearing 
Before the Subcomm. on Crime, Terrorism, Homeland Sec. & Investigations of the H. Comm. On 
the Judiciary, 113th Cong. (2013) (statement of Matt Blaze, Associate Professor, University of 
Pennsylvania), http://1.usa.gov/1awvgOa.    

13  See Letter from Ronald Weich, Assistant Attorney General, to Hon. Dianne Feinstein & 
Hon. Saxby Chambliss, Feb. 2, 2011, http://1.usa.gov/1cdFJ1G (enclosing Report on the 
National Security Agency’s Bulk Collection Programs for USA PATRIOT Act Reauthorization); 
Siobhan Gorman & Julian E. Barnes, Officials: NSA Doesn’t Collect Cellphone-Location 
Records, Wall St. J., June 16, 2013, http://on.wsj.com/13MnSsp. 

14 See 18 U.S.C. § 2709 (national security letter); 18 U.S.C. § 2703(c), (d) (court order for 
records concerning electronic communication service).  
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associated with the beginning and end of each call will be stored in a predictable, standardized 

format. 

21. By contrast, the contents of telephone calls are not structured. Some people speak 

English, others Spanish, French, Mandarin, or Arabic. Some people speak using street slang or in 

a pidgin dialect, which can be difficult for others to understand. Conversations also lack a 

common structure: Some people get straight to the point, others engage in lengthy small talk. 

Speakers have different accents, exhibit verbal stutters and disfluencies. Although automated 

transcription of speech has advanced, it is still a difficult and error-prone process. 

22. In contrast, the structured nature of metadata makes it very easy to analyze massive 

datasets using sophisticated data-mining and link-analysis programs. That analysis is greatly 

facilitated by technological advances over the past 35 years in computing, electronic data 

storage, and digital data mining. Those advances have radically increased our ability to collect, 

store, and analyze personal communications, including metadata.  

23. Innovations in electronic storage today permit us to maintain, cheaply and efficiently, 

vast amounts of data. The ability to preserve data on this scale is, by itself, an unprecedented 

development—making possible the maintenance of a digital history that was not previously 

within the easy reach of any individual, corporation, or government.  

24. This newfound data storage capacity has led to new ways of exploiting the digital record. 

Sophisticated computing tools permit the analysis of large datasets to identify embedded patterns 

and relationships, including personal details, habits, and behaviors. As a result, individual pieces 

of data that previously carried less potential to expose private information may now, in the 

aggregate, reveal sensitive details about our everyday lives—details that we had no intent or 

expectation of sharing. 
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25. IBM’s Analyst’s Notebook and Pen-Link are two such computing tools. Both are widely 

used by law enforcement and intelligence agencies for this purpose.15  

26. IBM’s Analyst Notebook product is a multi-purpose intelligence analysis tool that 

includes specific telephony metadata analysis features, which are “routinely” used to analyze 

large amounts of telephony metadata.16 IBM even offers training courses entirely focused on 

using Analyst’s Notebook to analyze telephone call records.17  

27. Pen-Link is a tool that is purpose-built for processing and analyzing surveillance data. It 

is capable of importing subscriber Call Detail Record (“CDR”) data from the proprietary formats 

15 Public Safety & Law Enforcement Operations, International Business Machines (last visited 
Aug. 22, 2013), http://ibm.co/1avGItq (“IBM® i2® solutions help law enforcers to turn huge 
volumes of crime data into actionable insights by delivering tools for tactical lead generation, 
intelligence analysis, crime analysis and predictive analysis.”); see also Defense and National 
Security Operations, International Business Machines (last visited Aug. 22, 2013), 
http://ibm.co/18nateN (“IBM i2 solutions for military and national security organizations have 
been used across the world to process and analyze the vast quantities of information that they 
collect, to generate actionable intelligence and to share insights that help identify, predict and 
prevent hostile threats.”); see also Pen-Link, Unique Features of Pen-Link v8 at 16 (April 17, 
2008), http://bit.ly/153ee9g (“Many U.S. Federal Law Enforcement and Intelligence agencies 
have acquired agency-wide site license contracts for the use of Pen-Link in their operations 
throughout the United States…Pen-Link systems are also becoming more frequently used by 
U.S. intelligence efforts operating in several other countries.”).  

16 Case Studies: Edith Cowan University, IBM i2 Solutions Help University Researchers 
Catch a Group of Would-Be Hackers, International Business Machines (Mar. 27, 2013), 
http://ibm.co/13J2o36 (“Analyzing this volume of data is nothing new to many law enforcement 
users who routinely analyze tens of thousands of telephone records using IBM® i2® Analyst’s 
Notebook®.”). 

17 Course Description: Telephone Analysis Using i2 Analyst’s Notebook, International 
Business Machines (last visited Aug. 22, 2013), http://ibm.co/1d5QlB8 (“This intermediate 
hands-on 3-day workshop focuses on the techniques of utilizing i2 Analyst's Notebook to 
conduct telephone toll analysis…Learn to import volumes of call detail records from various 
phone carriers, analyze those records and identify clusters and patterns in the data. Using both 
association and temporal charts, discover how to use different layouts and more advanced tools 
to analyze telephonic data quickly and effectively.”). 
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used by the major telephone companies,18 it can import and export call data to several federal 

surveillance databases,19 as well as interact with commercial providers of public records 

databases such as ChoicePoint and LexisNexis. Pen-Link can perform automated “call pattern 

analysis,” which “automatically identifies instances where particular sequences of calls occur, 

when they occur, how often they occur, and between which numbers and names.”20 As the 

company notes in its own marketing materials, this feature “would help the analyst determine 

how many times Joe paged Steve, then Steve called Barbara, then Steve called Joe back.”21 

 

Figure 1: Screenshot of IBM’s Analyst Notebook.22 

18 See Pen-Link, Unique Features of Pen-Link v8 at 4 (Apr. 17, 2008), http://bit.ly/153ee9g 
(describing the capability to import 170 different data formats, used by phone companies to 
provide call detail records).  

19 Id. at 4.  
20 Id. at 7. 
21 Id.  
22 Image taken from Data Analysis and Visualization for Effective Intelligence Analysis, 

International Business Machines (last visited Aug. 22, 2013), http://ibm.co/16qT3hw. 
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28. The contents of calls are far more difficult to analyze in an automated fashion due to their 

unstructured nature. The government would first have to transcribe the calls and then determine 

which parts of the conversation are interesting and relevant. Assuming that a call is transcribed 

correctly, the government must still try to determine the meaning of the conversation: When a 

surveillance target is recorded saying “the package will be delivered next week,” are they talking 

about an order they placed from an online retailer, a shipment of drugs being sent through the 

mail, or a terrorist attack? Parsing and interpreting such information, even when performed 

manually, is exceptionally difficult. To do so in an automated way, transcribing and data-mining 

the contents of hundreds of millions of telephone calls per day is an even more difficult task. 

29. It is not surprising, then, that intelligence and law enforcement agencies often turn first to 

metadata. Examining metadata is generally more cost-effective than analyzing content. Of 

course, the government will likely still have analysts listen to every call made by the highest-

value surveillance targets, but the resources available to the government do not permit it to do 

this for all of the calls of 300 million Americans. 

The Creation of Metadata Is Unavoidable 

30. As a general matter, it is practically impossible for individuals to avoid leaving a 

metadata trail when engaging in real-time communications, such as telephone calls or Internet 

voice chats. 

31. After decades of research (much of it supported by the U.S. government), there now exist 

many tools that individuals and organizations can use to protect the confidentiality of their 

communications content. Smartphone applications are available that let individuals make 

encrypted telephone calls and send secure text messages.23 Freely available software can be used 

23 Somini Sengupta, Digital Tools to Curb Snooping, N.Y. Times, July 17, 2013, 
http://nyti.ms/12JKz1s (describing RedPhone and Silent Circle).  
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to encrypt email messages and instant messages sent between computers, which can frustrate 

government surveillance efforts traditionally performed by intercepting communications as they 

are transmitted over the Internet. 

32. However, these secure communication technologies protect only the content of the 

conversation and do not protect the metadata. Government agents that intercept an encrypted 

email may not know what was said, but they will be able to learn the email address that sent the 

message and the address that received it as well as the size of the message and when it was sent. 

Likewise, Internet metadata can reveal the parties making an encrypted audio call and the time 

and duration of the call, even if the voice contents of the call are beyond the reach of a wiretap. 

33. There also exist security technologies specifically designed to hide metadata trails, but 

those technologies do not work quickly enough to allow real-time communication. The general 

technique for hiding the origin and destination information for an internet communication 

involves sending data through a series of intermediaries before it reaches the destination, thus 

making it more difficult for an entity such as a government agency to learn both the source and 

destination of the communication. (Such data is conventionally encrypted so that the 

intermediaries cannot capture it; and a series of intermediaries is used so that no one 

intermediary knows the identities of both endpoints.) 

34. The most popular and well-studied of these metadata hiding systems is The Tor Project, 

which was originally created by the U.S. Naval Research Lab, and has since received significant 

funding from the State Department. One significant and widely acknowledged limitation of Tor 

is the noticeable delay introduced by using the tool. Web browsing conducted through Tor is 

much slower than through a direct connection to the Internet, as all data must be sent through a 

series of Tor relays, located in different parts of the world. These volunteer-run relays are 
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oversubscribed—that is, the demands on the few relays from hundreds of thousands of Tor users 

are greater than the relays can supply, leading to slowdowns due to “traffic jams” at the relay. 

35. Browsing the web using Tor can be painfully slow, in some cases requiring several 

seconds or longer to load a page. Real-time audio and video communications require a 

connection with minimal delay, which Tor cannot deliver. Internet telephony and video 

conferencing services are simply unusable over metadata-protecting systems like Tor. 

36. As a result, although individuals can use security technologies to protect the contents of 

their communications, there exist significant technical barriers that make it difficult, if not 

impossible, to hide communications metadata, particularly for real-time communications 

services like Internet telephony and video conferencing.  

37. Over the last three decades, and especially with the widespread adoption of mobile 

phones in the past decade, our reliance on telecommunications has significantly increased. 

Mobile phones are today ubiquitous, and their use necessarily requires reliance on a service 

provider to transmit telephone calls, text messages, and other data to and fro. These 

communications inevitably produce telephony metadata, which is created whenever a person 

places a call. There is no practical way to prevent the creation of telephony metadata, or to erase 

it after the fact. The only reliable way to avoid creating such metadata is to avoid telephonic 

communication altogether. 

Telephony Metadata Reveals Content 

38. Telephony metadata can be extremely revealing, both at the level of individual calls and, 

especially, in the aggregate.  
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39. Although this metadata might, on first impression, seem to be little more than 

“information concerning the numbers dialed,”24 analysis of telephony metadata often reveals 

information that could traditionally only be obtained by examining the contents of 

communications. That is, metadata is often a proxy for content. 

40. In the simplest example, certain telephone numbers are used for a single purpose, such 

that any contact reveals basic and often sensitive information about the caller. Examples include 

support hotlines for victims of domestic violence25 and rape,26 including a specific hotline for 

rape victims in the armed services.27 Similarly, numerous hotlines exist for people considering 

suicide,28 including specific services for first responders,29 veterans,30 and gay and lesbian 

teenagers.31 Hotlines exist for suffers of various forms of addiction, such as alcohol,32 drugs, and 

gambling.33  

24 Administration White Paper, Bulk Collection of Telephony Metadata Under Section 215 of 
the USA Patriot Act 15 (Aug. 9, 2013), http://huff.to/1ey9ua5.  

25 National Domestic Violence Hotline, The Hotline (last visited Aug. 22, 2013), 
http://www.thehotline.org. 

26 National Sexual Assault Hotline, RAINN: Rape, Abuse & Incest National Network (last 
visited Aug. 22, 2013), http://www.rainn.org/get-help/national-sexual-assault-hotline. 

27 About the Telephone Helpline, DOD Safe Helpline (last visited Aug. 22, 2013), 
https://www.safehelpline.org/about-safe-helpline. 

28 District of Columbia/Washington D.C. Suicide & Crisis Hotlines, National Suicide Hotlines 
(last visited Aug. 22, 2013), http://www.suicidehotlines.com/distcolum.html. 

29 Get Help Now! Contact us to Get Confidential Help via Phone or Email, Safe Call Now 
(last visited Aug. 22, 2013), http://safecallnow.org. 

30 About the Veterans Crisis Line, Veterans Crisis Line (last visited Aug. 22, 2013), 
http://www.veteranscrisisline.net/About/AboutVeteransCrisisLine.aspx. 

31 We Provide Crisis Intervention and Suicide Prevention for LGBTQ Youth, The Trevor 
Project (last visited Aug. 22, 2013), thttp://www.thetrevorproject.org. 

32 Alcohol Addiction Helpline, Alcohol Hotline (last visited Aug. 22, 2013), 
http://www.alcoholhotline.com. 

33 What is Problem Gambling?, National Council on Problem Gambling (last visited Aug. 22, 
2013), http://bit.ly/cyosu. 
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41. Similarly, inspectors general at practically every federal agency—including the NSA34—

have hotlines through which misconduct, waste, and fraud can be reported, while numerous state 

tax agencies have dedicated hotlines for reporting tax fraud.35 Hotlines have also been 

established to report hate crimes,36 arson,37 illegal firearms38 and child abuse.39 In all these cases, 

the metadata alone conveys a great deal about the content of the call, even without any further 

information. 

42. The phone records indicating that someone called a sexual assault hotline or a tax fraud 

reporting hotline will of course not reveal the exact words that were spoken during those calls, 

but phone records indicating a 30-minute call to one of these numbers will still reveal 

information that virtually everyone would consider extremely private.  

43. In some cases, telephony metadata can reveal information that is even more sensitive than 

the contents of the communication. In recent years, wireless telephone carriers have partnered 

with non-profit organizations in order to permit wireless subscribers to donate to charities by 

sending a text message from their telephones. These systems require the subscriber to send a 

specific text message to a special number, which will then cause the wireless carrier to add that 

34 Barton Gellman, NSA Statements to the Post, Wash. Post, Aug. 15, 2013, 
http://wapo.st/15LliAB. 

35 Report Tax Fraud – Tax Fraud Hotline, North Carolina Department of Revenue (last 
visited Aug. 22, 2013), http://www.dor.state.nc.us/taxes/reportfraud.html. 

36 Report Hate Crimes, LAMBDA GLBT Community Services (last visited Aug. 22, 2013), 
http://www.lambda.org/hatecr2.htm. 

37 ATF Hotlines – Arson Hotline, Bureau of Alcohol, Tobacco, Firearms and Explosives (last 
visited Aug. 22, 2013), http://www.atf.gov/contact/hotlines/index.html. 

38 ATF Hotlines – Report Illegal Firearms Activity, Bureau of Alcohol, Tobacco, Firearms 
and Explosives (last visited Aug. 22, 2013), http://www.atf.gov/contact/hotlines/index.html. 

39 Childhelp National Child Abuse Hotline, Childhelp (last visited Aug. 22, 2013), 
http://www.childhelp.org/pages/hotline-home. 
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donation to the subscriber’s monthly telephone bill. For example, by sending the word HAITI to 

90999, a wireless subscriber can donate $10 to the American Red Cross. 

44. Such text message donation services have proven to be extremely popular. Today, 

wireless subscribers can use text messages to donate to churches,40 to support breast cancer 

research,41 and to support reproductive services organizations like Planned Parenthood.42 

Similarly, after a policy change in 2012 by the Federal Election Commission, political candidates 

like Barack Obama and Mitt Romney were able to raise money directly via text message.43 

45. In all these cases, the most significant information—the recipient of the donation—is 

captured in the metadata, while the content of the message itself is less important. The metadata 

alone reveals the fact that the sender was donating money to their church, to Planned Parenthood, 

or to a particular political campaign. 

46. Although it is difficult to summarize the sensitive information that telephony metadata 

about a single person can reveal, suffice it to say that it can expose an extraordinary amount 

about our habits and our associations. Calling patterns can reveal when we are awake and asleep; 

our religion, if a person regularly makes no calls on the Sabbath, or makes a large number of 

calls on Christmas Day; our work habits and our social aptitude; the number of friends we have; 

and even our civil and political affiliations.  

40 Several Ways to Give, The Simple Church (2013), http://bit.ly/1508Mgw; Other Ways to 
Give, North Point Church (last visited Aug. 22, 2013), http://bit.ly/16S3IkO.  

41 Donate by Text, Susan G. Komen for the Cure (last visited Aug. 22, 2013), 
http://sgk.mn/19AjGP7.  

42 Help Support a New Future for Illinois Women and Families, Planned Parenthood of 
Illinois (last visited Aug. 22, 2013), http://bit.ly/1bXI2TX.  

43 Dan Eggen, Text to ‘GIVE’ to Obama: President’s Campaign Launches Cellphone 
Donation Drive, Wash. Post, Aug. 23, 2012, http://bit.ly/16ibjCZ.  
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Aggregated Telephony Metadata Is Even More Revealing 

47. When call metadata is aggregated and mined for information across time, it can be an 

even richer repository of personal and associational details.  

48. Analysis of metadata on this scale can reveal the network of individuals with whom we 

communicate—commonly called a social graph. By building a social graph that maps all of an 

organization’s telephone calls over time, one could obtain a set of contacts that includes a 

substantial portion of the group’s membership, donors, political supporters, confidential sources, 

and so on. Analysis of the metadata belonging to these individual callers, by moving one “hop” 

further out, could help to classify each one, eventually yielding a detailed breakdown of the 

organization’s associational relationships. 

49. For instance, metadata can help identify our closest relationships. Two people in an 

intimate relationship may regularly call each other, often late in the evening. If those calls 

become less frequent or end altogether, metadata will tell us that the relationship has likely ended 

as well—and it will tell us when a new relationship gets underway. More generally, someone 

you speak to once a year is less likely to be a close friend than someone you talk to once a week.  

50. Even our relative power and social status can be determined by calling patterns. As The 

Economist observed in 2010, “People at the top of the office or social pecking order often 

receive quick callbacks, do not worry about calling other people late at night and tend to get 

more calls at times when social events are most often organized (sic), such as Friday 

afternoons.”44 

44 Mining Social Networks: Untangling the Social Web, Economist, Sep. 2, 2010, 
http://econ.st/9iH1P7.  
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51. At times, by placing multiple calls in context, metadata analysis can even reveal patterns 

and sensitive information that would not be discoverable by intercepting the content of an 

individual communication. 

52. Consider the following hypothetical example: A young woman calls her gynecologist; 

then immediately calls her mother; then a man who, during the past few months, she had 

repeatedly spoken to on the telephone after 11pm; followed by a call to a family planning center 

that also offers abortions. A likely storyline emerges that would not be as evident by examining 

the record of a single telephone call. 

53. Likewise, although metadata revealing a single telephone call to a bookie may suggest 

that a surveillance target is placing a bet, analysis of metadata over time could reveal that the 

target has a gambling problem, particularly if the call records also reveal a number of calls made 

to payday loan services.  

54. With a database of telephony metadata reaching back five years, many of these kinds of 

patterns will emerge once the collected phone records are subjected to even the most basic 

analytic techniques. 

55. With an organization such as the ACLU, aggregated metadata can reveal sensitive 

information about the internal workings of the organization and about its external associations 

and affiliations. The ACLU’s metadata trail reflects its relationships with its clients, its 

legislative contacts, its members, and the prospective whistleblowers who call the organization. 

Second-order analysis of the telephony metadata of the ACLU’s contacts would then reveal even 

greater details about each of those contacts. For example, if a government employee suddenly 

begins contacting phone numbers associated with a number of news organizations and then the 

ACLU and then, perhaps, a criminal defense lawyer, that person’s identity as a prospective 
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whistleblower could be surmised. Or, if the government studied the calling habits of the ACLU’s 

members, it could assemble a detailed profile of the sorts of individuals who support the ACLU’s 

mission.  

56. I understand from the plaintiffs that they sometimes represent individuals in so-called 

“John Doe” lawsuits, where the individuals filing suit request anonymity—and are granted it by 

the courts—because they are juveniles or because they wish to conceal sensitive medical or 

psychiatric conditions. In such cases, analysis of aggregated metadata might reveal the 

anonymous litigant. If, for example, the lawyers in the case have only a handful of contacts in 

common other than mutual co-workers, and one or more of the lawyers generally call the same 

one of those common contacts shortly before or after hearings or deadlines in the lawsuit, this 

would imply the identity of the anonymous litigant. If the attorneys’ calling patterns suggest 

more than one possible identity for the “John Doe,” metadata analysis of the candidate 

individuals could verify the identity of the “John Doe,” by correlating facts about the individuals 

with facts detailed in the lawsuit—for example, that he lives in a particular area (based on the 

area code of his phone or those of the majority of his contacts), that he has a particular job (based 

on calls made during work hours), that he has a particular medical condition (based on calls to 

medical clinics or specialists), or that he holds particular religious or political views (based on 

telephone donations, calls to political campaigns, or contact with religious organizations). 

57. Metadata analysis could even expose litigation strategies of the plaintiffs. Review of the 

ACLU’s telephony metadata might reveal, for example, that lawyers of the organization 

contacted, for example, an unusually high number of individuals registered as sex offenders in a 

particular state; or a seemingly random sample of parents of students of color in a racially 
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segregated school district; or individuals associated with a protest movement in a particular city 

or region.  

58. In short, aggregated telephony metadata allows the government to construct social graphs 

and to study their evolution and communications patterns over days, weeks, months, or even 

years. Metadata analysis can reveal the rise and fall of intimate relationships, the diagnosis of a 

life-threatening disease, the telltale signs of a corporate merger or acquisition, the identity of a 

prospective government whistleblower, the social dynamics of a group of associates, or even the 

name of an anonymous litigant.  

Mass Collection of Metadata and Data-Mining Across Many Individuals 

59. Advances in the area of “Big Data” over the past few decades have enabled researchers to 

observe even deeper patterns by mining large pools of metadata that span many telephone 

subscribers.  

60. Researchers have studied databases of call records to analyze the communications 

reciprocity in relationships,45 the differences in calling patterns between mobile and landline 

subscribers,46 and the social affinity and social groups of callers.47  

61. Researchers have discovered that individuals have unique calling patterns, regardless of 

which telephone they are using,48 they have figured out how to predict the kind of device that is 

45 Lauri Kovanen, Jari Saramaki & Kimmo Kaski, Reciprocity of Mobile Phone Calls, 
Dynamics of Socio-Economic Systems (Feb. 3, 2010), http://arxiv.org/pdf/1002.0763.pdf. 

46 Heath Hohwald, Enrique Frias-Martinez & Nuria Oliver, User Modeling for 
Telecommunication Applications: Experiences and Practical Implications 8, (Data Mining and 
User Modeling Group, Telefonica Research, 2013), http://bit.ly/1d7WkUU (“Interestingly, 
Monday is the day with most calls for landline users, while Friday is the day with most calls for 
mobile users. . . Mobile users spend less time on the phone than landline users.”). 

47 Sara Motahari, Ole J. Mengshoel, Phyllis Reuther, Sandeep Appala, Luca Zoia & Jay Shah, 
The Impact of Social Affinity on Phone Calling Patterns: Categorizing Social Ties from Call 
Data Records, The 6th SNA-KDD Workshop (Aug. 12, 2012),  http://b.gatech.edu/1d6i4RY.  
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making the calls (a telephone or a fax machine),49 developed algorithms capable of predicting 

whether the phone line is used by a business or for personal use,50 identified callers by social 

group (workers, commuters, and students) based on their calling patterns,51 and even estimated 

the personality traits of individual subscribers.52 

62. The work of these researchers suggests that the power of metadata analysis and its 

potential impact upon the privacy of individuals increases with the scale of the data collected and 

analyzed. It is only through access to massive datasets that researchers have been able to identify 

or infer new and previously private facts about the individuals whose calling records make up the 

telephone databases. Just as multiple calls by the same person reveal more than a single call, so 

too does a database containing calling data about millions of people reveal more information 

about the individuals contained within it than a database with calling data about just one person. 

As such, a universal database containing records about all Americans’ communications will 

reveal vastly more information, including new observable facts not currently known to the 

48 Corrina Cortes, Daryl Pregibon & Chris Volinsky, Communities of Interest, AT&T 
Shannon Research Labs, http://www.research.att.com/~volinsky/papers/portugal.ps. 

49  Haim Kaplan, Maria Strauss & Mario Szegedy, Just the Fax – Differentiating Voice and 
Fax Phone Lines Using Call Billing Data, AT&T Labs, http://bit.ly/19Aa8Ua. 

50 Corinna Cortes & Daryl Pregibon, Giga-Mining, AT&T Labs-Research,  
http://bit.ly/153pMcI.  

51 Richard A. Becker, Ramon Caceres, Karrie Hanson, Ji Meng Loh, Simon Urbanek, 
Alexander Varshavsky & Chris Volinsky, Clustering Anonymized Mobile Call Detail Records to 
Find Usage Groups, AT&T Labs-Research, http://soc.att.com/16jmKdz.   

52 Rodrigo de Oliveira, Alexandros Karatzoglou, Pedro Concejero, Ana Armenta & Nuria 
Oliver, Towards a Psychographic User Model from Mobile Phone Usage, CHI 2011 Work-in-
Progress (May 7–12, 2011), http://bit.ly/1f51mOy; see also Yves-Alexandre de Montjoye, Jordi 
Quoidbach, Florent Robic & Alex (Sandy) Pentland, Predicting People Personality Using Novel 
Mobile Phone-Based Metrics. Social Computing, Behavioral-Cultural Modeling and Prediction 
(2013), http://bit.ly/1867vWU.  
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research commW1ity, because no researcher has access to the kind of dataset that the government 

is presumed to have. 

63 . A common theme is seen in many of these examples of "big data" analysis of metadata. 

The analyst uses metadata about many individuals to discover patterns of behavior that are 

indicative of some attribute of an individual. The analyst can then apply these patterns to the 

metadata of an individual user, to infer the likely attributes of that user. In this way, the effect of 

collecting metadata about one individual is magnified when information is collected across the 

whole population. 

64. The privacy impact of collecting all communications metadata about a single person for 

long periods of time is qualitatively different than doing so over a period of days. Similarly, the 

privacy impact of assembling the call records of every American is vastly greater than the impact 

of collecting data about a single person or even groups of people. Mass collection not only 

allows the government to learn information about more people, but it also enables the 

government to learn new, previously private facts that it could not have learned simply by 

collecting the information about a few, specific individuals. 

Edward W. Felten 

Dated: August 23 , 2013 

22 
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[2] Securing Java: Getting Down to Business with Mobile Code.  Gary McGraw and 
Edward W. Felten.  John Wiley and Sons, New York 1999. 
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[34] Attacking an Obfuscated Cipher by Injecting Faults.  Matthias Jacob, Dan Boneh, 
and Edward W. Felten.  ACM Workshop on Digital Rights Management, November 
2002. 
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[40] Archipelago: An Island-Based File System for Highly Available and Scalable 
Internet Services.  USENIX Windows Systems Symposium, August 2000. 
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Dean, and Edward W. Felten. Proc. of 16th ACM Symposium on Operating Systems 
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[47] Reducing Waiting Costs in User-Level Communication. Stefanos N. Damianakis, 
Yuqun Chen, and Edward W. Felten. Proc. of 11th Intl. Parallel Processing 
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TOP SECRET//SI//NOFORN

UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

IN RE APPLICATION OF THE
FEDERAL BUREAU OF INVESTIGATION
FOR AN ORDER REQUIRING THE
PRODUCTION OF TANGIBLE THINGS
FROM VERIZON BUSINESS NETWORK SERVICES,
INC. ON BEHALF OF MCI COMMUNICATION
SERVICES, INC. D/B/A VERIZON
BUSINESS SERVICES.

Docket Number: BR ¯

15-80

SECONDARY ORDER

This Court having found that the Application of the Federal Bureau of

Investigation (FBI) for an Order requiring the production of tangible things from

Verizon Business Network Services, Inc. on behalf of MCI Communication Services

Inc., d/b/a Verizon Business Services (individually and collectively "Verizon")

satisfies the requirements of 50 U.S.C. § 1861,

IT IS HEREBY ORDERED that, the Custodian of Records shall produce to the

National Security Agency (NSA) upon service of this Order, and continue production

Derived from:
Declassify on:

TOP SECRET//SI//NOFORN

Pleadings in the above-captioned docket
12 April 2038
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TOP SECRET//SI//NOFORN

on an ongoing daily basis thereafter for the duration of this Order, unless otherwise

ordered by the Court, an electronic copy of the following tangible things: all call detail

records or "telephony metadata" created by Verizon for communications (i) between

the United States and abroad; or (ii) wholly within the United States, including local

telephone calls. This Order does not require Verizon to produce telephony metadata

for communications wholly originating and terminating in foreign countries.

Telephony metadata includes comprehensive communications routing information,.

including but not limited to session identifying information (e.g., originating and

terminating telephone number, International Mobile Subscriber Identity (IMSI) number,

International Mobile station Equipment Identity (IMEI) number, etc.), trunk identifier,

telephone calling card numbers, and time and duration of call. Telephony metadata

does not include the substantive content of any communication, as defined by 18 U.S.C.

§ 2510(8), or the name, address, or financial information of a subscriber or customer.

IT IS FURTHER ORDERED that no person shall disclose to any other person that

the FBIor NSA has sought or obtained tangible things under this Order, other than to:

(a) those persons to whom disclosure is necessary to comply with such Order; (b) an

attorney to obtain legal advice or assistance with respect to the production of things in

response to the Order; or (c) other persons as permitted by the Director of the FBI or the

Director’s designee. A person to whom disclosure is made pursuant to (a), (b), or (c)

TOP SECRET//SI//NOFORN
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shall be subject to the nondisclosure requirements applicable to a person to whom an

Order is directed in the same manner as such person. Anyone who discloses to a

person described in (a), (b), or (c) that the FBI or NSA has sought or obtained tangible

things pursuant to this Order shall notify such person of the nondisclosure

requirements of this Order. At the request of the Director of the FBI or the designee of

the Director, any person making or intending to make a disclosure under (a) or (c)

above shall identify to the Director or such designee the person to whom such

disclosure will be made or to whom such disclosure was made prior to the request.

IT IS FURTHER ORDERED that service of this Order shall be by a method

agreed upon by the Custodian of Records of Verizon and the FBI, and if no agreement is

reached, service shall be personal.

-- Remainder of page intentionally left blank. --

TOP SECRET//SI//NOFORN
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TOP SECRET//SI//NOFORN

This authorization requiring the production of certain call detail records or

"telephony metadata" created by Verizon expires on theI~t~ day of July, 2013, at

5:00 p.m., Eastern Time.

Signed
°013 P09 :’p6

Eastern Time
Date Time

I, Beverly C. Queen, Chief Deputy
Clerk, FISC, certify that this document

is a true and correct copy of the

original~,~

TOP SECRET//SI//NOFORN
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DECLARATION OF ANNA SMITH IN SUPPORT OF PLAINTIFF’S MOTION FOR A
PRELIMINARY INJUNCTION - 1
00766069.1

PETER J. SMITH IV, ISB 6997
Lukins & Annis, P.S.
601 E. Front Avenue, Suite 502
Coeur d’Alene, ID 83814
Phone: 208-667-0517
Fax: 208-664-4125
Email: psmith@lukins.com

LUCAS T. MALEK, ISB 8610
Luke Malek, Attorney at Law, PLLC
721 N 8th Street
Coeur d’Alene, ID 83814
Phone: 208-661-3881
Email: Luke_Malek@hotmail.com

Attorneys for the Plaintiff ANNA J. SMITH

IN THE UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF IDAHO

ANNA J. SMITH,

Plaintiff,

vs.

BARACK H. OBAMA, in his official
capacity as President of the United States of
America; JAMES R. CLAPPER, in his
official capacity as Director of National
Intelligence; KEITH B. ALEXANDER, in
his official capacity as Director of the
National Security Agency and Chief of the
Central Security Service; CHARLES T.
HAGEL, in his official capacity as Secretary
of Defense; ERIC H. HOLDER, in his
official capacity as Attorney General of the
United States; and JAMES B. COMEY, in
his official capacity as Director of the Federal
Bureau of Investigation,

Defendants.
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AMENDED COMPLAINT - 1 
00639805.2  

PETER J. SMITH IV, ISB 6997 

Lukins & Annis, P.S. 

601 E. Front Avenue, Suite 502 

Coeur d’Alene, ID 83814 

Phone: 208-667-0517 

Fax: 208-664-4125 

Email: psmith@lukins.com 

 

LUCAS T. MALEK, ISB 8610 

Luke Malek, Attorney at Law, PLLC 

721 N 8
th

 Street 

Coeur d’Alene, ID 83814 

Phone: 208-661-3881 

Email: Luke_Malek@hotmail.com  

 

Attorneys for the Plaintiff ANNA J. SMITH 

 

IN THE UNITED STATES DISTRICT COURT 

 

FOR THE DISTRICT OF IDAHO 

 

ANNA J. SMITH, 

 

 Plaintiff, 

 

 vs. 

 

BARACK H. OBAMA, in his official 

capacity as President of the United States of 

America; JAMES R. CLAPPER, in his 

official capacity as Director of National 

Intelligence; KEITH B. ALEXANDER, in 

his official capacity as Director of the 

National Security Agency and Chief of the 

Central Security Service; CHARLES T. 

HAGEL, in his official capacity as Secretary 

of Defense; ERIC H. HOLDER, in his 

official capacity as Attorney General of the 

United States; and JAMES B. COMEY, in 

his official capacity as Director of the Federal 

Bureau of Investigation, 

 

 Defendants. 
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COMPLAINT FOR DECLARATORY AND INJUNCTIVE RELIEF 

1. Plaintiff Anna Smith (“Anna”) challenges the government’s gathering of her 

telephone records and location information under Section 215 of the Patriot Act, 50 U.S.C. § 

1861.
1
  

JURISDICTION AND VENUE 

2. Article III of the Constitution and 28 U.S.C. § 1331 provides jurisdiction to this 

Court because this case arises under the Constitution and the laws of the United States and 

presents a federal question.  

3. The Court has authority to grant declaratory relief pursuant to the Declaratory 

Judgment Act, 28 U.S.C. §§ 2201-2202.  

4. The Court has authority to award costs and attorneys fees under 28 U.S.C. § 

2412. 

5. Venue is proper in this district under 28 U.S.C. § 1391(b)(2), (c)(2). 

PLAINTIFF 

6. Anna is a neonatal intensive care nurse and a mother of two daughters. 

7. Anna is a current Verizon Wireless subscriber and a resident of Kootenai County, 

Idaho. 

8. Anna has been a customer of Verizon for at least 3 years and previously was a 

customer of AT&T Wireless for 4 years. 

DEFENDANTS 

9. Defendant Barack H. Obama is the President of the United States. President 

Obama has ultimate authority over executive branch of the government. 

                                                      
1
 “The Patriot Act” is formally referred to as Uniting and Strengthening America by Providing Appropriate Tools 

Required to Intercept and Obstruct Terrorism Act of 2001, Pub. L. No. 107-56, 115 Stat. 272. 
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00639805.2  

10. Defendant James R. Clapper is the Director of National Intelligence (“DNI”). 

Defendant Clapper has authority over the activities of the intelligence community. 

11. Defendant Lt. Gen. Keith B. Alexander is the Director of the National Security 

Agency (“NSA”) and the Chief of the Central Security Service. Defendant Lt. Gen. Alexander 

has authority for supervising and implementing all operations and functions of the National 

Security Agency (“NSA”), the agency responsible for conducting surveillance authorized by the 

challenged law. 

12. Defendant Charles T. Hagel is the Secretary of Defense. Defendant Hagel has 

authority over the Department of Defense, of which the NSA is a component. 

13. Defendant Eric H. Holder is the Attorney General of the United States. Attorney 

General Holder has authority over the Department of Justice and the Federal Bureau of 

Investigation (“FBI”) and is responsible for overseeing aspects of the challenged statute. 

14. Defendant James B. Comey is the Director of the FBI and is responsible for 

applications made to the Foreign Intelligence Surveillance Court (“FISC”) under Section 215 of 

the Patriot Act.  

PLAINTIFF’S ALLEGATIONS 

15. It is now commonly known and acknowledged that the Verizon Business 

Network Services, Inc. is ordered by FISC to provide metadata for each subscriber on its 

network on a daily basis to the government. 

16. Upon information and belief, Anna believes a similar order was issued to Verizon 

Wireless, which is a joint venture between Verizon Communications, Inc. and Vodafone 

(hereinafter referred to as “Verizon Wireless”).  
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17. Even if Verizon Wireless was not ordered to produce the metadata by the FISC, 

the government still captures Anna’s personal information because “nearly all calls eventually 

travel over networks owned by U.S. companies that work with the NSA.” This captures 99% of 

all phone traffic in the United States. Wall Street Journal, June 14, 2013 available at 

http://online.wsj.com/news/articles/SB10001424127887324049504578543800240266368 last 

accessed November 4, 2013. 

18. As with many Americans, Anna’s primary means of communication is with her 

cell phone. 

19. Anna communicates with her family, friends, employer, her children’s teachers, 

her doctor, her legal counsel, and nearly every one else with her cell phone. 

20. None of these communications relate in anyway to international terrorism or 

clandestine intelligence activities. 

21. Anna has a subjective expectation of privacy that metadata from these 

communications is not collected, stored and monitored by the government. 

22. The collection of metadata constitutes a violation of a legitimate expectation of 

privacy and, as an American citizen, Anna asserts that she has a reasonable expectation of 

privacy that metadata of her calls is not being gathered, stored and monitored by the government. 

23. Though Anna voluntarily provides this information to a third-party (Verizon 

Wireless), she reasonably expects that this information will not shared with the government 

without her knowledge and consent or, at least, without a showing of probable cause. 

24. This monitoring is distressing and a violation of Anna’s Constitutional rights. 
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CAUSES OF ACTION 

25. The Mass Call Tracking exceeds the authority granted by 50 U.S.C. § 1861, and 

thereby violates 5 U.S.C. § 706. 

26. The Mass Call Tracking violates the First Amendment to the Constitution. 

27. The Mass Call Tracking violates the Fourth Amendment to the Constitution.  

 

PRAYER FOR RELIEF 

WHEREFORE the plaintiffs respectfully request that the Court: 

1. Exercise jurisdiction over this Complaint; 

2. Declare that the Mass Call Tracking violates 50 U.S.C. § 1861 and 5 U.S.C. § 

706; 

3. Declare that the Mass Call Tracking violates the First and Fourth Amendments of 

the Constitution; 

4. Permanently enjoin Defendants from continuing to gather metadata on Plaintiff 

Anna Smith; 

5. Order Defendants to purge all of metadata of Plaintiff Anna Smith’s 

communications collected pursuant to the Mass Call Tracking; 

6. Award Plaintiff Anna Smith fees and costs pursuant to 28 U.S.C. § 2412; 

7. Grant such other and further relief as the Court deems just and proper.  

 DATED this 4th day of November, 2013. 

 

                                                                                                                                  

LUKINS & ANNIS, P.S. 

 

By   

PETER J. SMITH IV, ISB 6997                                                                                                                                                   

Co-Counsel for Plaintiff 

ANNA J. SMITH 
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(See above for address)
LEAD ATTORNEY
ATTORNEY TO BE NOTICED

Defendant
Eric H. Holder
in his official capacity as Attorney
General of the United States

represented by Bryan Dearinger
(See above for address)
LEAD ATTORNEY
ATTORNEY TO BE NOTICED

James Jordan Gilligan
(See above for address)
LEAD ATTORNEY
ATTORNEY TO BE NOTICED
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Marcia Berman
(See above for address)
LEAD ATTORNEY
ATTORNEY TO BE NOTICED

Rodney Patton
(See above for address)
LEAD ATTORNEY
ATTORNEY TO BE NOTICED

Syrena Case Hargrove
(See above for address)
LEAD ATTORNEY
ATTORNEY TO BE NOTICED

Defendant
James B. Comey
in his official capacity as Director of the
Federal Bureau of Investigation

represented by Bryan Dearinger
(See above for address)
LEAD ATTORNEY
ATTORNEY TO BE NOTICED

James Jordan Gilligan
(See above for address)
LEAD ATTORNEY
ATTORNEY TO BE NOTICED

Marcia Berman
(See above for address)
LEAD ATTORNEY
ATTORNEY TO BE NOTICED

Rodney Patton
(See above for address)
LEAD ATTORNEY
ATTORNEY TO BE NOTICED

Syrena Case Hargrove
(See above for address)
LEAD ATTORNEY
ATTORNEY TO BE NOTICED
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07/14/2014 33  ORDER of USCA as to 29  Notice of Appeal filed by Anna Jo Smith (jp)
(Entered: 07/15/2014)

07/01/2014 32  USCA Scheduling Order as to 29  Notice of Appeal filed by Anna Jo
Smith. (Notice sent by e-mail to Court Reporter) (cjm)

07/01/2014 31  USCA Case Number 14-35555 for 29  Notice of Appeal filed by Anna Jo
Smith. (cjm)

07/01/2014 30  TRANSCRIPT REQUEST by Anna Jo Smith for proceedings held on
5/15/2014 before Judge Winmill, re 29  Notice of Appeal (Notice sent by
e-mail to Court Reporter) Transcript due by 9/2/2014. (Smith, Peter)

07/01/2014 29  NOTICE OF APPEAL as to 28  Judgment, by Anna Jo Smith. Filing fee $
505, receipt number 0976-1177889. (Notice sent to Court Reporter & 9th
Cir) (Smith, Peter)(14-35555)

06/03/2014 28  JUDGMENT. In accordance with the Memorandum Decision filed with this
Judgment, NOW THEREFORE IT IS HEREBY ORDERED, ADJUDGED,
AND DECREED, that the motion for injunction 8 is DENIED. IT IS
FURTHER ORDERED, ADJUDGED, AND DECREED, that the motion to
dismiss 14  is GRANTED, and the Clerk is directed to close this case.
Signed by Judge B. Lynn Winmill. (caused to be mailed to non Registered
Participants at the addresses listed on the Notice of Electronic Filing (NEF)
by (st)

06/03/2014 27  MEMORANDUM DECISION. The Court will grant the defendants' motion
to dismiss and deny Smith's motion for injunctive relief. The Court will issue
a separate Judgment as required by Rule 58(a). Signed by Judge B. Lynn
Winmill. (caused to be mailed to non Registered Participants at the addresses
listed on the Notice of Electronic Filing (NEF) by (st)

05/15/2014 26  Minute Entry for proceedings held before Judge B. Lynn Winmill: Motion
Hearing held on 5/15/2014 re 14  MOTION TO DISMISS FOR FAILURE
TO STATE A CLAIM MOTION to Dismiss for Lack of Jurisdiction filed by
James B. Comey, Keith B. Alexander, Charles T. Hagel, James R. Clapper,
Barack H. Obama, Eric H. Holder, 8 MOTION for Preliminary Injunction
filed by Anna Jo Smith. MOTIONS TAKEN UNDER ADVISEMENT.
(Court Reporter/ESR Annie Williams.) (lp)

05/05/2014 25 NOTICE by Keith B. Alexander, James R. Clapper, James B. Comey, Eric H.
Holder, Barack H. Obama of Recent Authority (Attachments: # 1 Exhibit
(March 20, 2014 FISC Opinion & Order))(Gilligan, James)

04/14/2014   Reset Hearing as to 14  Motion to Dismiss and 8 Motion for Preliminary
Injunction pursuant to Order 24 . Motion Hearing reset for 5/15/2014 at 9:00
AM in Coeur d Alene - District Courtroom before Judge B. Lynn Winmill.
(jlg)
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04/10/2014 24 DOCKET ENTRY ORDER granting 23  Joint Motion to Vacate Hearing
Date. The new hearing date shall be May 15, 2014, at 9:00 a.m. in the
Federal Courthouse in Coeur d'Alene, Idaho. Signed by Judge B. Lynn
Winmill. (caused to be mailed to non Registered Participants at the addresses
listed on the Notice of Electronic Filing (NEF) by (dm)

04/04/2014 23  Joint MOTION To Reschedule and Relocate Motions Hearing James Jordan
Gilligan appearing for Defendants Keith B. Alexander, James R. Clapper,
James B. Comey, Charles T. Hagel, Eric H. Holder, Barack H. Obama,
Plaintiff Anna Jo Smith. Responses due by 4/28/2014 (Gilligan, James)

04/02/2014 22 DOCKET ENTRY NOTICE OF HEARING ON MOTIONS - The Court will
hear oral argument regarding the following motions on 4/16/2014 at 2:00 PM
in Boise - Courtroom 3 before Judge B. Lynn Winmill: 8 Motion for
Preliminary Injunction and 14  Motion to Dismiss. (jlg)

04/01/2014   The 60 day deadline has expired. Case will remain with District Judge. No
more notice of availability or assignment will be sent out. Consent
deadline(s) termed. (jp)

03/14/2014 21  REPLY to Response to Motion re 14  MOTION TO DISMISS FOR
FAILURE TO STATE A CLAIM MOTION to Dismiss for Lack of
Jurisdiction filed by Keith B. Alexander, James R. Clapper, James B. Comey,
Charles T. Hagel, Eric H. Holder, Robert S. Mueller, III, Barack H. Obama.
(Gilligan, James)

03/08/2014 20 NOTICE by Keith B. Alexander, James R. Clapper, James B. Comey,
Charles T. Hagel, Eric H. Holder, Robert S. Mueller, III, Barack H. Obama
(Defendants Corrected Notice Regarding Order of the Foreign Intelligence
Surveillance Court) (Attachments: # 1 Exhibit, # 2 Exhibit)(Gilligan, James)

03/07/2014 19  NOTICE by Keith B. Alexander, James R. Clapper, James B. Comey,
Charles T. Hagel, Eric H. Holder, Robert S. Mueller, III, Barack H. Obama
(Notice Regarding Order of the Foreign Intelligence Surveillance Court)
(Gilligan, James)

03/03/2014 18  RETURN MAIL undelivered as to Rodney Patton re: 16  Notice of
Availability Setting Deadline filed by Anna Jo Smith, James B. Comey, Keith
B. Alexander, Charles T. Hagel, James R. Clapper, Barack H. Obama, Eric
H. Holder. (st)

02/21/2014 17  MEMORANDUM in Opposition re 14  MOTION TO DISMISS FOR
FAILURE TO STATE A CLAIM MOTION to Dismiss for Lack of
Jurisdiction , 8 MOTION for Preliminary Injunction Reply Brief filed by
Anna Jo Smith. Replies due by 3/10/2014.(Smith, Peter)

01/27/2014 16  NOTICE of Availability of Magistrate Judge and Requirement for Consent
sent to counsel for Plaintiff & Defendants. Consent/Objection to Magistrate
due by 3/31/2014. (jp)
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01/24/2014   Set/Reset Deadlines as to 14  MOTION TO DISMISS FOR FAILURE TO
STATE A CLAIM MOTION to Dismiss for Lack of Jurisdiction . Per Order
dkt 12, Responses due by 2/21/2014 Replies due by 3/14/2014. (jp) (Entered:
01/27/2014)

01/24/2014 15  MEMORANDUM in Opposition re 8 MOTION for Preliminary Injunction
filed by Keith B. Alexander, James R. Clapper, James B. Comey, Charles T.
Hagel, Eric H. Holder, Robert S. Mueller, III, Barack H. Obama. Replies due
by 2/10/2014. (Attachments: # 1 Affidavit (Declaration of James J. Gilligan),
# 2 Exhibit A, # 3 Exhibit B, # 4 Exhibit C, # 5 Exhibit D, # 6 Exhibit E, # 7
Exhibit F, # 8 Exhibit G, # 9 Exhibit H, # 10 Exhibit I, # 11 Exhibit J, # 12
Exhibit K, # 13 Exhibit L, # 14 Exhibit M, # 15 Exhibit N, # 16 Exhibit O, #
17 Exhibit P, # 18 Exhibit Q, # 19 Exhibit R)(Gilligan, James) Modified on
2/21/2014 to link to dkt 14  (jp).

01/24/2014 14  MOTION TO DISMISS FOR FAILURE TO STATE A CLAIM , MOTION
to Dismiss for Lack of Jurisdiction ( Responses due by 2/18/2014)James
Jordan Gilligan appearing for Defendants Keith B. Alexander, James R.
Clapper, James B. Comey, Charles T. Hagel, Eric H. Holder, Barack H.
Obama. (Attachments: # 1  Memorandum in Support (Memorandum in
Support of Defendants' Motion to Dismiss and in Opposition to Plaintiff's
Motion for a Preliminary Injunction))(Gilligan, James)

01/17/2014 13 DOCKET ENTRY NOTICE OF HEARING regarding 8 Motion for
Preliminary Injunction: A Motion Hearing is set for 4/16/2014 at 2:00 PM in
Boise - Courtroom 3 before Judge B. Lynn Winmill. (jlg)

01/15/2014   Set/Reset Deadlines as to 8 MOTION for Preliminary Injunction . Per dkt 12
Responses due by 1/24/2014 Replies due by 2/21/2014. (jp) (Entered:
01/16/2014)

01/15/2014 12  SCHEDULING ORDER granting 10  Joint Motion for a Briefing
Schedule and Enlargement of Page Limitations. Up to 45 pages for
Defendants' Combined Brief in Opposition to Plaintiff's Motion for a
Preliminary Injunction and in Support of Defendants' Motion to Dismiss, to
be filed not later than 1/24/14; Up to 45 pages for Plaintiff's Combined Reply
in Support of Plaintiff's Motion for a Preliminary Injunction and Opposition
to Defendants' Motion to Dismiss, to be filed not later than 2/21/14014; and
Up to 25 pages for Defendants' Reply Brief in Support of Defendants'
Motion to Dismiss, to be filed not later than 3/14/14. Signed by Judge B.
Lynn Winmill. (caused to be mailed to non Registered Participants at the
addresses listed on the Notice of Electronic Filing (NEF) by (jp) (Entered:
01/16/2014)

01/07/2014 10  Joint MOTION for entry of briefing schedule and enlargement of page limits
re 3  Amended Complaint, 8 MOTION for Preliminary Injunction James
Jordan Gilligan appearing for Defendants Keith B. Alexander, James R.
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Clapper, James B. Comey, Charles T. Hagel, Eric H. Holder, Barack H.
Obama, Plaintiff Anna Jo Smith. Responses due by 1/31/2014 (Gilligan,
James)

01/02/2014 11  RETURN MAIL undelivered as to Rodney Patton re: 7  Notice of
Assignment (jp) (Entered: 01/07/2014)

12/23/2013   DOCKET ENTRY NOTICE of Case Number Change, Case reassigned to
Judge B. Lynn Winmill for all further proceedings. Judge Ronald E. Bush no
longer assigned to case. Please use this case number on all future pleadings,
2:13-cv-257-BLW (jp)

12/23/2013 9  ORDER OF REASSIGNMENT the Clerk of the Court shall reassign this
matter to a United States District Judge for all further proceedings. Signed by
Judge Ronald E. Bush. (caused to be mailed to non Registered Participants at
the addresses listed on the Notice of Electronic Filing (NEF) by (jp)

12/20/2013 8 MOTION for Preliminary Injunction Peter J Smith, IV appearing for Plaintiff
Anna Jo Smith. Responses due by 1/13/2014 (Attachments: # 1
Memorandum in Support of Motion for a Preliminary Injunction, # 2
Affidavit of Anna J. Smith in Support of Motion for a Preliminary Injunction,
# 3  Affidavit of Peter J. Smith in Support of Motion for a Preliminary
Injunction, # 4  Exhibit 1 of Affidavit of Peter J. Smith IV, # 5  Exhibit
2 of Affidavit of Peter J. Smith IV, # 6  Exhibit 3 of Affidavit of Peter J.
Smith IV, # 7  Exhibit 4 of Affidavit of Peter J. Smith IV, # 8  Exhibit 5
of Affidavit of Peter J. Smith IV)(Smith, Peter)

12/03/2013 7  NOTICE of Assignment to Magistrate Judge and Requirement for Consent
sent to counsel for Keith B. Alexander, James R. Clapper, James B. Comey,
Charles T. Hagel, Eric H. Holder, Barack H. Obama, Anna Jo Smith re 1
Complaint, 6  Notice of Appearance. Consent/Objection to Magistrate due
by 2/6/2014. (jp)

12/02/2013 6  NOTICE of Appearance by James Jordan Gilligan on behalf of All
Defendants (Gilligan, James)

11/08/2013 5  Summons Issued as to James B. Comey, (Print attached Summons for
service.) (jp)

11/07/2013 4 Civil Cover Sheet re 3  Amended Complaint filed by Anna Jo Smith.
(Attachments: # 1 Summons Def Comey Summons)(Smith, Peter)

11/07/2013 3  AMENDED COMPLAINT against Keith B. Alexander, James R. Clapper,
Charles T. Hagel, Eric H. Holder, Barack H. Obama, James B. Comey, filed
by All Plaintiffs.(Smith, Peter)

06/17/2013 2 Summons Issued as to All Defendants (Print attached Summons for service.)
(Attachments: # 1 Summons 2, # 2 Summons 3, # 3 Summons 4, # 4
Summons 5, # 5 Summons 6)(krb)
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06/12/2013 1  COMPLAINT against All Defendants ( Filing fee $ 400 receipt number
0976-1027809.), filed by All Plaintiffs. (Attachments: # 1  Cover Sheet, #
2  Summons All Summonses Combined)(Smith, Peter)

PACER Service Center
Transaction Receipt

08/22/2014 15:09:52
PACER
Login: ef0084:2543583:0 Client Code:

Description: Docket Report Search
Criteria:

2:13-cv-
00257-BLW

Billable Pages: 8 Cost: 0.80
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