From:

Sent: 25 Apr 2019 15:23:27 +0000
To: —

Subject: RE: Venntel update
Sir
Let me know when it is scheduled for.

Great job!

From: [OTOTIOT ]

Sent: Tuesday, April 23, 2019 1:35 PM

Subject: Venntel update

Vice President - Customer Success)

DHS rep) of Venntel.

They sent a last login report (attached) , and will send the usage report that is generated at the end of
each month.

The trial in Newark and Buffalo just started last week.
Trials generally run 30-45 days, however there is no real time limit and they can extend it on request.
They also have a trial with ERO.

They are getting many requests for the product from ICE.
EISTEIOII .o works it OGS ]

They also work with DHS S&T at the Data Analytics Lab unde_

The contacts there are FBTEIIGTIIN T ST S ]

They are also working with CBP and National Targeting.
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They are located in Sterling, VA and come to PCN often.

They are providing training to the National Gang Unit this Wednesday.

They offered to stop by and give us a demo and instructions on using the product.
| may schedule a meeting for next week.

ICE HSI Office Of Intelligence
Enterprise Services Division
Technology, Innovation, and Project Management Section

202 732
202 590

Warning: This email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE ONL
(U//FOUO) ™ ftsentains information that may be exempt from public release undest€ Freedom of
Information Act (5 U.STC~882). It is to be controlled, stored, handlgd.#rafismitted, distributed, and
disposed of in accordance with DHSpelicy relating to FQII&-fiformation and is not to be released to the
public or other personnel who do not have a yalfRegd-to-know" without prior approval of an authorized
DHS official. No portion of this gmartShould be furnished to-thg media, either in written or verbal form.
If you are not an intended-reCipient or believe you have received this cOrmsunication in error, please do
not print, copyr-TTiransmit, disseminate, or otherwise use this information. Pleasefesm _the sender that
errrcceived this message in error and delete the message from your system.
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From:

Sent: 4 Oct 2019 12:02:10 +0000

To:

Cc:

Subject: RE: Venntel Users on contract Intel 70CMSD18P00000127
Thank you

Fom[PROKO

Sent: Thursday, October 3, 2019 4:42 PM

Subject: Venntel Users on contract Intel 70CMSD18P00000127

These were the people using Venntel on contract Intel 70CMSD18P00000127.

(b)(6);
(L)(7)(C)

License transfer to per direction from

ICE HSI Office Of Intelligence

Enterprise Services Division

Technology, Innovation, and Project Management Section
202 732

202590
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Varming: This email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE O
(U//FOUO). ealains information that may be exempt from public release und reedom of
Information Act (5 U.S.CT It is to be controlled, stored, handled teamSmitted, distributed, and
disposed of in accordance with DHSpekey relating to FOUQ-rformation and is not to be released to the
public or other personnel who do not have a valjib4efd-to-know" without prior approval of an authorized
DHS official. No portion of this emgilstrotild be furnishedto+hg media, either in written or verbal form.
If you are not an intended reetpient or believe you have received this Comsaynication in error, please do
not print, cop ratismit, disseminate, or otherwise use this information. Pleas¢imfarm the sender that
you reeetved this message in error and delete the message from your system.
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From: RRIZUCE
Sent: 2 May 2019 14:34:57 +0000

To: peene ]
Subject: RE: Venntel

Good Mornin-

Senior Project Manager (Team Lead)
Technology, Innovation, and Project Management Section (TIPMS) U.S. Immigration and Customs
Enforcement Homeland Security Investigations/Intelligence

Unciass {STOTBNACT N ]

Office: (202) 732-
Cell: (202) 365-

FI'OITI

Sent Thursday, May 2, 2019 10:26 AM

Subject RE: Venntel

i L B —

Sent: Thursday, May 2, 2019 10:16 AM

To:
Cc:

Subject: RE: Venntel
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ICE HSI Office Of Intelligence
Enterprise Services Division
Technology, Innovation, and Project Management Section

202 732
202 590

rom T
Sent: Thursday, May 2, 2019 9:55 AM
Toh

Subject: Venntel

| was advised that you are the POC for Venntel --- our shop has trial use, but we would love to get

licenses as well.
This tool is phenomenal, so please do keep HSI Buffalo in mind, and let me know if there is anything |

can do to assist.

All the best,

A/Chief Intelligence Officer

Supervisory Intelligence

Department of Homeland Security (DHS)
Homeland Security Investigations (HSI)
Buffalo, NY

716-464 desk
716-818 cell
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(0)(6);
(L)(7)(C)

From: peromo ]

Sent: 11 Feb 2019 12:21:16 +0000

Subject: RE: VENNTEL/SILO
Good morning all,

- my vendor is still coming in... his time will not be affecting with the two hour delay.... If you or

From

Sent Monday, February 11, 2019 7:06 AM

bject: RE: VENNTEL/SILO

| will leave it t but unless you switch it to late in the afternoon, this is the only time a
conference room is available.

s OO —

Date: Monday, Feb 11, 2019, 6:56 AM

r

Subject: FW: VENNTEL/SILO

Please provide an answer ASAP

Sent with BlackBerry Work
(www.blackberry.com)

A OO R —

Date: Monday, Feb 11, 2019, 12:40 AM
To:
Subject: RE: VENNTEL/SILO

We we be still on at the scheduled time on Monday?
There is a 2 hour delay due to the weather by OPM.
| will need to inform the vendor.

ICE HSI Office of Intelligence
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0 (202) 732
C (202) 590

From:
Date: Friday, Feb 08, 2019, 1:40 PM

Subject: FW: VENNTEL/SILO

It’s a go!!
Conference room -from 1100-1300.

please have SILO come in at 1030 ish so that then can set up as soon as the conference
room 18 unoccupied... they can start at 11 and go to 12... VENNTEL can start at 1200 to 1300 ..

-will be sending the invite shortly.....

% All, I believe the vendors will need for time.... I will keep the 10t floor open... the EOC

CR (10th floor) is still pending, but I don’t see them denying it. I will keep it open in case we
need it, and yes, we will need to escort them, but at least we will have a conference room. |
cancelled 10175 from 1400 to 1700.

DDO

Department of Homeland Security

Headquarters, Immigration & Customs Enforcement
Office of Intelligence

Combined Intelligence Unit
Desk: (202) 732_

From:

Sent: Friday, February 08, 2019 1:07 PM
TO:F

Subject: RE: VENNTEL/SILO

| booked .from 1100-1300. It is in-name.
From:[PIEEEIDC ]

Sent: Friday, February 8, 2019 1:03 PM
To:
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Subject: RE: VENNTEL/SILO

For these rooms, we will have to provide escorts. Is there another conference room open?? If not, we
will adjust

Sent with BlackBerry Work
(www.blackberry.com)

From

Date: Friday, Feb 08, 2019, 12:57 PM
To:
Subject: RE: VENNTEL/SILO

She has the EOC CR from 0900 to 1600 (not yet confirmed as approved in the scheduler) and 10175 from
1400 to 1700.

From {RIGEENCTTT]
Sent: Friday, February 8, 2019 12:51 PM
To:
Cc:
Subject: RE: VENNTEL/SILO

Sent with BlackBerry Work
(www.blackberry.com)

fromPEEmE ]
Date: Friday, Feb 08, 2019, 12:01 PM
Subject: VENNTEL/SILO

(PO, OXNC) " ladvised me this morning that SILO will accommodate any date selected by the AD.
The same stands with VENNTEL. I believe it’s best if you tell us the date(s) that the AD will
be/is available, (that is if Monday is a no go).

DDO [EXEEET

Department of Homeland Security
Headquarters, Immigration & Customs Enforcement
Office of Intelligence
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Combined Intelligence Unit
Desk: (202) ?32-
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From: DADC —

Sent: 31 Jan 2019 14:41:12 +0000
To:

Cc:

Subject: RE: VINTEL/SILO Demonstration
Importance: High

Good morning all,

Before we can coordinate multiple demo’s, we need to provide the AD/ERO Managers with
alternate demo dates and times, to accommodate their everchanging schedules. For the
upcoming week of February 4-8, 2019, VENNTEL is available, and able to present the demo at
the PCN, see below.

Since you are the POC re SILO’s accounts, please provide their availability for the upcoming
week of February 4-8, 2019. Once we have optional dates/times for SILO’s demo, we can then
coordin 1 ¢ AD/ERO Managers at the PCN, plus (if feasible) VTC for some in Vermont,
with theWssistance.

**Please advise on or prior to 2/4/19

VENNTEL SILO

Monday, Tuesday and Thursday.

Any time from 0900-1600.

Thank you,

Department of Homeland Security

Headquarters, Immigration & Customs Enforcement
Office of Intelligence

Combined Intelligence Unit
Desk: (202) ?32-
Sent: Tuesday, January 29, 2019 12:47 PM

2021-ICLI-00013 1207



To:
Subject: RE: VINTEL/SILO Demonstration

10-4...

From

Sent: Tuesday, January 29, 2019 12:46 PM
To:
Cc:

Subject: RE: VINTEL/SILO Demonstration

From: [

Sent: Tuesday, January 29, 2019 12:41 PM
To:
Subject: RE: VINTEL/SILO Demonstration

Yes, | will contact him.... | believe he can come to the PCN, would that be okay?

From:[DOTOMC ]

Sent: Tuesday, January 29, 2019 12:39 PM
To:
Cc:

Subject: VINTEL/SILO Demonstration

Good afternoon. Could you please contact COR/Vendor for VINTEL to arrange for a demonstration, at
the request of AD Enforcement.

Looking at a group of ERO Managers at the PCN, plus (if feasible) VTC for some in Vermont.

Please advise on or prior to 2/4/19. Thank you.

Unit Chief

Combined Intelligence Unit

Headquarters, Immigration & Customs Enforcement
Office of Intelligence

(202) 732
ecure)
0 nformation

(202) 732
—thatwmar-treexempr o public release under the Freedom of Information Act (5 US.C. 3327 frivtorbe-contealled -

2021-ICLI-00013 1208



df"aﬂ deliberative, and
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From: (e

Sent: 3 Sep 2019 09:56:41 +0000

Subject: RE: Weekly updates & Items to be completed
Good Morning,
10-4.

Sent with BlackBerry Work
(www.blackberry.com)

From:
Date: Monday, Sep 02, 2019, 12:51 PM

| will be TDY all of next week from 9/8 TO 9/14. With this in mind, | will need you all to ensure
the following items below are completed this week.

1. Palms-Ensure your training is completed

2. WebTA and Leave- Ensure your leave for the holiday season is submitted.
Additionally, any leave you anticipate on taking next week or the following week,
will need to be submitted to me and approved prior to 9/6/2019. I will not approve
any leave if it’s not submitted 5 business days prior to the request date.

3. Divisional Calendar- Ensure all events are placed on the calendar (i.e. Travel,
leave, training, etc.)

4. CCWG 9/10- The working group will need to be canceled since very few people
will be in the office.

5. Bi-weekly report- I will need weekly updates from everyone to update the Bi-
weekly report by 9/6.

6. AD TIPMS way forward meeting- [ will need an update for all of the action

items for the AD meeting.
7. TIPMS Share Point- I will need all of the updates to provide to -
8. CIO HSDN Survey- This will be launched this week.

Below are the weekly updates that | will need for you.

HSDN
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= HSDN Deployments completed

AD Brief

HSDN
HSDN Deployments completed

HSDN

Budget
= Status of ROMs
= JAAs that need escalation
* Funding requests
Tools.
= Silo, Venntel, Babel Street, Tableau (Schedule/Technical/Organizational)
= Need chart for the Bi-Weekly that you provided to
Win 10
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= Deployment updates

PKI-
= PKI training schedules(I need all travel dates and the email
correspondence from the CIOs agreeing to the schedule)
= PKI token appointments (appointments need to be placed on the calendar)
Tools.
= Silo, Venntel, Babel Street, Tableau (Schedule/Technical/Organizational)
Thank you.

Section Chief

Technology, Innovation, and Project Management Section
U.S. Immigration and Customs Enforcement

Homeland Security Investigations/Intelligence

"If everyone is thinking alike, then somebody isn't thinking."
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(0)(6);
(L)(7)(C)

From: PEome |

Sent: 14 Aug 2019 15:39:05 +0000
To:

Subject: RE: Weekly updates

10-4

Senior Project Manager (Team Lead)
Technology, Innovation, and Project Management Section (TIPMS) U.S. Immigration and Customs
Enforcement Homeland Security Investigations/Intelligence
nclass
Office: 732
Cell: (202) 365

From:
Sent: Wednesday, August 14, 2019 11:39 AM
To:

Subject: Weekly updates

All,

| was instructed to provide more thoughtful and thorough updates for the Bi-weekly report. To that end,
| will need you all to provide me weekly updates in the following format below:

HSDN

= HSDN Deployments completed

= Project Risks (Schedule/Technical/Organizational)
= Assistant Director Involvement if needed:
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Misc.
= Project Risks (Schedule/Technical/Organizational)
= Assistant Director Involvement if needed:

HSDN
= HSDN Deployments completed
= Project Risks (Schedule/Technical/Organizational)
= Assistant Director Involvement if needed:

HSDN PKI
* Project Risks (Schedule/Technical/Organizational)
=  Assistant Director Involvement if needed:

Misc.
= Project Risks (Schedule/Technical/Organizational)
= Assistant Director Involvement if needed:

HSDN

= HSDN Deployments completed

= Project Risks (Schedule/Technical/Organizational)
= Assistant Director Involvement if needed:

Budget

= Status of ROMs

= JAAs that need escalation
= Funding requests

= Contractual issues
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= Assistant Director Involvement if needed:

Tools.
= Silo, Venntel, Babel Street, Tableau (Schedule/Technical/Organizational)
= Assistant Director Involvement if needed:

PKI-
= Risks (Schedule/Technical/Organizational)
= PKI training schedule
= Travel schedule
= Assistant Director Involvement if needed:
Tools.
= Silo, Venntel, Babel Street, Tableau (Schedule/Technical/Organizational)
= Assistant Director Involvement if needed:

C-LAN PKI-

= Project Risks (Schedule/Technical/Organizational)
= Assistant Director Involvement if needed:
Misc.

= Project Risks (Schedule/Technical/Organizational)
= Assistant Director Involvement if needed:

Section Chief
Enterprise Services Division

Technology, Innovation, and Project Management Section
U.S. Immigration and Customs Enforcement

Homeland Security Investigations/Intelligence

Unclass

HSDN:
Office(202) 732
Cell (202) 46

"If everyone is thinking alike, then somebody isn't thinking."
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(0)(6);
(L)(7)(C)

From: R

Sent: 18 Jul 2019 19:49:26 +0000

To:

Cc:

Subject: RE: Your Venntel Portal Trial is Ending

eceived the same email today.

or more details.

Please contact|

ICE HSI Office Of Intelligence
Enterprise Services Division
Technology, Innovation, and Project Management Section

202732
202 590
From: [BISTOMCTTTT]

Sent: Thursday, July 18, 2019 3:07 PM
To: Shaw, David W <David.W.Shaw@ice.dhs.gov>
Subject: FW: Your Venntel Portal Trial is Ending

Hey
Thanks so much for setting up our trial account.

thouihts?

Any

From: venntel.com>
Sent: Thursday, July 18, 2019 2:05 PM
T

Subject: Your Venntel Portal Trial is Ending

Helo FTTENTICH

Your complimentary evaluation period with the Venntel Portal is coming to an end.
We hope that you've had the opportunity to experience first-hand the value of
Venntel's verified, multi-sourced location data.

Your account credentials will expire on July 31st, at which point you will no longer

2021-ICLI-00013 1216



be able to access the portal. If you'd like to continue using the Venntel Portal, and
are interested in an annual subscription, please contact us at info@venntel.com.

Best regards,

The Venntel Portal team

Venntel, Inc, 2201 Cooperative Way, Suite 600, Herndon, VA 20171

Unsubscribe Manage preferences
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From: [

Sent: 16 May 2019 18:28:14 +0000

(0)6), L -

(b)(7)(C) Subject: Request for trial license
Please give a trial license to [BISREBAEG
(202) 732

He is the CIO for the new Nashville AOR.

ICE HSI Office Of Intelligence
Enterprise Services Division
Technology, Innovation, and Project Management Section

202 732
202590

2021-ICLI-00013 1218



From:

Sent: 2 Aug 2019 19:17:30 +0000
To:

Subject: software description page
Attachments: software descriptions.xlsx

ICE HSI Office Of Intelligence
Enterprise Services Division
Technology, Innovation, and Project Management Section

202 732
202590

Wirading: This email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE ON

(U//FOUO). Treeafains information that may be exempt from public release undgrtheFreedom of
Information Act (5 U.STC> . It is to be controlled, stored, handled, trs itted, distributed, and
disposed of in accordance with DHSpslicy relating to FOUQ-rfGrmation and is not to be released to the
public or other personnel who do not have a valip=etd-to-know" without prior approval of an authorized
DHS official. No portion of this emailstrotild be furnishettte~thg media, either in written or verbal form.
If you are not an intended xeetpient or believe you have received this Comssuaynication in error, please do
not print, copy-+etrinsmit, disseminate, or otherwise use this information. Pleasemfarm the sender that
yousectived this message in error and delete the message from your system.
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[Link TPOC

BableStreet
Silo
Tableau

Venntel
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From:

Sent: 18 Jun 2019 10:47:42 -0400
To:
Subject: Talk this week

Trying to circle back with you regarding a recent email from _regarding
quotes for portal licenses and would like to chat about current trial accounts within HSI.

Let me know when would be a good time to connect. Happy to come to PCN.

(0)(6);
(L)(7)(C)

Venntel, Inc.
venntel.com

571-247-
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From: e

Sent: 3 Jun 2019 13:45:53 -0500
To:
Subject: This week

Wanted to see if you've had any luck setting something up with your contracts/finance
folks. Would love to see if we can get something moving forward.

Let me know.

(b)(6);
(L)7)(C)

Venntel, Inc.
venntel.com
571-247
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From: |
Sent: :58:03 -0400
To:

Subject: Thursday

Thanks for taking my call. Let me know what time on Thursday works for you.

Sent from my iPhone
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From:

Sent: 16 May 2019 10:42:00 -0400
To:
Subject: Time for a call today

Do you have time for a call today? I'd like to see how the trail is going for you, talk
about the quotes and how to handle requests that are coming in for licenses.

Let me know when would be a good time to talk.

Best,

(b)(6); —
Venntel, Inc.

@wvenntel.com
571-247
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From: [

Sent: 14 Aug 2019 20:30:47 +0000

To:

Subject: TIPMS Bi-Weekly report

Attachments: TIPMS Bi-Weekly report Dave Shaw 8-14-19.docx

Attached is my contribution to the TIPMS Bi-Weekly report.

ICE HSI Office Of Intelligence

Enterprise Services Division

Technology, Innovation, and Project Management Section
202 732

202 590

njng: This email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE ONI-

(U//FOUO) ™ eaqtains information that may be exempt from public release ung reedom of
Information Act (5 U.STCh . It is to be controlled, stored, handled#afismitted, distributed, and
disposed of in accordance with DHSpelicy relating to FQLM-ffiformation and is not to be released to the
public or other personnel who do not have a vali#eafed-to-know" without prior approval of an authorized
DHS official. No portion of this ema#-sfiould be furnishedto~the media, either in written or verbal form.
If you are not an intended-#etipient or believe you have received this cOmmaugication in error, please do
not print, copy-retfansmit, disseminate, or otherwise use this information. PleaseTfes the sender that

gu-reteived this message in error and delete the message from your system.
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TIPMS Bi-weekly report

PKI

Analytic Tools
e Silo
e All HSI CIOs were contacted concerning the distribution of licenses, by
AOR, procured under the new consolidated contract from HQ Intel.
e Tool box and Dark Web licenses were allocated to users according to the
responses from the CIOs.
e Licenses from users underusing Silo were revoked and issued to other
users.
e Notification and Instructions for installing the Silo software were sent to
all new users.
e Geo Location Tools
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(0)(T)(E)

Bable Street

(0)(T)(E)

(0)(T)(E)

e Tableau
[ ]
L ]

- PEEIEI] met with FIPOWOT]

The July usage report was received from the vendor.
Of thep——+Hi ; e not used or the user ogged 1 have
n the last 2 months ver 2 months.

The July license keys-user report was received from the vendor.
The current contract expires 09/19/2020.
ICE’s liaison to DHS S&T for

the monthly Touchpoint meeting.

is presenting a webinar to discuss proposed research of

interest to ICE.
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From: DA

Sent: 19 Jun 2019 14:04:17 -0400
To:
Subject: Tomorrow

o BT

Are you good to meet tomorrow morning at Starbucks near your office? I could meet
around 9am if that works for you.

Let me know.

(b)), =
OINC) e

Venntel, Inc.
venntel.com

T
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(b)(6);
(L)(7)(C)

(b)(6);
(L)(7)(C)

From: Google Calendar on behalf of venntel.com
Sent: 30 Apr 2019 15:03:40 +0000

To: PO.ONC |

Subject: Updated invitation CE/HSI @ Wed May 1, 2019 10:30am -
11:30am (EDT)

Attachments: invite.ics

This event has been changed.

more details »

ICE/HSI
When Wed May 1, 2019 10:30am — 11:30am Eastern Time - New York
Where Changed: 500 12th St SW, Washington, DC 20024, USA (map)

venntel.com - organizer

Going_ Yes - Maybe - No more options »

Invitation from Google Calendar

You are receiving this courtesy email at the account_because you are an

attendee of this event.

To stop receiving future updates for this event, decline this event. Alternatively you can sign up for a Google
account at hitps://www.google.com/calendar/ and control your notification settings for your entire calendar.

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the
guest list, or invite others regardless of their own invitation status, or to modify your RSVP. Learn More.
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From: |

Sent: 30 Apr 2019 16:33:09 +0000
©)6), do:
(L)(7)C)
Subject: Venntel Demo and meeting with Venntel representative

f Venntel has proposed this time to meet with us and demo the product and answer any of our
questions.
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from: Foeme ]

Sent: 2 May 2019 21:32:46 -0400
To: —

Subject: Venntel Portal Training

Venntel Portal Training
Fri, May 3, 2019 11:00 AM - 11:45 AM EDT

Please '|oin mi meetini from iour comiuteri tablet or smartphone.
You can also dial in using your phone.
United States: +1 (571) 317“

Access Code: _

New to GoToMeetini? Get the aii now and be ready when your first meeting starts:

Vice President - tomer Success
703-55
-@Venntel.com
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6/4/2019 iPhones Harvest And Transmit Massive Amounts Of Data While You Sleep | Zero Hedge

iPhones Harvest And Transmit Massive Amounts Of Data While
You Sleep

by Tyler Durden
ﬁ, Thu, 05/30/2019 - 15:05
=

iPhones are surprisingly active in the middle of the night, according to a report by Washington
Post Technology writer, Geoffrey Fowler.

Fowler tracked his iPhone's activity recently, finding that dozens of companies were receiving information
at all hours.

On a recent Monday night, a dozen marketing companies, research firms and other personal
data guzzlers got reports from my iPhone. At 11:43 p.m., a company called Amplitude learned
my phone number, email and exact location. At 3:58 a.m., another called Appboy got a digital
fingerprint of my phone. At 6:25 a.m., a tracker called Demdex received a way to identify my phone
and sent back a list of other trackers to pair up with.

And all night long, there was some startling behavior by a household name: Yelp. It was
receiving a message that included my IP address -— once every five minutes. -WaPo

Also not lost on Fowler was the irony of a January Apple advertisement which claimed "What happens on
your iPhone stays on your iPhone."

iPhone apps passing information in the middle of the night include Microsoft OneDrive, Intuit’s Mint, Nike,
Spotify, The Washington Post and IBM’s the Weather Channel. "One app, the crime-alert service Citizen,

https://www.zerohedge.com/news/201 9-05-30!iphones-hawest-gmqerﬂpmmwhflzgy-sleep 1/5



6/4/2019 iPhones Harvest And Transmit Massive Amounts Of Data While You Sleep | Zero Hedge
shared personally identifiable information in violation of its published privacy policy," Fowler notes.
With the help of privacy firm Disconnect, Fowler encountered over 5,400 trackers in just one week -

mostly within apps, that send his information to third party companies. Over the course of a month, the
unwanted trackers were on track to upload 1.5 gigabytes of data.

"This is your data. Why should it even leave your phone? Why should it be collected by someone when you
don’t know what they’'re going to do with it?" said former NSA researcher Patrick Jackson who is currently
Disconnect's chief technology officer. Jackson used special software to analyze Fowler's iPhone.
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6/4/2019 iPhones Harvest And Transmit Massive Amounts Of Data While You Sleep | Zero Hedge

Patrick Jackson, chief technology officer for Disconnect, hooked columnist
Geoffrey A. Fowler's iPhone into software so they could examine the
personal data flowing out of the phone. (Jlames Pace-Cornsilk/The
Washington Post)

"l know the value of data, and | don’t want mine in any hands where it doesn’t need to be," he said.

In a world of data brokers, Jackson is the data breaker. He developed an app called Privacy Pro that
identifies and blocks many trackers. If you're a little bit techie, | recommend trying the free iOS
version to glimpse the secret life of your iPhone.

Yes, trackers are a problem on phones running Google’s Android, too. Google won’t even let
Disconnect’s tracker-protection software into its Play Store. (Google’s rules prohibit apps that
might interfere with another app displaying ads.)

Part of Jackson’s objection to trackers is that many feed the personal data economy, used to target
us for marketing and political messaging. Facebook’s fiascos have made us all more aware of
how our data can be passed along, stolen and misused — but Cambridge Analytica was just the
beginning.

Jackson’s biggest concern is transparency: If we don’t know where our data is going, how can we
ever hope to keep it private? -WaPo

App Trackers are akin to the cookies used on websites that monitor and report your activity around the
internet. In apps, however, there's virtually no notice that this is happening, and they're difficult to block.

So why do the trackers activate in the middle of the night? Some appmakers set them to harvest data
whenever the phone is plugged in, or they think it won't interfere with other functions. According to Fowler,
"These late-night encounters happen on the iPhone if you have allowed “background app refresh,”
which is Apple’s default."

In the case of Yelp, the company said their app's behavior wasn't actually a tracker, rather, an "unintended
issue" that's been mimicking a tracker. According to the company, Fowler's discovery only affects 1% of
its iOS users, especially those who have made reservations through Apple Maps. "At best, it is shoddy
software that sent Yelp data it didn’t need. At worst, Yelp was amassing a data trove that could be used to
map people’s travels, even when they weren’t using its app,” notes Fowler.

Popular food delivery app DoorDash is another harvesting offender - which uses a tracker called Sift
Science to get a 'fingerprint' of your phone - including device name, model, ad identifier and memory
size, as well as an accelerometer motion reading to help identify fraud (so they say). Three other

https://www.zerohedge.com/news/201 9-05-30}’iphones-hawest-?mqerﬂpmmwhflzgau-sl_eep 3/5



6/4/2019 iPhones Harvest And Transmit Massive Amounts Of Data While You Sleep | Zero Hedge

trackers used by DoorDash monitor the app's performance, including one called Segment which routes
data such as the delivery address, name, email and cell carrier of the phone's owner.

DoorDash’s other five trackers, including Facebook and Google Ad Services, help it understand the
effectiveness of its marketing. Their presence. means Facebook and Google know every time you
open DoorDash,

The delivery company tells me it doesn’t allow trackers to sell or share our data, which is great. But
its privacy policy throws its hands up in the air: “DoorDash is not responsible for the privacy
practices of these entities,” it says.

All but one of DoorDash’s nine trackers made Jackson’s naughty list for Disconnect, which
also powers the Firefox browser’s private browsing mode. To him, any third party that collects and
retains our data is suspect unless it also has pro-consumer privacy policies like limiting data
retention time and anonymizing data. -WaPo

Some of the other companies mentioned, including Microsoft, Nike and the Weather Channel, insist that
their trackers are to improve performance. The Intuit-owned Mint, says it uses Adobe's marketing tracker to
better advertise to Mint users. The Washington Post (awkward) told their employee that the trackers "were
used to make sure ads worked." Spotify simply directed Fowler to their privacy policy.

Citizen, the app for location-based crime reporting, said in their privacy policy that they wouldn't share
"your name or other personally identifying information." When Fowler ran his test, however, he found that
"it repeatedly sent my phone number, email and exact GPS coordinates to the tracker Amplitude.”

It was only after Citizen was contacted about this that they removed the Amplitude tracker.

"We will do a better job of making sure our privacy policy is clear about the specific types of data we share
with providers like these," said Citizen spokesman J. Peter Donald, who added "We do not sell user data. We
never have and never will."

What does Apple have to say about all of this?

Fowler was disappointed at the orgy of data harvesting happening at all hours, and asked "isn't Apple
supposed to be better at privacy?"

"At Apple we do a great deal to help users keep their data private," Apple said in a statement. "Apple
hardware and software are designed to provide advanced security and privacy at every level of the system."

"For the data and services that apps create on their own, our App Store Guidelines require developers to
have clearly posted privacy policies and to ask users for permission to collect data before doing so. When
we learn that apps have not followed our Guidelines in these areas, we either make apps change their
practice or keep those apps from being on the store," said Apple.

Except that Fowler found that very few apps using third-party trackers were actually disclosing the
names of those companies, or how they protect his data.

Getting more deeply involved in app data practices is complicated for Apple. Today’s technology
frequently is built on third-party services, so Apple couldn’t simply ban all connections to outside
servers. And some companies are so big they don’t even need the help of outsiders to track us.

The result shouldn’t be to increase Apple’s power. ‘I would like to make sure they’re not stifling
innovation,” says Andrés Arrieta, the director of consumer privacy engineering at the Electronic
Frontier Foundation. If Apple becomes the Internet’s privacy police, it could shut down rivals. -WaPo

Disconnect's Jackson suggested that Apple might consider adding controls built into the iOS which would
give people more visibility, or require apps to clearly disclose when they're using third-party trackers.

"If | opened the DoorDash app and saw nine tracker notices, it might make me think twice about using
it," concludes Fowler. Indeed.
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While you're sleeping, your iPhone stays busy — snooping on you

BREAKING NEWS
Get ready for the hottest day so far this year. See how high temperatures will soar.

Business > Technology

While you’re sleeping, your
iPhone stays busy — snooping on
you

Apple says, “What happens on your iPhone stays on
your iPhone.” Our privacy experiment showed
5,400 hidden app trackers guzzled our data — in a
single week.

By THE WASHINGTON POST |
PUBLISHED: May 28, 2019 at 10:48 am | UPDATED: May 28, 2019 at 11:27 am

By Geoffrey A. Fowler | The Washington Post
It’s 3 a.m. Do you know what your iPhone is doing?

Mine has been alarmingly busy. Even though the screen is off and I’'m snoring,
apps are beaming out lots of information about me to companies I’ve never
heard of. Your iPhone probably is doing the same — and Apple could be doing
more to stop it.

On a recent Monday night, a dozen marketing companies, research firms and
other personal data guzzlers got reports from my iPhone. At 11:43 p.m., a
company called Amplitude learned my phone number, email and exact location.
At 3:58 a.m., another called Appboy got a digital fingerprint of my phone, At
6:25 a.m., a tracker called Demdex received a way to identify my phone and sent
back a list of other trackers to pair up with.,
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Our data has a secret life in many of the devices we use every day, from talking
Alexa speakers to smart TVs. But we’ve got a giant blind spot when it comes to
the data companies probing our phones.

You might assume you can count on Apple to sweat all the privacy details. After
all, it touted in a recent ad, “What happens on your iPhone stays on your
iPhone.” My investigation suggests otherwise.

IPhone apps I discovered tracking me by passing information to third parties -
just while I was asleep - include Microsoft OneDrive, Intuit’s Mint, Nike,
Spotify, The Washington Post and IBM’s The Weather Channel. One app, the
crime-alert service Citizen, shared personally identifiable information. in.
violation of its published privacy policy.

And your iPhone doesn’t feed data trackers only while you sleep. In a single
week, I encountered over 5,400 trackers, mostly in apps, not including the
incessant Yelp traffic. According to privacy firm Disconnect, which helped test
my iPhone, those unwanted trackers would have spewed out 1.5 gigabytes of
data over the span of a month. That’s half of an entire basic wireless service
plan from AT &T.

“This is your data, why should it even leave your phone? Why should it be
collected by someone when you don’t know what they’re going to do with it?”
says Patrick Jackson, a former National Security Agency researcher who is chief
technology officer for Disconnect. He hooked my iPhone into special software so
we could examine the traffic. “I know the value of data, and I don’t want mine in
any hands where it doesn’t need to be.”

In a world of data brokers, Jackson is the data breaker. He developed an app
called Privacy Pro that identifies and blocks many trackers. If you’re a little bit
techie, I recommend trying the free iOS version to glimpse the secret life of your
iPhone.

Yes, trackers are a problem on phones running Google’s Android, too. Google
won’t even let Disconnect’s tracker-protection software into its Play Store.
(Google’s rules prohibit apps that might interfere with another app displaying
ads.)

Part of Jackson’s objection to trackers is that many feed the personal data
economy, used to target us for marketing and political messaging. Facebook’s
fiascos have made us all more aware of how our data can be passed along, stolen
and misused — but Cambridge Analytica was just the beginning.
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Patrick Jackson, chief technology officer for Disconnect, hooked
columnist Geoffrey A. Fowler’s iPhone into software so they could
examine the personal data flowing out of the phone. (James Pace-
Cornsilk/The Washington Post)

The app gap

App trackers are like the cookies on websites that slow load times, waste battery
life and cause creepy ads to follow you around the Internet. Except in apps,
there’s little notice trackers are lurking and you can’t choose a different browser
to block them.

Why do trackers activate in the middle of the night? Some app makers have
them call home at times the phone is plugged in, or think they won’t interfere
with other functions. These late-night encounters happen on the iPhone if you
have allowed “background app refresh,” which is Apple’s default.

With Yelp, the company says the behavior I uncovered wasn’t a tracker but
rather an “unintended issue” that’s been acting like a tracker. Yelp thinks my
discovery affects 1 percent of its users, particularly those who’ve made
reservations through Apple Maps. At best, it is shoddy software that sent Yelp
data it didn’t need. At worst, Yelp was amassing a data trove that could be used
to map people’s travels, even when they weren’t using its app.

A more typical example is DoorDash, the food-delivery service. Launch that app,
and vou’re sending data to nine third-party trackers — though vou’d have no wav
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App makers often use trackers because they’re shortcuts to research or revenue.
They run the gamut from innocuous to insidious. Some are like consultants that
app makers pay to analyze what people tap on and look at. Other trackers pay
the app makers, squeezing value out of our data to target ads.

In the case of DoorDash, one tracker called Siftscience gets a fingerprint of your
phone (device name, model, ad identifier and memory size) and even
accelerometer motion data to help identify fraud. Three more trackers help
DoorDash monitor app performance - including one called Segment that routes
onward data including your delivery address, name, email and cell carrier.

DoorDash’s other five trackers, including Facebook and Google Ad Services, help
it understand the effectiveness of its marketing. Their presence means Facebook
and Google know every time you open DoorDash.

The delivery company tells me it doesn’t allow trackers to sell or share our data,
which is great. But its privacy policy throws its hands up in the air: “DoorDash is
not responsible for the privacy practices of these entities,” it says.

All but one of DoorDash’s nine trackers made Jackson’s naughty list for
Disconnect, which also powers the Firefox browser’s private browsing mode. To
him, any third party that collects and retains our data is suspect unless it also
has pro-consumer privacy policies like limiting data retention time and
anonymizing data.

Microsoft, Nike and The Weather Channel told me they were using the trackers I
uncovered to improve performance. Mint, owned by Intuit, said it uses an Adobe
marketing tracker to help figure out how to advertise to Mint users. The Post
said its trackers were used to make sure ads work. Spotify pointed me to its
privacy policy.

Privacy policies don’t necessarily provide protection. Citizen, the app for
location-based crime reports, published that it wouldn’t share “your name or
other personally identifying information.” Yet when I ran my test, I found it
repeatedly sent my phone number, email and exact GPS coordinates to the
tracker Amplitude.

After I contacted Citizen, it updated its app and removed the Amplitude tracker.
(Amplitude, for its part, says data it collects for clients is kept private and not
sold.)

“We will do a better job of making sure our privacy policy is clear about the
specific tvnes of data we share with nroviders like these.” Citizen snokesman I.

https://www.mercurynews.com/2019/05/28/while-youre-sleepin gz@gpri ql@m;ﬁwl@ sy122 43

4/7



6/4/2019
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As Jackson kept reminding me: “This is your data.”

What
happens
on your
iPhone,

stays
on your
iPhone.

A billboard advertising Apple’s iPhone privacy is displayed during CES
2019 in Las Vegas. (David Becker/Getty Images)

The letdown

What disappoints me is that the data free-for-all I discovered is happening on
an iPhone. Isn’t Apple supposed to be better at privacy?

“At Apple we do a great deal to help users keep their data private,” the company
says in a statement. “Apple hardware and software are designed to provide
advanced security and privacy at every level of the system.”

In some areas, Apple is ahead. Most of Apple’s own apps and services take care
to either encrypt data or, even better, to not collect it in the first place. Apple
offers a privacy setting called “Limit Ad Tracking” (sadly off by default) which
makes it a little bit harder for companies to track you across apps, by way of a
unique identifier for every iPhone.

And with i0S 12, Apple took shots at the data economy by improving the
“intelligent tracking prevention” in its Safari web browser.

Yet these days, we spend more time in apps. Apple is strict about requiring apps
to get permission to access certain parts of the iPhone, including your camera,

microphone, location, health information, photos and contacts. (You can check
and change those permissions under privacy settings.) But Apple turns more of
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“For the data and services that apps create on their own, our App Store
Guidelines require developers to have clearly posted privacy policies and to ask
users for permission to collect data before doing so. When we learn that apps
have not followed our Guidelines in these areas, we either make apps change
their practice or keep those apps from being on the store,” Apple says.

Yet very few apps I found using third-party trackers disclosed the names of
those companies or how they protect my data. And what good is burying this
information in privacy policies, anyway? What we need is accountability.

Getting more deeply involved in app data practices is complicated for Apple.
Today’s technology frequently is built on third-party services, so Apple couldn’t
simply ban all connections to outside servers. And some companies are so big
they don’t even need the help of outsiders to track us.

The result shouldn’t be to increase Apple’s power. “I would like to make sure
they’re not stifling innovation,” says Andrés Arrieta, the director of consumer
privacy engineering at the Electronic Frontier Foundation. If Apple becomes the
Internet’s privacy police, it could shut down rivals.

Jackson suggests Apple could also add controls into iOS like the ones built into
Privacy Pro to give everyone more visibility.

Or perhaps Apple could require apps to label when they’re using third-party
trackers. If I opened the DoorDash app and saw nine tracker notices, it might
make think twice about using it.

Report an error
Policies and Standards
Contact Us

E] The Trust Project

Tags: Apple, iPhone, Morning Wire, Privacy, Smartphone

The Washington Post
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From: L

Sent: 26 Jun 2019 16:46:13 +0000

To: poene
Subject: RE: procurement question

Thank you.

C!ie!, Commercua’ an! A!ministrative Law Division

ICE, Office of the Principal Legal Advisor
p: 202.732
c: 202.904

Your time is limited, so don’t waste it living someone else’s life. Don’t be trapped by dogma = which is living with the results of other people’s
thinking. Don’t let the noise of others’ opinions drown out your own inner voice. And most important, have the courage to follow your heart
and intuition. — Steve lobs

*** \Warning *** Attorney/Client Privilege *** Attorney Work Product ***
This communication and any attachments may contain confidential and/or sensitive attorney/client privileged information or attorney work
product and/or law enforcement sensitive information. It is not for release, review, retransmission, dissemination, or use by anyone other than
the intended recipient. Please notify the sender if this email has been misdirected and immediately destroy all originals and copies.
Furthermore do not print, copy, re-transmit, disseminate, or otherwise use this information. Any disclosure of this communication or its
attachments must be approved by the Office of the Principal Legal Advisor, U.S. Immigration and Customs Enforcement. This document is for
INTERNAL GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of Information Act, 5 USC §§ 552(b)(5), (b)(7).

From:
Sent: Friday, June 21, 2019 5:29 PM
To:

Subject: FW: procurement question
FYSA-No OPLA reviews.

V/r,

Associate Legal Advisor

Office of the Principal Legal Advisor

U.S. Immigration and Customs Enforcement
Department of Homeland Security

Desk: (214) 90

Email:

*** Warning *** Attorney/Client Privilege *** Attorney Work Product ***

This communication and any attachments may contain confidential and/or sensitive attorney/client
privileged information or attorney work product and/or law enforcement sensitive information. It is not
for release, review, retransmission, dissemination, or use by anyone other than the intended recipient.
Please notify the sender if this email has been misdirected and immediately destroy all originals and
copies. Furthermore do not print, copy, re-transmit, disseminate, or otherwise use this information. Any
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disclosure of this communication or its attachments must be approved by the Office of the Principal
Legal Advisor, U.S. Immigration and Customs Enforcement. This document is for INTERNAL
GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of Information Act, 5
USC §§ 552(b)(5), (b)(7).

FromFOET ]

Date: Friday, Jun 21, 2019, 12:14 PM

Subject: RE: procurement question

Contract/Agreement | Order/Call | Attachment/Supporting | Une | Award |

Number » Number Documents Items | Type | Award Date | Buyer
7OCMSD19P00000043 | View Files View PO 05/23/ 2019

WSDlleT View Flles View [ PO I 02/15/2019

70CMSD18P00000127 View Flles View PO 08/07/2018

Let me know if you need other information.

Investigations & Operations Support Dallas (10SD)
Section Chief | Contracting Officer (HSI-West)

DHS | ICE | Office of Acquisition Management (OAQ)
Phone: 214-90
Email

From [EXSHENEI

Sent: Friday, June 21, 2019 11:45 AM

D —
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Subject: FW: procurement question

V/r,

Assoc!ate Lega‘ A!v!sor

Office of the Principal Legal Advisor

U.S. Immigration and Customs Enforcement
Department of Homeland Security

Desk: (214) 905

Email:

*** Warning *** Attorney/Client Privilege *** Attorney Work Product ***

This communication and any attachments may contain confidential and/or sensitive attorney/client
privileged information or attorney work product and/or law enforcement sensitive information. It is not
for release, review, retransmission, dissemination, or use by anyone other than the intended recipient.
Please notify the sender if this email has been misdirected and immediately destroy all originals and
copies. Furthermore do not print, copy, re-transmit, disseminate, or otherwise use this information. Any
disclosure of this communication or its attachments must be approved by the Office of the Principal
Legal Advisor, U.S. Immigration and Customs Enforcement. This document is for INTERNAL
GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of Information Act, 5
USC §§ 552(b)(5), (b)(7).

From DEIDMO

Date: Thursday, Jun 20, 2019, 4:34 PM
To

Subject: procurement question

C!ie!, Commercial and A!ministrative Law Division

ICE, Office of the Principal Legal Advisor
p: 202.732
c: 202.904
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Your time is limited, so don’t waste it living someone else’s life. Don’t be trapped by dogma — which is living with the results of other people’s
thinking. Don’t let the noise of others’ opinions drown out your own inner voice. And most important, have the courage to follow your heart
and intuition. - Steve Jobs

*** Warning *** Attorney/Client Privilege *** Attorney Work Product ***
This communication and any attachments may contain confidential and/or sensitive attorney/client privileged information or attorney work
product and/or law enforcement sensitive information. It is not for release, review, retransmission, dissemination, or use by anyone other than
the intended recipient. Please notify the sender if this email has been misdirected and immediately destroy all originals and copies.
Furthermore do not print, copy, re-transmit, disseminate, or otherwise use this information. Any disclosure of this communication or its
attachments must be approved by the Office of the Principal Legal Advisor, U.S. Immigration and Customs Enforcement. This document is for
INTERNAL GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of Information Act, 5 USC §§ 552(b)(5), (b)(7).
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From:

Sent: 27 Aug 2019 16:08:53 +0000

To:

Cc:

Subject: FW: Legal Review request ICO Single Award BPA (LES) Geolocation Subscription
Services

Attachments: 09.05_Successful Offer_Oral Quotation_Babel Street.pdf, 11.04_Award

Summary Final.doc, 12.01_Draft Award.pdf, 12.04_CAR.pdf, 12.05_CO & Level Above Review.pdf,

12.06_QAD Review.pdf, 12.07_OPLA Review.doc, 12.07_OPLA Review(calds).doc, 11.04_Award
Summary Final(cald).doc

Thanks.

V/r,

Associate Legal Advisor

Office of the Principal Legal Advisor

U.S. Immigration and Customs Enforcement
Department of Homeland Security

Desk: (214) 905
Email:

*** Warning *** Attorney/Client Privilege *** Attorney Work Product ***

This communication and any attachments may contain confidential and/or sensitive attorney/client
privileged information or attorney work product and/or law enforcement sensitive information. It is not
for release, review, retransmission, dissemination, or use by anyone other than the intended recipient.
Please notify the sender if this email has been misdirected and immediately destroy all originals and
copies. Furthermore do not print, copy, re-transmit, disseminate, or otherwise use this information.
Any disclosure of this communication or its attachments must be approved by the Office of the Principal
Legal Advisor, U.S. Immigration and Customs Enforcement. This document is for INTERNAL

GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of Information Act, 5
USC §§ 552(b)(5), (b)(7).

From

Sent: Monday, August 26, 2019 11:02 AM
To
Cc;

Subject: Legal Review request ICO Single Award BPA (LES) Geolocation Subscription Services
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(b)(6);
(L)(7)(C)

Please perform a legal review of the BPA Award and supporting documentation.

Thank you,

vestigations & Operations Support Dallas | Contracting Officer
DHS | ffice of Acquisition Management (OAQ)

Phone: 214-905
Email:

Information contained in this email and any attachments may include “source selection information.” Unauthorized disclosure of source selection
information is prohibited by Subsection 27(a) of the Office of Federal Procurement Policy Act (the Procurement Integrity Act)(41 U.S.C. §
2102). Release of information both before and after award may also be prohibited by the Privacy Act (5 U.S.C. § 552(a), the Trade Secrets Act
(18 U.S.C. § 1905), and other laws (together referred to as “Acts”™). Criminal and civil penalties, and administrative remedies, may apply to
conduct that violates these Acts. Contact the contracting officer prior to sharing the contents of this e-mail, or any attachments, with any non-
recipient.
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Geolocation Support Services Oral Quotation
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From: _@ba belstreet.com>

Sent: Tuesday, August 20, 2019 9:38 AM
To:
Subject: Re: Follow up on Locate X and new product mix discussion

HEOOeT]
It would be #2. The 5 year period would total_

V/r,

Sales Executive — Federal Civilian
Direct: 703-520
Mobile: 347-36
www.babelstreet.com

Washington D.C. | London | Canberra | San Francisco

From:
Date: Tuesday, August 20, 2019 at 10:30 AM

To:PEIBME"" T a@babelstreet.com>

Subject: RE: Follow up on Locate X and new product mix discussion

| just wanted to clarify your quote.

1
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Thanks,

Investigations & Operations Support Dallas | Contracting Officer
DHS | ICE | Office of Acquisition Management (OAQ)
Phone: 214-90 Fax: 214-905-5568

Information contained in this email and any attachments may include “source selection information.” Unauthorized disclosure of source selection information is
prohibited by Subsection 27(a) of the Office of Federal Procurement Policy Act (the Procurement Integrity Act)(41 U.S.C. § 2102). Release of information both before
and after award may also be prohibited by the Privacy Act (5 U.S.C. § 552(a), the Trade Secrets Act (18 U.S.C. § 1905), and other laws (together referred to as
“Acts”). Criminal and civil penalties, and administrative remedies, may apply to conduct that violates these Acts. Contact the contracting officer prior to sharing the
contents of this e-mail, or any attachments, with any non-recipient.

From:[BEIBME) " T|@babelstreet.com>

Sent: Monday, August 19, 2019 2:07 PM

Tom
Subject: Re: Follow up on Locate X and new product mix discussion

Per our conversation last week, I've attached the updated market research. This includes updated pricing and reflects
the “true” cost of Locate X independent of any Babel X subscriptions. | hope this simplifies things and let me know if you
have any questions.

V/r,

Sales Executive — Federal Civilian
Direct: 703-520
Mobile: 347-36
www.babelstreet.com
Washington D.C. | London | Canberra | San Francisco

From:

Date: Thursday, August 15, 2019 at 11:06 AM

To:[PEIBMET P babelstreet.com>

Subject: RE: Follow up on Locate X and new product mix discussion
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(b)(6);

perations Support Dallas | Contracting Officer
ice of Acquisition Management (OAQ)
Fax: 214-905-5568

Information contained in this email and any attachments may include “source selection information.” Unauthorized disclosure of source selection information is
prohibited by Subsection 27(a) of the Office of Federal Procurement Policy Act (the Procurement Integrity Act)(41 U.S.C. § 2102). Release of information both before
and after award may also be prohibited by the Privacy Act (5 U.S.C. § 552(a), the Trade Secrets Act (18 U.S.C. § 1905), and other laws (together referred to as
“Acts™). Criminal and civil penalties, and administrative remedies, may apply to conduct that violates these Acts. Contact the contracting officer prior to sharing the
contents of this e-mail, or any attachments, with any non-recipient.

From:
Sent: Thursday, August 15, 2019 6:57 AM

T ——

Subject: FW: Follow up on Locate X and new product mix discussion
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Frombabelstreet.com>
Sent: Thursday, August 8, 2019 1:24 PM
To

Cc: babelstreet.com>;[BXSRBNMCINN babelstreet.com>

Subject: Re: Follow up on Locate X and new product mix discussion

Updated copy attached. We’ve included pricing for Locate X standalone. The 3™ table in section Q5 reflects pricing for
Locate X should you decide not to execute on another option year. Feel free to give me a call if you have any questions
on the attached

V/r,

Sales Executive — Federal Civilian
Direct: 703-520
Mobile: 347-36
www.babelstreet.com

Washington D.C. | London | Canberra | San Francisco

From: [DEEBMETTTTT  @babelstreet.com>

Date: Thursday, August 8, 2019 at 9:57 AM

To:
Cc: babelstreet.com> babelstreet.com>

Subject: Re: Follow up on Locate X and new product mix discussion

Per our conversation I've included the revision we discussed. | will give you a call shortly.

V/r,

Sales Executive — Federal Civilian
Direct: 703-520
Mobile: 347-36
www.babelstreet.com
Washington D.C. | London | Canberra | San Francisco

A I —

Date: Thursday, August 8, 2019 at 8:47 AM
To; pbabelstreet.com>

4
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Cc:_J babelstreet.c0m>,-J babelstreet.com>

Subject: RE: Follow up on Locate X and new product mix discussion

Sir,
Can you give me a quick call.. | have some questions about the quote provided.

Thanks!

Vv/r

Office| (202)73
Cell| (202)421-

From_ﬂbabelstreet.com>

Sent: Tuesday, August 6, 2019 10:31 AM
To:
Cc:

babelstreet.com>

@babelstreet cor> FRTENICTINN]

Subject: Re: Follow up on Locate X and new product mix discussion

Good Morning-

Attached is the completed market research document. Please let us know if you have any questions regarding the
information provided. As always, we appreciate the opportunity to support ICE’s missions anyway we can.

V/r,

Sales Executive — Federal Civilian
Direct: 703-520
Mobile: 347-366]
www.babelstreet.com
Washington D.C. | London | Canberra | San Francisco

From
Date: Thursday, August 1, 2019 at 10:25 AM

To:_J babelstreet.com>
Cc babelstreet.com> [PICHONMCINNNE babelstreet.com:>, [BIERBMIETN

Subject: RE: Follow up on Locate X and new product mix discussion

The Government, ICE Office of Intelligence would like to request some addition information to the quote
previously provided. Please complete the attached document and submit to all at your earliest convenience
but not later than 6 August 2019, 12:00pm.

5
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Please feel free to contact me with any questions and/or concerns.

Sincerely!!
Vv/r

Office| (202)7-
Cell| (202)421

From@EIBAEC) " a@babelstreet.com>

Sent: Thursday, July 11, 2019 3:36 PM

ToPOONO ]
Cc:—@ babelstreet.com>;_@babelstreet.com>

Subject: Re: Follow up on Locate X and new product mix discussion

B

FYSA, our operations team is actively working on your request. You should expect to receive the final cost estimate
directly from Thundercat by the end of COB tomorrow. In the meantime if you have any questions feel free to reach out.

V/r,

Sales Executive — ral Civilian

Direct: 703-520

Mobile: 347-36

Washington D.C. | London | Canberra | San Francisco

From:
Date: Thursday, July 11, 2019 at 12:19 PM

To BNl bobelstreet.com > BB NG babelstreet.com>

Cc:PERPMETT @ babelstreet.com> B)T)E)

Subject: RE: Follow up on Locate X and new product mix discussion

b)(7)(E)

Can | please request a cost estimate for an additional abel X licenses (total with any applicable discount. Your
attention to this for a iuick turn-around would be greatly appreciated.
Thanks!
V/r
6
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Office| (202)7

cel 0oy o]

From:_afJ babelstreet.com>

Sent: Tuesday, July 9, 2019 9:07 AM

To babelstreet.com>
Cc: babelstreet.com>;

Subject: Re: Follow up on Locate X and new product mix discussion

Hello,

| apologize for the delayed response. | am contacting all of the users today regarding updates to the Mobile Application.
ﬁ will be sure to loop you in on those emails as well to assist with the communication flow.

Thank you,

Senior Solutions Specialist - Federal Civil
Babel Street
Mobile: 443-340
www.babelstreet.com

Washington D.C. / London / Canberra / San Francisco

The information transmitted, including any attachments, is intended only for the person or entity to which it is addressed and may
contain business proprietary material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance
upon, this information by persons or entities other than the intended recipient is prohibited, and all liability arising therefrom is
disclaimed. If you received this in error, please contact the sender and delete the material from any computer. This information may
come from Babel Street or one of its subsidiaries.

From: [

Date: Wednesday, July 3, 2019 at 8:13 AM

To babelstreet.com>
Cc ba belstreet.com-ba belstreet.com>,_

EEEMENoice.dhs.gov>

Subject: RE: Follow up on Locate X and new product mix discussion

Good morning

Sorry for the late response and the communication “fall-off.” | sure you can imagine the business of our weeks
lately. Anyway please see my responses below.
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Vv/r

Office| (202)7
Cell| (202)421

From: babelstreet.com>

Sent: Tuesday, July 2, 2019 1:33 PM

babelstreet.com> ba belstreet.com>_

Subject: Follow up on Locate X and new product mix discussion

B |

Just left a v-mail and want to follow up with an e-mail on a few topics:

8
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All the best and thank you for the opportunity to support HSI. Hope you have a great 4" of July!

V/R,

SVP — Federal Civil
Babel Street

Mobile: 202-82
www.babelstreet.com
Washington D.C. | London | Canberra | San Francisco

The information transmitted, including any attachments, is intended only for the person or entity to which it is addressed and may contain business
proprietary material. Any review, refransmission, dissemination or other use of, or taking of any action in reliance upon, this information by persons or
entities other than the intended recipient is prohibited, and all liability arising therefrom is disclaimed. If you received this in error, please contact the
sender and delete the material from any computer. This information may come from Babel Street or one of its subsidiaries.
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CONTRACT ACTION REVIEW (CAR)

DATE SUBMITTED CONTRACT/ORDER NO.
LIST ANY SUPPORTING DOCUMENTS THAT SHOULD BE UPLOADED IN THE
FILE PER THIS ACTION AND ARE NOT SPECIFIED ON THE FILE CHECKLIST
08/21/2019 70CMSD19A00000007

BPA Award

MODIFICATION # RFQ/RFP NO.

NA N/A

CONTRACTING OFFICER REVIEW

CONTRACTING OFFICER REVIEW COMMENTS CONTRACT SPECIALIST COMMENT RESOLUTION

Corrected.

Corrected.

*¥* LEVEL TWO REVIEWER (Printed name and position) Required if > §500,000 SIGNATURE

Approved
_ Unit Chief v |Approved — See Comments
Not Approved — See Comments

*LEVEL ONE REVIEWER (Printed name and position)

SIGNATURE

¢ |Approved

_ Section Chief Approved — See Comments

Not Approved — See Comments

CONTRACT SPECIALIST (Printed name) SIGNATURE

_ Contracting Officer

Version 2 5/2017

Page  of
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CONTRACT ACTION REVIEW (CAR) cowr

CONTRACTING OFFICER REVIEW COMMENTS CONTRACT SPECIALIST COMMENT RESOLUTION

Version 2 5/2017 Page of
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Document Routing Form

) and Customs
Enforcement

Date:8/21/2019

Purpose: [_|Congressional [_]DHS [MRoutine [_JFYI

From:

Office: 108D

Telephone No: 21¢90-

Subject Title:

SharePoint Tracking No:

BPA Award ICO 70CMSD19A00000007 Geolocation Subscription Services "For Official Use Law - Enforcement Sensitive"

Comments:

nﬁ’equired Concurrences Before Routing to the Office of the Director

Name Extension Office Action Requested | Initial
0AQ, Contracting Officer 0AQ-CO Xconcur [Isign
0AQ, Section Chief OAQ-Section Chief |[X]Concur []sign
0AQ, Unit Chief OAQ-Unit Chief Kconcur [Jsign
QAD, Proc. Analyst QAD Policy Review []Concur []sign

Date Comments

/21119
/22119 |

8/22/19 ‘
8/26/19 ‘

concur [sign

Off.-'ce of the Director Concurrences

Name

Action Requested | Initial | Date |

Comments

ICE Director’s Office
ICE Management and Administration

Special Assistant [BXGEBINEC) ] [concur [sign
Special Assistan DConcur |:]Sign
ﬂ [Cconcur [Isign
DCosS for DD_ [concur [sign
CoS for DD [Jconcur []sign
Senior Advisof®)©), | [Jconcur [sign
Deputy Chief of Staff [lconcur [Isign
Chief of Staffm‘ Clconcur [sign
SOPD Deputy Director Peter Edge [Jconcur |:]5ign
SOPD Director Thomas Homan [Jconcur [Isign

Version Revised: April 2018
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From: [

Sent Monday, August 26, 2019 10:15 AM

To:

Cc: OAQQAD;

Subject: QAD Review - PreAward BPA for Geolocation Subscription Services - Babel -
Attachments: 11.04_Award Summary Final - QAD Comments.doc; 12.01_Draft Award - QAD

Comments.pdf; Routing Sheet_Award Review - QAD Initials.pdf

Good Morning-

| reviewed the pre-award documents using track changes or made notes in the PDF. This is an advisory review and does not require a
disposition of comments except for the file. Please copy me on your submission for OPLA review.

Let me know of any questions.

M

Recommended:
5) n/a

Thank you!

Contracting Officer
Acquisition Innovation Advocate (AlA)

DHS | ICE | OAQ, | Quality Assurance Division (QAD)
0:202-73
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REQUEST FOR LEGAL REVIEW

REQUEST DATE CONTRACT SPECIALIST TELEPHONE NO.
8/26/2019 _ 21 4-905-
DIVISION/OFFICE CONTRACTING OFFICER TELEPHONE NO.
10SD _ 2 14-905-
ACQUISITION DOCUMENT NO. CONTRACTOR

70CMSD19A00000007 Babel Street, Inc.

CONTRACTING OFFICER’S COMMENTS RE)

Single Award BPA under FAR Part 13.
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REQUEST FOR LEGAL REVIEW

REQUEST DATE CONTRACT SPECIALIST TELEPHONE NO.
DIVISION/OFFICE CONTRACTING OFFICER TELEPHONE NO.
05D peETe ] 214505 T
ACQUISITION DOCUMENT NO. CONTRACTOR

70CMSD19A00000007

Babel Street, Inc.

CONTRACTING OFFICER’S COMMENTS

Single Award BPA under FAR Part 13.

ATTORNEY’S COMMENTS
(b)(5)

DATE: 8/27/2019
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Source Selection Sensitive IAW FAR 3.104 Page 2 of 3
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12. Procurement Actions

a. AcquisitionPlan No X  Yes

b. Award Number: 70CMSDI19A00000007

Approved by:

L Date

Contracting Officer

Source Selection Sensitive [AW FAR 3.104
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JUSTIFICATION FOR OTHER THAN FULL AND OPEN
COMPETITION
SOLE SOURCE

REQ # 192119VHQNGUO0001

In accordance with the requirements of Federal Acquisition Regulation (FAR) Subpart
16.505(b) (1) (ii), the competition requirements in FAR Part 6 and the policies in FAR
Part 15.3 do not apply to the ordering process for acquisitions conducted under multiple
award contracts. However, this justification is prepared per FAR 16.505(b) (2) (ii). Only
one awardee is capable of providing the supplies or services required at the level of
quality required because the supplies or services ordered are unique or highly specialized.

1. Agency and Contracting Activity:

U.S. Department of Homeland Security (DHS)
Immigration and Customs Enforcement (ICE)
Office of Acquisition Management (OAQ-Dallas)
7701 North Stemmons Freeway

Dallas, Texas 75247

2. Nature and/or Description of the Action Being Approved:

This is a “Sole Source Justification” for Software licenses.

Proposed Vendor- Venntel Inc

2201 Cooperative Way

Herndon, VA 20171

Attn:FOTBRCIII v cnntel.com

Total Amount- _

Quantity- -

3. Description of Supplies/Services:

1
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4. Identification of Statutory Authority Permitting Other than Full and Open
Competition:

Federal Acquisition Regulation (FAR) 16.505(b)(2)(1)(B) authorizes the exception to fair
opportunity when “Only one awardee is capable of providing the supplies or services
required at the level of quality required because the supplies or services ordered are
unique or highly specialized.” The competition requirements in FAR Part 6 and the
policies in FAR Part 15.3 do not apply to the ordering process for acquisitions conducted
under multiple award contracts under FAR Part 16. This justification is prepared per FAR
16.505(b)(2)(i1).

5. Demonstration That the Nature of the Acquisition Requires the Use Of The
Authority Cited:

The use of the sole source vendor for the software license in the acquisition process is
essential to the Government’s requirements. thereby precluding consideration from any
other vendor. To support the following requirements.

A-

2
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6. Efforts to Obtain Competition:

This is a sole source justification for the software license. The proposed vendor and
market research are outlined within this document.

7. Determination by the Contracting Officer That the Anticipated Cost To The
Government Will Be Fair and Reasonable:

The anticipated price offered by the vendor is fair and reasonable based on the immediate need
for HSI special agents, and TFOs assigned to HSI TOC units, to deploy critical equipment that
will enhance officer and public safety.

Ultimately; The Contracting Officer will evaluate the fairness and reasonableness of the
proposed price.

8. Description of Market Research

It was determined that Venntel, Inc. was the only suitable vendor for ICE purposes based
upon the Agency’s immediate need to equip personnel assigned to HSI TOC units with
these critical officer and public safety tools.

9. Any Other Facts Supporting the Use of Other than Full and Open Competition

10. A Listing of the Sources, If Any, That Expressed In Writing an Interest In The

Acquisition
At this time, we have not located any other vendors that provide this capability.

11. A Statement of the Actions, If Any, the Agency May Take To Remove or Overcome
Any Barriers to Competition before Any Subsequent Acquisition for Supplies or
Services Required:

HSI will continue to do market research and look for any competitive and cost effective
measures that can satisfy the agency’s future needs for this type of procurement.

3
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12. CERTIFICATIONS

I certify that this requirement meets the Government’s minimum need and that the
supporting data, which forms a basis for this justification, is complete and accurate:

Requirements/Technical Personnel:

Name Date

Contracting Officer:

This justification is accurate and complete to the best of my knowledge and belief.

Date: 2019.02.13 14:14:33-06'00' Date
Contracting Officer

4
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From:

Sent: 20 Jun 2019 21:34:25 +0000
To:
Subject: procurement question

Did anyone work an HSI contract for Venntel Subscription Services? They provide geolocation/historical
data to LEAs use to track mobile devices within a specific location.

Chief, Commercial and Administrative Law Division
ICE, Office of the Principal Legal Advisor

p: 202.732

c: 202.904.

Your time is limited, so don’t waste it living someone else’s life. Don’t be trapped by dogma = which is living with the results of other people’s
thinking. Don’t let the noise of others’ opinions drown out your own inner voice. And most important, have the courage to follow your heart
and intuition. — Steve Jobs

*** Warning *** Attorney/Client Privilege *** Attorney Work Product ***
This communication and any attachments may contain confidential and/or sensitive attorney/client privileged information or attorney work
product and/or law enforcement sensitive information. It is not for release, review, retransmission, dissemination, or use by anyone other than
the intended recipient. Please notify the sender if this email has been misdirected and immediately destroy all originals and copies.
Furthermore do not print, copy, re-transmit, disseminate, or otherwise use this information. Any disclosure of this communication or its
attachments must be approved by the Office of the Principal Legal Advisor, U.S. Immigration and Customs Enforcement. This document is for
INTERNAL GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of Information Act, 5 USC §§ 552(b)(5), (b)(7).
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www.fpds.gov

List of contracts matching your search criteria

Contract ID:
Modification Number:
Award/IDV Type:

Date Signed:
Contracting Agency ID:

Contracting Office Name:

7OCMSD18P0O0000127
0

PO Purchase Order
Aug 7, 2018

7012

MISSION SUPPORT DALLAS

Reference IDV:
Transaction Number:
Action Obligation (%):
Solicitation Date:

Contracting Agency:

PSC Type:

0
$1%0,000.00

U.S. IMMIGRATION AND
CUSTOMS ENFORCEMENT

5

PSC: D317 PSC Description: IT AND TELECOM- WEEB-BASED
SUBSCRIPTION

NAICS: 518210 NAICS Description: DATA PROCESSING, HOSTING,
AND RELATED SERVICES

Vendor DUNS: 080601076 Vendor Name: VENNTEL, INC.

Vendor City: HERNDON Vendor State: VA

Vendor ZIP Code: 201713005 Global DUNS Number: 080601076

Global Vendor Name: VENNTEL INC. Additional Reporting Code: NONE

Additional Reporting NONE OF THE ABOVE

Description:

Contract ID: 70CMSD19P00000012 Reference IDV: -

Modification Number: 0 Transaction Number: 0

Award/IDV Type: PO Purchase Order Action Obligation (%): $40,000.00

Date Signed:

Contracting Agency ID:

Contracting Office Name:

Feb 15, 2019

7012

MISSION SUPPORT DALLAS

Solicitation Date:

Contracting Agency:

PSC Type:

U.S. IMMIGRATION AND
CUSTOMS ENFORCEMENT

P

PSC: 7030 PSC Description: INFORMATION TECHNOLOGY
SOFTWARE

NAICS: 334111 NAICS Description: ELECTRONIC COMPUTER
MANUFACTURING

Vendor DUNS: 080601076 Vendor Name: VENNTEL, INC.

Vendor City: HERNDON Vendor State: VA

Vendor ZIP Code: 201713005 Global DUNS Number: 080601076

Global Vendor Name: VENNTEL INC. Additional Reporting Code: NONE

Additional Reporting NONE OF THE ABOVE

Description:

Contract ID: 15DDST18P0O0000052 Reference IDV: =

Modification Number: 4] Transaction Number: 1]

Award/IDV Type:
Date Signed:
Contracting Agency ID:

Contracting Office Name:

PSC:

NAICS:

Vendor DUNS:

Vendor City:
Vendor ZIP Code:
Global Vendor Name:

Additional Reporting
Description:

PO Purchase Order
Apr 11, 2018

1524

OFFICE OF INVESTIGATIVE

TECHNOLOGY
7030

511210

080601076

HERNDON

201713005

VENNTEL INC.
NONE OF THE ABOVE

Action Obligation (§):
Solicitation Date:

Contracting Agency:

PSC Type:

PSC Description:

NAICS Description:
Vendor Name:
Vendor State:

Global DUNS Number:

Additional Reporting Code:

$25,000.00

DRUG ENFORCEMENT
ADMINISTRATION

P

INFORMATION TECHNOLOGY
SOFTWARE

SOFTWARE PUEBLISHERS
VENNTEL, INC.

VA

080601076

NONE

March 19, 2020 9:15 AM
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www.fpds.gov
List of contracts matching your search criteria

Contract ID:
Modification Number:
Award/IDV Type:

Date Signed:
Contracting Agency ID:

Contracting Office Name:
PSC:

NAICS:

Vendor DUNS:

Vendor City:

Vendor ZIP Code:
Global Vendor Name:

Additional Reporting
Description:

70CMSD19P00000043
0

PO Purchase Order
May 23, 2019

7012

MISSION SUPPORT DALLAS
D317

518210

080601076
HERNDON
201713005
VENNTEL INC.

NONE OF THE ABOVE

Reference IDV:
Transaction Number:
Action Obligation (%):
Solicitation Date:

Contracting Agency:

PSC Type:
PSC Description:

NAICS Description:

Vendor Name:

Vendor State:

Global DUNS Number:
Additional Reporting Code:

0
$20,000.00

U.S. IMMIGRATION AND
CUSTOMS ENFORCEMENT

5

IT AND TELECOM- WEE-BASED
SUBSCRIPTION

DATA PROCESSING, HOSTING,
AND RELATED SERVICES

VENNTEL, INC.
VA

080601076
NONE

March 19, 2020 9:15 AM
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Sent: 11 Aug 2017 17:37:11 +0000
To: b)(6); (bX7)(C)
Cc:

Subject: RE: Venntel

Thank you

Thanks again

From
Sent: Frlday, August 11, 2017 1:25 PM

_hq dhs.gov>[P)6). BN |

Subject: RE: Venntel

Assistant Director for Information Governance & Privacy
U.S. Immigration & Customs Enforcement

Direct: (202) 73
Main: (202) 732

Questions? Please visit the Information Governance & Privacy Office website at

From EEIGOTT]

Sent: Friday, August 11, 2017 1:20 PM

To: [BELEXDE) [0)©). B0 |
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cofomme )
Subject: RE: Vennte

Regards

From{POTHTTET ]

Sent: Friday, August 11, 2017 1:11 PM
Tolb)6); b)7)C) @ hqg.dhs.gov>
o0 ]
Subject: RE: Venntel

c[D)(6);
Than

(b)(6);

P00 | pesmemm

istant Director for Information Governance & Privacy
u.s. | ration & Customs Enforcement

Direct: (202)
Main: (202) 732

? Pl isi i Privacy Office website at

me:|(b)(ﬁ); (b)T)(C)

Sent: Thursday, August 10, 2017 4:16 PM
To:h
Subject: RE: Vennte
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Thank you,

(0)(6); (b)(7)(C)

Chief, Government Information Law Division
Office of the Principal Legal Advisor

U.S. Immigration and Customs Enforcement
(202) 732 Desk)

(202) 300 Mobile)

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT **#

This document contains confidential and/or sensitive attorney/client privileged information or attorney work
product and is not for release, review, retransmission, dissemination or use by anyone other than the intended
recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and
copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S.
Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt
under 5 U.S.C. § 552(b)(5).

From:

Sent: Thursday, August 10, 2017 3:58 PM
To:mb)(ﬁ); (b)(T)(C) |
Subject: RE: Venntel

EEIE?Iind-

Attached is the proposal from Fogbank to provide services to HSI San Antonio. | am looking for the
briefing Fogbank provided to CBP and ICE

Regards

From:
Sent: Thursday, August 10, 2017 2:44 PM
To[D)6): ®)7)C) | .dhs.gov>
Cc:
Subject: RE: Venntel

Our conference line is: 866-809.’articipant Code:_

Very respectfully,
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Deputy Chief
Government Information Law Division
Office of the Principal Legal Advisor
Immigration and Customs Enforcement
U.S. Department of Homeland Security
Email:
Phone: 202-7

Cell: 202-271
*** Warning *** Attorney/Client Privilege *** Attorney Work Product ***

This communication and any attachments may contain confidential and/or sensitive attorney/client privileged information or attorney
work product and/or law enforcement sensitive information. It is not for release, review, retransmission, dissemination, or use by
anyone other than the intended recipient. Please notify the sender if this email has been misdirected and immediately destroy all
originals and copies. Furthermore do not print, copy, re-transmit, disseminate, or otherwise use this information. Any disclosure of
this communication or its attachments must be approved by the Office of the Principal Legal Advisor, U.S. Immigration and Customs
Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom
of Information Act, 5 USC §§ 552(b)(5), (b)(7).

From:|b)(©); (0)(7)(C) |
Sent: Thursday, August 10, 2017 2:15 PM

Subj : Vennte

I'll send my conf line around soon.

Sent with BlackBerry Work (www.blackberry.com)

From: [DIEIOMETT T ahg.dhs. gov>

Date: Thursday, Aug 10, 2017, 2:14 PM

Yes,

Do you have a number to call?

Frorn|(b)(ﬁ); (b)TXC) |

Sent: Thursday, August 10, 2017 12:36 PM
To
Cc:

Subject: RE: Venntel

Yes would 3 PM work?

b)(B); (b)7)(C)
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Chief, Government Information Law Division
Office of the Principal Legal Advisor
U.S. Immigration and Customs Enforcement

(202) 732 Desk)
(202) 30 Mobile)

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT ***

This document contains confidential and/or sensitive attorney/client privileged information or attorney work
product and is not for release, review, retransmission, dissemination or use by anyone other than the intended
recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and
copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S.
Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt
under 5 U.S.C. § 552(b)(5).

From:
Sent: Thursday, August 10, 2017 12:34 PM
To|()(E), (b)7)C)
Cc:
Subject: RE: Venntel

| agree. We have discussed this with _in the past and_ Are you available this

afternoon?

From:|(b)(6); (b)T7)C)
Sent: Thursday, August 10, 2017 12:32 PM

Subject: RE: Venntel

Adding in my Deputy. | think we will need a call to discuss this.

We may need to loop in ICE Privacy.

Chief, Government Information Law Division
Office of the Principal Legal Advisor

U.S. Immigration and Customs Enforcement
(202) 732 Desk)

(202) 30 Mobile)

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT **#*

This document contains confidential and/or sensitive attorney/client privileged information or attorney work
product and is not for release, review, retransmission, dissemination or use by anyone other than the intended
recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and
copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S.
Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt
under 5 U.S.C. § 552(b)(5).

2021-ICLI-00013 1284



From:

Sent: Wednesday, August 9, 2017 6:27 PM
To:[E)E) B)7)C)

Cc:
Subject: FW: Venntel

b)(6);
b)(7)(C)

Regards

202 200‘

From{POOMO ]

Sent: Wednesday, August 9, 2017 9:57 AM
To

Cc

DOROGC
Subject: RE: Venntel

hg.dhs.gov>

you the specifics.

From:RETOOC 7]
Sent: Wednesday, August 09, 2017 9:56 AM
To:
Cc:

Subject: Venntel

Good morning.

Thank iou,

Supervisory Intelligence Officer
DHS/ICE/Homeland Security Investigations (HSI)
San Antonio Intelligence Group
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1015 Jackson Kelle_

San Antonio, Texas 78213

Desk (210) 979 {BIERBIDECINNN | Fax (210) 967-7976 |

A-LAN:

B-LAN:

C-LAN:

WARNING. This document is FOR OFFICIAL USE ONLY (FOUO). It contains information that may he-e s
from public release underthe-Erggdom of Information Act (5 U.S.C. 552). This docimemtsT0 be controlled,
handled, transmitted, distributed, and disposeeeLin accordancesrBHS policy relating to Sensitive But
Unclassified (SBU) information and is potte-bereiCased (0 public or other personnel who do not have a valid
"need-to-know" withowprioTapproval from the originator. If you are not the pded recipient please contact the
o#TITator tor disposition instructions.
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From:

Sent: 17 May 2018 18:14:40 +0000
To:

cc:
Subject: Checking In o

Thanks,

Associate Legal Advisor

Government Information Law Division
Office of the Principal Legal Advisor
U.S. Department of Homeland Security
Immigration and Customs Enforcement
500 12th St. SW
Washington, DC 20536
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