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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE MARYLAND 20755-6000 

I May 2018 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

·rt-lllOUGl-1: Office of the DoD Senior Intclligcncc Oversight Official 

SUBJEc·r: (U) llcport to the Intelligence Oversight 13oard on NS;\ Activities, First Quarter, 
Calendar Year 2018-INFORMATION MEMORANDUM 

(lJ//1'0LJ()5 Except as previously reported to you or the President or other\vise stated in 
the enclosure, v,re have no reason to believe that any activity conducted under Dll<NSA 
authority, direction. or control during the period ending 31 March 2018 \Vas unlawful or contrary 
to Executive Order or Presidential Directive and, thus, ~hould have been reported pursuant to 
Section l .6(c) of 1-:xccuti vc Order 12333, as amended. ·rhis report sun11narizes questionable 
intelligence activities as vvcll as other matters required to be reported to the JOB. 

(U//rOUO) ·rhc Inspector General and the General Counsel continue to exercise 
oversight of Agency activities by inspections, surveys, training. revie\V of directives and 
guidelines, and advice of counsel. 

I . 
ROBERT P. STORCH 

··~ 
General Counsel 

(U) I concur with the report of the Inspector General and the General Counsel and hereby 
make it our co1nbined report. 

l:nc\: 
Quarterly llcporL 

.~~~c;,· . t_ ---=··· 
.-/'l ' /!~:.-­
MICHAEL S. ROGERS 

Admiral, U.S. Navy 
Director, NSA/ChicC (~SS 

(b) (3)-P.L. 86-36 

( lJ) ·rhis docun1cnt n1ay bc dt:c!assilied and n1arkcd ··t · N(" L1\SSI I I L'.1 )//F<JJ{ OFJ-"ICJAl. l.JS I: 
()Nl, y·· upon n.:n1oval of cnclosurc(s) 

Approved for Release by NSA on :J6-17-2019, 
FOIA Case ft 105767 (litigation) 
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f. (U) File Number: NSA 2018-007-Q Non - Responsive 

(1) (U) I11cident Description: Provider-caused compliance incident regarding call detail 
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Records. 

(b) (1) 

(b) (3)-50 USC 3024 (i) 

(b) (3)-P.L. 86-36 

. . :: '· 
(TS1VSt\~Jf) On 16 February 2018, NSA technical analysts e}(an;inib~ a provider's ~ • • t 

targeted production of call detail records CDRs ursuant.t0 U'SA FRE M ACT 50 U.S 
' 1861 observed an ano1nal • •• • .. 

• • 
At that ti1ne, NSA corrtinued·to receive the provider's 

pro uct1ons, ltt cease n1a 1ng new requests and forwarding .cPRs fi'Oduced by the provide~:ro 
NSA corporate repositories accessible by intelligence analyf>fs.· The•provider later confinned:: 
son1e of the records produced contained inaccurate inform8.tjo~1. InV.estigation revealed that NSA 
relied u on so1ne of the inaccurate inforn1ation in con e~fOn witA:[equests to the FISC to ;: 

the p•O\rider stopped the data flow.=: 
'--~~~~~~~~~~~~~~~..;....---' .. 

I 

(2) (U//FOUO) Timeline: Date of incidellt: 16 Feb1u~t·y 2018 
Date incide1it reported in IR

0

T: 23 February 2018 
Date repo;ted to DoD S!OO: l May 2018 . . . . . . 

(3) (U//1'9110) Reason for R£port: 50 U.S.C. 41"86l(b)(2)(C)(ii) limits data that ca1(lie 
sought (and therefore collected) to.t.ilat pertaining to a !'(oreign power engaged in internationa} : 
terroris1n or activities in preparati'on therefor, or an ag·e.nt of a foreign po\ver engaged in : • 
international terrorisn1 or acti'-'ities i11 preparation tl\~refor." While NSA lawfully sought data= 
pertai11ing to a foreign powe1! e11gaged in internatiqhai terrorisn1, the provider produced 
inacc11rate data and data pe0

yond that which NSA.s~ight. 

(4) (TS/i'Sl/1'f'-tF) Cause: NSA continues t~ work \Vith the provider to understand tl1e 
scope of this anomaly and re111ediate this inatter· l f 

f~he provlder's syste1ns populated fields of ce1 
0 0 in . . 

CDRs with innccurate data. soecificallv in.Circumstances in which• 
. 

• • 

As a result, when somel J...DRs were produced by the provider to NSA, these 
tie1as incl uded certain incorrect values. 

(5) (U/ffOHG+-Impact on National Security or International Relations: None. 

(6) (U//FOUO) Impact on Civil Liberties or Privacy: The NSA CLPT Office will 
assess the scope of the civil liberties and privacy impact of this incident upon co1npletion of the 
investigation. 

(7) (U/FOUO' Remedial Action: On or about I \the provider 
i1nple1nented a solution to prevent its production to NSA of any CD Rs generated between 
approximately I I that contain inacc11rate infc5,r111ation. NSA has 
initiated the purge process of all data acquired a~ a re.s11lt of targeting theserlselectors pursuant 
to the Orders issued in( I There is no~ ~~l)l~ted date of c~etion at this titne. 
NSA is investigating 11ow to ren1ove othei ih<lct:l'lrtl.te .C.Q~s frbn1°its .systeni.~ . . . . . . . . . .. 

• • 

0 

''\-1-(_b_) -( 3-,-_-P-. -L-. -8-6---3-6-, 
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(8) (U/FOUO) Additional Information: The incident was reported to DoJ on 
16 February 2018. DoJ reported the incident to the FISC on 5 March 2018. NSA notified the 
congressional intelligence con1n1ittees on IO April 2018. 

(9) (U) Status: Open. 
( Non - Responsive I 
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