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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

7 August 2018 

MEMORANDUM FOR THE CHAIRMAN. INTELLIGENCE OVERSIGHT BOARD 

THROUGH: Office of the DoD Senior Intelligence Oversight Official 

SUBJEC'r: (U) lleport to the Intelligence Oversight Board (JOB) on NSA Activities, Second 
Quarter, Calendar Year 2018 - INFORMATION MEMORANDUM 

(U/1'FOUO) Except as previously reported to you or the President or other\vise stated in 
the enclosure, we have no reason to believe that any activity conducted under DIIlNSA 
authority, direction, or control during the period ending 30 June 2018 \\'as unla\vful or contrary 

to Executive Order or Presidential Directive and. thus, should have been reported pursuant to 
Section 1.6 (c) of Executive Order 12333, as a1nended. ·rhis report sun1111arizes questionable 
intelligence activities as well as other matters required to be reported to the JOB. 

(U//['OUO) ·rite NSA Intelligence Oversight Officer and the General Counsel continue 
to exercise oversight of Agency activities focused on achieving con1pliance \Vith the laws and 
regulations for protecting privacy during the conduct of Agency operations. 

PA. KICK J VKEYN/".[DS 
Ni;;:"'•-· .11· .nv · 1 

. ., 
GLENNS. GERS I ELL 

General Counsel 

• . 
• 

• 

... ·~ 

(U) I concur with the report of the NSA Intelligence Oversight Officer and the General 
Counsel and hereby n1ake it our con1bined report. 

Encl: 
Quarterly l?..t..:port 

~fr~ 
General. U.S. An11y 

Director. NSAIChief. CSS 

(U) ·rhis docun1enL n1ay bt..: declassified and 1narked ··LJNCLASSIF!El)//FOR (JFrlCIAL USE 
()NL y·· upon ren1oval of cnclosurc(s). 

Approved for Release by NSA on 06-17-2019, FOIA Case# 105767 (litigation) 
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278 d. (U) File Number: NSA 2018-007-'.! 
86-36 I (b) (1) (b) (3)-P.L. 

(b) (3)-P.L. 
279 (I) (U//FOUO) Incident Description:. ....,on1pllance 1nc1dent regarding cal 
280 records. " . ~ •, . . . 
281 
282 
283 
284 
285 
286 
287 
288 
289 
290 
291 
292 
293 
294 
295 

(TSl/Sl>~tff) On or aboud la provided • • •• [ ~f call detail 
records (CDRs) pursuant to USA FREEDOM ACT. 50 U.S.C. Section 1 ~151 informed NSA that 
its system had been incorrectlv• I 

.. -. .. 

. 

• • 

• 

296 '' '" , On 16 february 20.18, NSA technical analvsts examininul I 
297 karueted oroductibn of CD Rs observed an anomalv t 
298 • 
299 : • I At that time, 
300 : .• NSA continued to receive th.~ provider's productions .. but ceased making new requests and 
30 I : ; for\varding CD Rs produce4 by the provider to N&A 'corporate repositories accessible by 
302 ·"' intelligence analysts. ·1·he provider later confirnied some of the records produced contained 
303 :; inaccurate inlOrmati<?n~ Ini.restigation revealt:d that NSA relied upon so1nc of the inaccurate 
304 :; information in con ct ion >vi th request~ tO the FISC to I I On 
305 ., the provider stor.pe"d the data llC>\.\'. • 

y • • •• 

• 
• 

{b} (1) 

(bl (3) -50 USC 3024 (i} 

(b) (3)-P.L. 86-36 

" 
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306 
307 
308 
309 
310 
311 
312 
313 
314 
315 
316 
317 
318 
319 
320 
321 

322 
323 
324 
325 

326 
327 
328 
329 
330 
331 

332 
333 
334 
335 
336 

337 

338 
339 
340 
341 

342 
343 
344 
345 
346 

·1 <' P !i I .(.'It t : r:;: H::1.; tJ 1·c3Jtt< 
{b} (3) -50 USC 3024 (i) 

(b) (3)-P.L. 86-36 

· .. 
I r. 

• 

e 

• 
• 

I 

(2) (UllF0!;0) Timeline: Date(s) of incident:,_ _________ _, 
~--------1 . · Date{s' bf ihCiaent reported in IR'f: November 20 I 7 and I {b) (3)-P.L. 86-361[ 23February2018 ;;.,;(..;b.;.l..;(l"'l""-----..., 

. DatereportedtoDoDSIOO: I May2018 (bl (3J-P.L. 86-36 

. . . ~ .• ---------' 
!3) (U//1'0!;0) Reason:for Re~ort: 50 U.S.C. Section 186l(b)(?JIG;Xi\)'lil)lits data 

that can:'be sought (and there fora collected) to that pertaining to~ :•f.ore~~n 'Pbwer enj;aged in 
internat}onal terrorism or activities in prepa.fat~on there[qr, or'afl a~nt'of a foreign ~wer 
engaged in international terrorism or activities fl\ preparation.therefor." While NS : awfully 
sought data pertaining to a foreign P,Dl".er erig~gecf iq ~nJ:erh~tional terrorism.,_ __ ~-~ 
produced inaccurate data anff .dittt beyond that wbich 'NSA sought. • . . . . 

___ .;.:("4,,)_ 'U/!FOUO) ~ause:: ·rhis,ineiO~~t
0

occurred a~ 0cftesult of technical erroid.•~--' 
1..._....,.:......JfThere was nothing ii}dre'substance of the CDRs thcit•\yould have alerted:NSA 

targetitJ.g analysts to this pwblern as the information was being cotie:ted. Rather, iJ was NSA 
technieal analysts' 9bsefvationS' of anomalies in certain CD Rs that led them to investigate further 
I ; I . 

: (5) (U//'f8U9) Impact on National Security or International Rel~fioni.: None. . . • 
: (6) (U//FOUO) lmpac.f: on Civil Liberties or Privacy: The CLP·r asses;~s·that the 

incidOnt had a significant impa~t on civil liberties and privacy. A determination Was mB.de to 

DI t 'all the CDRs and any asSociated reporting. NSA began deleting all CDRs }lcquirc~'---' 
nder ·ritle V of the FIS!(. • . . 
(7) (TSHSINNF) Rcmfdial Action: On 23 May 2018. NSA began deletln •all call detail 

records (CD Its) acquiredf I under ·ritle V of the FISA. Becaus 1ave 
infor1ned NSA that the issue has been ren1cdiated. NSA believes that CD Rs e 1verc alter 
23 May 2018 \Vil! not contain these errors. NSA has revie\ved all intelligence reports based on 
USA FREEDOtvl Act CDR data and has recalled and reissued one report to correct erroneous 
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(b) (3)-50 use 3024 (i) 

(b) (3)-P.L. 86-36 . . . . .'-~~~~~~~~~ . . ... 
347 information. l,n.addition, NSA.'relieO"ofi ihe

0

i~a~~~r~te information in targeting requests for[]' 
348 !approved by the Fl SC, and notified the court of such. 

349 
350 
351 
352 
353 

354 

(8) (U) Additional Information: NSA notified the congressional intelligence 
committees of this incident on 10 April 2018. DoJ notified the FISC about the details of this 
matter as they became available on 22 November 2017, 5 March 2018, 11 April 2018, and 
4 June 2018. This matter has also been reported to the Privacy and Civil Liberties Oversight 
Board (PCLOB). NSA also reported this matter publicly. 

(9) (U) Status: Closed/substantiated. 
- Responsive 
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