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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FCQRT GEORGE G. MEADE, MARYLAND 20755-6000

7 August 2018

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THROUGH: Office of the Dol Scnior Intelligence Oversight Official

SUBJECT: (U) Report to the Intelligence Oversight Board (I0B) on NSA Activities, Second
Quarter, Calendar Year 2018 - INFORMATION MEMORANDUM

(UHEHEY Except as previously reported to you or the President or otherwise stated in
the enclosure, we have no reason to believe that any activity conducted under DIRNSA
authority, direction, or control during the period ending 30 June 2018 was unlawful or contrary
to Executive Order or Presidential Directive and, thus, should have been reported pursuant to
Section 1.6 {(c) of Executive Order 12333, as amended. This report summarizes questionable
intelligence activities as well as other matters required to be reported to the I0B.

U/ The NSA Intelligence Oversight Officer and the General Counsel continue
to exercise oversight of Agency activities focused on achieving compliance with the laws and
regulations for protecting privacy during the conduct of Agency operations.

PATRICK JREYNOLDS .
h . \,I' al . 0..

(b} (&)

GLENN S. GERSTELL
General Counsel

(U) I concur with the report of the NSA Intelligence Oversight Officer and the General
Counsel! and hereby make it our combined report.

Ll W S lobirse—

PAUL M. NAKASONE
General, U.S. Amy
Director, NSA/Chief, CSS
Encl:
Quarterly Report

(U) This document may be declassified and marked "UNCLASSIFIED/IFOR OFFICIAL USL:
ONLY" upon removal of enclosure(s).

Approved for Release by NSA on 06-17-2019%, FOIA Case # 105767 (litigation}
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278  d. (U) File Number: NSA 2018—007—(1 ™) (1)
(b} (3})-P.L. 86-36
(b) (3}-P.L. 86-3¢6
279 (1) (U/AFOH0) Incident Descnptlon. Compliance incident re‘g,ardmg (.a!
280  records. .
281 ~FSHSHANE On or about] la provider| o . of call detail
282 records (CDRs) pursuant to USA FREEDOM ACT, 50 U.S.C. Sectlo‘n 1861 mfon:ned NSA that
283  its system had been incorrectly . . |
284 R .
285 ’
286 . RN .
287 . *
288 :
289 . L R
290 . .°
291 -
292 vl *
293 " .
294 o . .
295 K . . :
296 =S On 16 February 2018, NSA technical analysts examiningl
297 kargeted productibn of CDRs observed an anomaly _l
298 . . ’ |
299 ., . | At that time,
300 ; _':NSA continued to receive the provlder 5 productlons but ceased making new requests and
301 ; =« forwarding CDRs produced by the provider to NSA ‘corporate repositories accessible by
302 <7 intelligence analysts. ‘he provider later confirnied some of the records produced contained
303 .7 inaccurate m[orma{lon Investigation revealed that NS A relied upon some of the inaccurate
3047 information in conjrection With requests to the FISC o] | On
305 the provider sioppe'd the data flow.
. v Page 90f 13
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{b) (1)
{b} (3)-50 USC 3024(1)
(b) (3)-P.L. 8%6-36

.‘
*
.

~CFEHSHANE |
pe
)
(2) (U/AGEB) Timeline:  Date(s) of incident: | |
- » Date(s) bf ihéident reported in IRT: November 2017 and
{b) {3)-P.L. 86-36 23 February 2018 b (1)
Date reported to DoD SIOQO: 1 Mdy 2018 (b) {3)-P.L. 86-36

(3) (U//#0%0) Reason- for Report 50 U.S8.C. Section 1861(b)(2)((-1)-(:‘i) llrhlts data
that can.be sought (and therefore collected) to that pertaining toa “ﬁore‘ij,n power engaged in
internatjonal terrorism or activitjes in preparation therefqr, er° an a‘;_,ent of a foreign pbwer
engaged in international terroristm or activities in, préparatlon Atherefor.” While NSél]awfully
sought data pertaining to a forelg,n power engaged } in 1memat10nal terrorism, .
produced inaccurate data and .da.ta beyond that whleh ‘NSA sought,

This, 1n¢1dent occurred as a".;esult of technical errors

(4 (.UHFGHG) Cause: I
There was nothing i the substance of the CDRs that would have alertedNSA

targeting analysts to this pr.oblem as the information was being coilected Rather, it was NSA
techmeal analysts’ obServatlons of anomalies in certain CDRs that led them to mvestlg,ate further

*

. (5) (U//FOHE0) lmpaci on National Security or International Rel:;tioni- None.

(6) (U/FOEO) lmpact on Civil Liberties or Prwacy The CLPT assesses’t.hat the
incident had a significant impaet on civil liberties and privacy. A determination Was made to
delete all the CDRs and any associated reporting. NSA began deleting all CDRs ?cquu’c
under Title V of the FISA.

(7 )=~ Rem'dial Action: On 23 May 2018, NSA began deleting all call detail
records (CDRs) acquired under Title V of the FISA. Becausg have
informed NSA that the issue has been remediated, NSA believes that CDRs delivered after
23 May 2018 will not contain these errors. NSA has reviewed all intelligence reports based on
USA FREEDOM Act CDR data and has recalled and reissued one report 10 correct erroncous
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347  information. Inadditiern, NSA'rélied on the inaccurate information in targeting requests forD
348 :approved by the FISC, and notified the court of such.

349 (8) (U) Additional Information: NSA notified the congressional intelligence

350  committees of this incident on 10 April 2018. Dol notified the FISC about the details of this
351  matter as they became available on 22 November 2017, 5 March 2018, 11 April 2018, and
352 4 June 2018. This matter has also been reported to the Privacy and Civil Liberties Oversight
353 Board (PCLOB). NSA also reported this matter publicly.

Non - Responsive

354 (9) (U) Status: Closed/substantiated.
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