Office of the Director of National Intelligence
Washington, DC 20511

e 20w,
Nathan F. Wessler
American Civil Liberties Union

125 Broad Street, 18® Floor
New York, NY 10004

Re: ODNI FOIA Request DF-2012-00065
Dear Mr. Wessler:

This is in response to your 17 April 2012 facsimile to the Office of the Director of
National Intelligence (ODNI) (Enclosure 1), in which you requested, under the Freedom of
Information Act (FOIA), records relating to a U.S. military strike on a community located in the
al-Majalah region of the Abyan province of Yemen on December 17, 2009.

Your request was processed in accordance with the FOIA, 5 U.S.C. § 552, as amended. A
thorough search of our records and databases located material responsive to your request; one
document is provided to you with information withheld pursuant to FOIA exemption (b)(3),
which applies to information exempt from disclosure by statute, specifically the National
Security Act of 1947, as amended, 50 U.S.C. § 3024(m)(1), which protects, among other things,
the names and identifying information of ODNI personnel (Enclosure 2).

The remaining material has been withheld in full pursuant to the following FOIA
exemptions:
e (b)(1), which protects information that is currently and properly classified under
Executive Order 13526, Section 1.4(c);
e (b)(3), which applies to information exempt from disclosure by statute, specifically:
o the National Security Act of 1947, as amended, 50 U.S.C. § 3024(m)(1),
which protects, among other things, the names and identifying information of
ODNI personnel, and
o the National Security Act of 1947, as amended, 50 U.S.C. § 3024(i)(1), which
protects information pertaining to intelligence sources and methods; and
e (b)(6), which applies to records which, if released, would constitute a clearly
unwarranted invasion of the personal privacy of individuals.

If you wish to appeal our determination on this request, please explain the basis of your
appeal and forward to the address below within 45 days of the date of this letter.

Office of the Director of National Intelligence
Information Management Office
Washington, DC 20511



If you have any questions, email our Requester Service Center at DNI-FOIA @dni.gov or
call us at (703) 874-8500.

Sincerely,

nnifer Hudson
irector, Information Management Division

Enclosures



ENCLOSURE



APR-17-2012 11:41 FROM: TD:8170387489106701 P.2714

= centerfor =N 12
(@< constitutional

S Rk V¥ Pl
~I rights
‘/ .
| Qf-r f-\
April 17,2012
Information Officer

Office of Freedom of Information and Security Review
Directorate for Exceutive Scrvices and Communications .-
FOI1A/Privacy Branch by
1155 Defense Pentagon, Room 2C757

Washington, D.C. 20301-1155
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HQ USSOCOM

ATTN: SOCS-SJS-UFOIA Requester Service Center
7701 Tampa Point Bivd

MacDill AFB, FL 33621-5323

Department of the Navy
720 Kennon Strect, SE
Blg. 36, Rm, 135
‘Washington, DC 20374

United States Central Command CCJ6-RDF (FOIA)
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MacDill AFB, FL 33621-5101
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Chicf, Frccdom of Information Act Office, ATTN: AAHS-RDF
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Alexandria, VA 22315-3905

Dcfensc Intelligence Agency
ATTN: DAN-1A (FOIA)
200 MacDill Blvd
Washington, DC 20340-5100

Office of the Dircctor of Nationa! Intelligence (ODNT)
ATTN: FOIA Oflice
Washington, D.C. 20511

Office of Information Programs and Services
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U.S. Department of State
Washington, D.C. 20522-8100

Re: REQUEST UNDER FREEDOM OF INFORMATION ACT/ Expedited
Processing Requested

To Whom It May Concern:

This letter constitutes a request (“Request™) pursuant to the Freedom of
Information Act (“FOIA”), 5 U.S.C. § 552, the Department of Defense (*DOD”)
implemcnting regulations, 32 C.F.R. § 286.1, et seq., the Department of State (“DOS”)
implementing regulations, 22 C.F.R. § 171.1, ¢ seq., the Office of the Director of
National Intclligence implementing regulations, 32 C.F.R § 1700.1, ¢/ seq., the
President’s Memorandwm, of January 21, 2009, 74 Fed. Reg. 4683 (Jan. 26, 2009), and
the Attomey General’s Mcmorandum of March 19, 2009, 74 Fed. Reg. 49,892 (Scpt. 29,
2009). The Request is submitted by the American Civil Liberties Union Foundation and
the American Civil Liberties Upion (together, the “ACLU”),! and the Center for
Constitutional Rights (“CCR”)’ (collectively, “Requesters™).

This Request seeks records relating to a U.S. military strike on 2 community
located in the al-Majalah region® of the Abyan province of Yemen on December 17,
2009. According to news reports, U.S. cruise missilcs loaded with cluster bombs struck
the remote mountain comumunity, targeting alleged “militants,” but killing at lcast 21
children and 14 women. See Press Release, Amnesty International, Yemen: [mages of
Missile and Cluster Munitions Point to US Role in Fatal Attack (June 7, 2010),
http://bit.ly/ySbSkt. Since the attack, unmamed U.S, government officials, media reports,
and human rights orgunizations have revealed that the United States launched the missiles
that struck al-Majalah. Sece e.g., Brian Ross et al., Obama Ordered U.S. Military Strike
on Yemen Terrorists, ABC News, Dee. 18, 2009, http://aben.ws/waUUnH; Michael
Isikoff, Yemen Cable Gives al-Qaida New ‘Recruiting’ Tool, MSNBC News, Nov. 30,
2010, http://on.msnbc.com/wcToea, A leaked U.S. diplomatic cable, described a meeting
on January 2, 2010, between General David Petracus, then Commander of the U.S.
Central Command, and Ali Abdullah Salch, then president of Yemen, in which Saleh
“lamented” the use of cruise missiles as “not very accurate,” but Yemeni officials agreed

' The American Civil Liberties Union is a non-profit, 26 U.8.C. § 501(c)(4) membership
organization that educatcs the public about the civil liberties implications of pending and proposed state
and federal legislation, provides analysis of pending and proposed legislation, directly lobbies Icgislators,
and mobilizcs its members o lobby their legislators. The American Civil Libertics Union Foundation is a
scparatc 26 U.S.C. § 501(c)(3) organization that provides legal representation frec of charge to individuals
and organizations in civil rights and civil libertics caxes, and educates the public about the civil liberties
implications of pending and proposed state and federal legislation, provides analyses of pending and
proposedvlegislation, directly lobbies legislators, and mabilizes its members to lobby their legislators,

° The Center for Constitutional Rights is a non-profit, public interest, legal and public education
organization that engages in litigation, public advocacy, and the production of publications in the ficlds of
civil and intcrnational human rights. .

? Al-Majalah is a transliteration from Arabic, and has been represented with different English
spellings, including “al-Majala™ and *'sl-Ma'jalah.” ‘This Request seeks records using any spelling or
transliteration of the region's name.
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to falsely claim rcsponsibility for the al-Majalah attack. See Cable from U.S. Embassy
Yemen, General Petraeus® Meeting with Saleh on Secwrity Assistance, AQAP Strikes,
Jan. 4, 2010 (originally published by WikiLeaks Nov. 30, 2010), available at
http://wikileaks,org/cablc/2010/01/10S ANA A4.htmif,

We seek information about the U.S. government’s legal basis in domestic,
foreign, and international law for the U.S. militacy strike on the al-Majalah commiunity,
information about the U.S, government’s decision-making process and {actual. basis for
ordering that strike, and information concerning any investigations or assessments of the
strike by or at the behest of the U.S. government. We specifically seck records
concerning the U.S. government’s knowledge that civilians, including women and
children, were present in the al-Majalah community, the measures taken to fulfill the
United States’ Icgal obligation to limit civilian casualties, and any measures taken by or
at the behest of the United States to compensate victims® surviving family members for
the loss of civilian life and property caused by the strike. Finally, we request information
concerning U.S. government efforts to conccal its responsibility for the al-Majalah strike.

The Yemeni government initially claimed responsibility for the attack on the al-
Majalah community. See Robert F. Worth, Yemen Says Strikes Against Qaeda Bases
Killed 34, N.Y. Times, Dce. 17, 2009, bttp://nyti.ms/z3dB5v; Brian Ross et al., Obama
Ordered U.S. Military Strike on Yemen Terrorists, ABC News, Dec, 18, 2009,
http://aben.ws/waUUnH (“A Yemcni official at the country’s cmbassy in Washington
insistcd 1o ABC News Friday that the Thursday attacks were “planned and cxecuted™ by
thc Yemen government and police.™); Press Release, Embassy of the Republic of Yemea
Office of Mcdia & Public Affairs, Press Statement (Dec, 24, 2009), http:/bitly/ArypcH;
Cablc from U.S. Embassy Yemen, ROYG Looks Ahcad Following CT Opcrations, But
Perhaps Not Far Enough, Dec. 21, 2009 (originally published by WikiLeuks Dec. 4,
2010), available at http://wikilcaks.org/cable/2009/12/09SANAA2251 . html (“ROYG
officials continue to publicly maintain that the operation was conducted entirely by its
forces, acknowledging U.S. support strictly in texms of intclligence sharing.™).

Beginning almost immediately after the strike, howcver, media reports quoted
unnamed U.S. officials stating that the United States had launched the cruisc missiles that
struck al-Majaluh. See, e.g., Brian Ross et al., Obama Ordered U.S. Military Strike on
Yemen Terrovists, ABC News, Dec, 18, 2009, http://sben.ws/waUUnH (“On orders from
President Barack Obama, the U.S. military launched cruisc missiles early Thursday
against two suspected al-Qaeda sites in Yemen, administration officials told ABC
News”); U.S. Fired on al-Qaida Targets in Yemen, NBC News, Dec. 18, 2009,
htip://on.today.com/yDkGDd (**U.S. Navy warships fired missiles at suspected al-Qaida
training camps in Yemen, with that government’s support, Pentagon sources tell NBC
News.”); U.S. Launched Missile Strikes on Al Qaeda in Yemen, Sources Say, Fox News,
Dec. 19, 2009, http:/fxn.ws/zIE8¢) (“The U.S. has launched two missile strikes. against
Al Qacda targets in Yemen, two U.S. officials told Fox News™); Bill Roggio, US
Launches Cruise Missile Strikes Against al Qacda in Yemen, Long War J., Dce. 19, 2009,
http://bit.ly/SNOuQi (“The US military carried out cruise missile attacks against two al
Qacda camps in Yemen, killing several terrorist commanders and fighters as well as



APR-17-2012 11:42 FROM: TO:8176387489160701 P.5714

civilians,””), On Novcmber 30, 2010, Wikileaks released a State Department cable
discussing a January 2010 meeting between General Petraeus and President Salel, which
confirmed that the United States was responsible for the strike on al-Majalah (this cable
is discussed in further detail below).

On June 7, 2010, Amnesty International released images of U.S.-manufactured
missile components at the site of the al-Majalah strike, The photographs show remnents
of clustcr bombs bearing stamps indicating their American origins. See Press Relcase,
Amnesty Intemational, Yemen: Images of Missile and Cluster Munitions Point to US
Rofe in Fatal Attack (June 7, 2010), http:/bit.ly/ySbSkt (“These missiles are known 10 be
held only by US forces and Yemeni armed foices are unlikely to be capable of using such
amissile.”). Cluster bombs are banned by a treaty signed by more than 100 countries
(although not the United States or Yemen) because they can cause the indiscriminate loss
of civilian life, and lcave uncxploded ordnance that can cause forther civilian death and
injury long aftcr an attack.® See Convention on Clustcr Munitions, opened for signature
Dcc. 3, 2008, 48 T.L.M. 357 (entered into force Aug. 1, 2010); see also Press Release,
Amnesty International, Yemen: Images of Missile and Cluster Munitions Point to US
Role in Fatal Attack (Junc 7, 2010), http:/bit.ly/ySbSkt; Prcss Release, Human Rights
Watch, US: Investigate Counterterrorism Assistance to Yemen (Dec. 11, 2010),
hup://bit.ly'yCUO4N. Recently, journalist Jeremy Scahill and filmmaker Richard
Rowley releascd a film containing direct footage taken just afler the December 17, 2009
strike, which also shows missilc parts stamped as American-made, See America's
Dangerous Game, Al Jazcera, Mar. 8, 2012, http:/aje.me/zR6qve. In addition, the flm
shows the bodies of child victims of the missile strike, and contains interviews with
survivors describing the loss of other civilians’ lives and destruction of their property.
This Request therefore seeks records concerning the United States’ legal and factual basis
for the al-Majalah strike, its decision-making process for ordering the strike, its efforts to
minimize civilian deaths, and its investigations into civilian deaths and efforts 10
compensate civilian victims.

This Request also secks information about diplomatic efforts to cover up the
United States’ rcsponsibility for the strike. A January 2010 U.S. State Department
diplomatic cable obtained by WikiLcaks, published on the internet, and widely discussed
in the press confirmced that the United States was responsible for the attack. The cable
recounted a conversation between General David Petraeus, Ycemeni President Ali
Abdullah Saleh and other senior Yemeni officials, during which they discussed an.
apparcnl agreement that Yemen would help conceal U.S. involvement in missile strikes
in Ycmen by publicly taking responsibility for the al-Majalah attack and other American
missile strikes. The cable is titled, “General Petracus’ Mecting with Saleh on Security
Assistance, AQAP Strikes,” and states:

Saleh lamented the use of cruise missiles that are “not very accurate” and
welcomed the use of aircraft-deployed precision-guided bombs instead. *“We'll

* According to reports, “[t]hrec civilians were killed shortly aficr the strike, afler stepping on
cluster munitions.” Chris Woods, The Civiliun Massacre the US Neither Confirms Nor Denies, Burcau of
Tnvestigative Journalism, Mar. 29, 2012, hup:/bitly/HiraKd.

4
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continue saying the bombs arc ours, not yours,” Saleh said, prompting Deputy
Prime Minister Alimi to joke that he had just “lied” by telling Patliament that the
bombs in Arhab, Abyan, and Shebwa were American-made but deployed by the
ROYG.

Cable from U.S. Embassy Yemen, General Petracus’ Meeting with Saleh on Security
Assistangt, AQAP Strikes, Jan. 4, 2010 (originally published by WikiLeaks Nov. 30,
2010), available at http://wikileaks.org/cable/2010/01/10SANAA4.huml#; see also
Michaelisikoff, Yemen Cable Gives al-Qaidu New ‘Recruiting’ Tool, MSNBC, Nov. 30,
2010, http://on.msnbe.com/wcToea.

‘Without information about the legal and factual basis for the United States®

" involvement in the al-Majalah strike the public is unable fo make an informed judgment
about the government's use of lethal force in a country with which the United States is
not at war. The strike also raises serious questions about whether the government is
abiding by its international and domestic law obligations in its counter-terrorism
operations abroad, particularly with respect to its duty to minimize the loss of civilian
lives when it uscs Icthal force. The public also has an interest in knowing whether and
how the United States sought to cover up its responsibility for the al-Majalah strike and
the resulting loss of civilian life.

1. _Requested Records

The ACLU and CCR request all records by any or all persons or cntities,
including all pcrsons acting on behalf of the United States, that in any way relate or
pertain to or mention the al-Majalah community, including but not limited to the
following:®

1. Alf records pertaining to the legal basis in domestic, foreign and international
law upon which the United States launched the December 1.7, 2009 cruise
missile strike against al-Majalah.

2. All records pertaining to the process by which the al-Majalah strike was
planned and authorized, including the individuals who recommended,
approved or authorized the strike, and what information was relied on to
support the decision.

3. All records pertaining 1o the intended target(s) of the strike, including the
identity and location of the intended target(s) and the proximity of the
intended target(s) to civilians, including women and children.

¥ To the extent the information requested here overlaps with information the ACLU or CCR have
sought through other, previously filed FOLA requests, please process responsive records In connection with
the alrcady-filed requests.
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4. All records pertaining to civilian casualty assessments made in advance of the
al-Majalah strike, including measures taken to determine the likelihood of
civilian casualtics and injuries, including those of minors, measures to limit
civilian casualties and injuries, and the determipation to carry out the strike
despite a likelihood of civilian casualties and injuries.

S. All records pertaining 10 the assessment or evaluation of the al-Majalah strike
on or after December 17, 2009, including but not limited to records regarding:

a. Any investigation into or after-action assessment afier the strike,
including the number ol casualties and injuries and identities and ages
of the individuals killed and injured, as well as how the numbér of
casualties and injuries and ideatity and agcs of individuals killed and
injured in the strike were determined,

b. How the status and affiliation of individuals killed and injured was
determived, i.e. whether individuals killed and injured were members
of al Qaeda in the Arabian Peninsula, “supporters” of this group,
members or supporters of other groups, innocent eivilians, or any other
status or affiliation.

c. Auy measurcs takon to revise legal, intelligence or operational
standards, processes or procedures on the basis of any deficiencies
identified in the al-Majalah opcration.

6. Al records regarding the compensation by or at the behest of the U.S,
govemment of al-Mujalah strike survivors and victims’ fumily members,
including any compensation claims process made available to such
individuals, or any cxplanation why such claims proccss was not made
available.

7. All records pertaining to agreements, understandings, cooperation or
coordination between the Uniled States and the government of Yemen
regarding the strikc on al-Majalah, including but not limited to records
regarding:

a. The process and reasons by which al-Majalah was selected as a target;

b. The limits on the usc of American military force in Yemen, including
geographical or territorial limitations, mcasures that must be takén to
limit civilian casualties and injuries, or measures that must be taken to
assess the number of casualties and injuries and to determine the
identity and status or affiliation of the individuals killed and injured;

¢. The agrecment that the government of Yemen would take public
responsibility for the al-Majalah strike; and

P.7/14
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d. The extent to which and manner in which survivors and Fainily
members of victims would be compensated for their loss.

With respect to the form of production, see 5 U.8.C. § 552(a)(3)(B), we request
that responsive electronic records be provided electronically in their native file format, if
possible. Altcrnatively, we request that the records be provided electronically in a text-
scarchable, static-image format (PDF), in the best image quality in the agency's
possession, and that the records be provided in separate, batcs-stamped files.

T1._Application for Expedited Proccssing

The ACLU and CCR request expedited processing ol this FOTA request pursuant
to 5 U.S.C. § 552(a)(6)(E); 32 C.F.R. § 286.4(d)(3); 22 C.F.R. § 171.12(b); 32 C.RR. §
1700.12. There is a “compclling need™ for the requested rccords because the information
requested is urgently nceded by organizations primarily engaged in disseminating
information to inform the public about actual or alleged Federal government activity. 5
U.S.C. § 552(a)(6)(E)(v)(1l); 32 C.F.R. § 286.4(d)(3)(ii); 22 C.F.R. § 171.12(b)(2); 32
C.F.R. § 1700.12(¢c)(2). In addition, the records sought relate to a “breaking news story
of general public interest.” 32 C.F.R. § 286.4(d)(3)(ii)(A); 22 C.F.R. § 171.12(b)(2)(i).
Therc is a compelling public intcrest in fully understanding the extent to which the
United States is conducting military operations in countries where it is not at war, in
understanding the extent of civilian casuallies caused by such opcrations and details of
the United States’ continuing military presence in Yemen, and in understanding whether
the United Statcs’ actions comply with its domestic and international legal obligations.
Without the requested information, the public is unable to assess the government’s
dcterminations to usc Icthal force in situations involving high probabilities of killing
innocent civilians. Indeed, the Unitcd States® efforts to cover up its involvement and
shield itself from accountsbility significantly increase the importance and urgency of the
requested records.

CCR and the ACLU arc “‘primarily engaged in disseminating information” within
the meaning of the statutc and regulations. 5 U.S.C. § $52(a)(6)(E)(v)(11); 32 CF.R.
§ 286.4(d)(3)(ii); 22 C.F.R. § 171.12(b)(2); 32 C.F.R. § 1700.2(h)(4). Obtaining
information about government activity, analyzing that information, and publishing and
widcly disseminating that information (in both its raw and analyzed form) to the press
and public is a critical and substantial component o the ACLU"s work and one of'its
primary activities. See, c.g., Am. Civil Liberties Union v. Dep 't of Justice, 321 F. Supp.
2d 24, 30 n.5 (D.D.C. 2004) (finding non-profit public interest group that “gathers
information of potcntial interest 1o a segment of the public, uses its cditorial skills to turn
the raw material into a distinct work, and distributes that work to an audience” to be
“primarily engaged in disseminating information™ (internal citation omitted)).
Specifically, the ACLU publishes newslctters, news bricfings, right-to-know documents,
and other educational and informational materials that are broadly circulated to the
public. Such matcrial is widely available to cveryone, including individuals, tax-exempt
organizations, not-for-profit groups, law stuadents and faculiy, for no cost or for a nominal
fee. The ACLU also disscminates information through its heavily visited website,
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www.aclu.org., The websitc addresses civil rights and civil liberties issucs in‘depth,
provides features on civil rights and civil liberties issues in the news, and contains many
thousands of documents relating to the issues on which the ACLU is focused,

The ACLU website specifically includes features on information obtained through
FOIA. See, for exawple: http://www.aclu.org/national-security/predator-drone-foia;
http://www.aclu.org/national-sccurity/anwar-al-awlaki-foia-request;
http://www aclu.org/torturefoia; http://www.aclu.org/olcmemos/;
http://www.aclu.org/mappingthcfbi/; hitp://www.aclu.org/national- secuuty/bagram-lom,
hup://www.aclu.org/safefree/torture/csrtfoia.html;
http://www.aclu.org/natsec/foia/search.html;
http://www aclu.org/safefrec/nsaspying/30022res20060207.html;
htip://www.aclu.org/patriotfoia; www.aclhorg/spyfiles;
hup://www.aclu.org/safefree/mationalsecurityletters/32140res2007101 1. html; and
http://www.acluorg/exclusion. For examplc, the ACLU’s “Torture FOIA™ webpage,
http://www.aclu.org/torturcfoia, contains commentary about the ACLU's FOIA request
for documents related to the treatment of detainces, press releases, analysis of the FOIA
documents disclosed, and an advanced search engine penitting webpage visitors to
search the documents obtained through, the FOIA, and adviscs that the ACLU in
colluboration with Columbia University Press has published a book about the documents
obtained through the FOIA. Similarly, the ACLU’s webpage about the Office of Legal
Counsel (*OLC") torture memos it obtained through FOIA,
hutp://www.aclu.org/safefree/general/olc_memos.himl, contains commentary and anulysis
of the memos; an original comprehensive chart about QLG memos (scc below); links to
web features created by ProPublica—an independent, non-profit, investigative-journalism
organization—based on information gathcring, research, and analysis conducted by the
ACLU; and ACLU vidceos created about the memos, See Nat 'l Sec. Archive, $80 F.2d at
1386 (finding the National Security Archive to be a news-media requester because it
intended to publish. “document scts” whereby its staff would “cull those of particufar
interest . . . supplement the chosen documents with ‘detailed cross-referenced indices,
other finding aids, and a sophisticated computerized retrieval system’ in order to wake it
more accessible to potential users™); Judicial Waich, Inc. v. Dep’t of Justice, 133 F. Supp.
2d 52, 53-54 (D.D.C. 2005) (finding Judicial Watch to be a news-media requester
becausc it posted documents obtained through FOTA on its. website).

Dissemination of information to the public is a crucial component of CCR’s work.
CCR regularly publishes reports and factshects about civil and international human rights
issues, ncwsletters and press releases about its work, know-your-rights handbooks, and
other educational matcrials for public consumption. These and other materials are
actively disseminated and freely available to the public, including through CCR’s heavily
visited wcbsite, www.ccrjusticc.org. CCR also aperatcs a listserv of over 60,000
members through which it communicates information and developments pertaining to
CCR’s work and issucs of concem, and organizes public education programs within the
United States and jnternationally.
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Furthenmnore, the records rcquested here are urgently needed to inform the
national debate about actual or alleged Federal Govermment activity; specifically, the
records sought rclate to the United States” use of lethal force in Yemen, a countryin -
which it is not at war, civilian casualties that result from “anti-terrorism” opcrations
conducted by the U.S, military in foreign countrics, and the attack on al-Majalah in
particular, which resulted in the greatest loss of civilian life in a single reported U.S.
attack in. Yemen to date. The significant civilian casualties caused by the al-Majalah
attack as well as the United States’ efforts to conccal its responsibility arc a matter of
considerable public interest and widespread media attention. For these reasons, the
records sought also relate to a “breaking news story of gencral public interest.” 32 C.F.R.
§ 286.4(d)(3)(ii)(A); 22 C.F.R. § 171.12(b)(2)(1).

When the missile strike was reported and the United States” involvement leaked
to the press, the incident elicited immcdiate public concern and generated significant
media covcrage. See. e.g., 34 Killed in Yemen Terror Raids, CNN, Dec. 17, 2009,
http://bit.ly/yTSNFN; Robert F. Worth, Yemen Says Strikes Against Qaeda Bases Killed
34, N.Y. Times, Dec. 17, 2009, http:/nyti.ms/xAAgP8; US Fired on Al-Qaida Targets in
Yemen, NBC Ncws, Dec. 18, 2009, http://on.today.com/yDkGDd; Thom Shanker &
Mark Landler, U.S. Aids Yemeni Raids on Al Queda, Officials Say, N.Y. Times, Dec, 18,
2009, http://myti.ms/x8w1Ui; Brian Ross ct al., Obama Ordered U.S. Military Strike on
Yemen Ierrorists, ABC News, Dcc. 18, 2009, http://aben.ws/waUUnl; U.S. Launched
Missile Strikes on Al Qaeda in Yemen, Sources Say, Fox News, Dec. 19, 2009,
http://fxn.ws/z1EBcY; Suspected Al-Quaida Leader in Yemen Escapes Raid, Associated
Press, Dce. 19, 2009, http://bit.ly/wgiu6d; ‘US Aided’ Deadly Yemen Raids, Al Jazcera,
Dcc. 19, 2009, hitp://ajc.me/yUSveQ; U.S. Helped Yemen with Hardware, Intelligence:

* Report, Reuters, Dec. 19, 2009, hitp:/reut.rs/yIXK7d; Obama Ordered Deadly Blitz on
Yemen: US Media, PressTV, Dce. 19, 2009, http://edition.presstv.ir/detail/114119.html;
Karcn DeYoung, U.S, Helps Yemen in Attacks Against Suspected Al-Qaeda Turgets,
Wash. Post, Dec. 19, 2009, http://wapo.st/x2Tvw3; Nassar Arrabyee, Do Not Cooperate
with Al Qaida: Yemen, Gulf News, Dec. 19, 2009, http://bit.ly/w42C2N; Report: US
Helped Yemen's Strike Against Al-Qaida, USA Today, Dee. 19, 2009,
hutp://usat.ly/AfodrK; Scares Dead in Offensives’ Against Rebels in Yemen, Zce News,
Dec. 19, 2009, http://bit.ly/zK2NgQ; Suspected Al-Qaida Leader in Yemen Escapes Raid,
Associated Press, Dec. 19, 2009, hitp:/bit.ly/zikkA2; Yemeni Official: US Didn't Fire
Missiles in Strike Against al-Qaida; Deputy Commander Killed, Associated Press, Dec.
19, 2009, hup://bit.ly/yIHufF; US Backs Yemen's Raids on Qaeda: Report, Al Arabiya
News, Dec. 19, 2009, http://bit.ly/81viXw; Yemeni Lawmakers Seck Clarity on Military
Strikes, Deutsche Presse-Agentur, Dec. 20, 2009, hup://bit.ly/xy8YwP; Yemen: 49
Civilians Killed in a Raid, Ennahar Online, Dec. 20, 2009, http://bit.ly/xxDeYu; 49
Civilians Killed in Air Strike: Yemeni Official, Agence France-Presse, Dec. 20, 2009,
http://bit.ly/xSwDNp; Glenn Greenwald, Cruise Missile Atacks in Yemen, Salon, Dee.
21, 2009, http://bit.ly/HsZS Dq; Abigail Hauslohner, Despite U.S. Aid, Yemen Fdces
Growing al-Qaeda Threat, Time, Dec. 22, 2009, http:/ti.me/zAQjrA; Report: Obama
Ordered US Military Strike on Yemen, DemocracyNow!, Dec. 23, 2009,
hutp://bit.ly/xwLEQT; Adirstrike in Yemen Targets Terror Operatives, Pub. Broad. Serv,,
Dec. 24, 2009, http://to.pbs.org/xQIM5w; Hugh MacLcod & Nassar Arrabyce, Yemeni
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Air Attacks on al-Qaida Fighters Risk Mobilfsing Hostile Tribes, Guardian, Jan, 2, 2010,
hutp://bit.ly/xZInW3; Lee Keath, Tensions Grow As US Heightens Role in Yemen,
Associated Press, Jan. 6, 2010, hup!//usat.ly/wTsGN1.

Interest in the al-Majalah strike continues to the present, with scveral inedia
organizations and commentators coveting it in recent weeks. See, e.g., The US Still
Doesn’t Want ta Admit to the 44 Dead Yemenis, cmplywheel, Mar. 30, 2012,
http://bit.ly/11k1sV; Chris Woods, The Civilian Massacre the US Neither Confirms Nor
Denies, Burcav of Investigative Joumalism, Mar., 29, 2012, http://bit.ly/HlraKd;
America’s Dangerous Game, Al lazeera, Mar. 8, 2012, hup://aje.me/zZRGqve.

Additionally, Amnesty Intemational’s June 7, 2010 rclcase of the images of
U.S.~manufactured cluster bomb shells found at the site of the attack in al-Majilah
generated repewed public intcrest in the incident. See, e.g., Press Relcase, Amnesty
Intcrnational, Yemen: Tmages of Missile and Cluster Munitions Point to US Rolc in Fatal
Attack (June 7, 2010), http://bit.ly/ySbSkt; US Used Cluster Bombs on Yemen: Civilians:
Amnesty, Agence France-Presse, June 6, 2010, hrtp:/oit.ly/WEpTXw; US Missile ‘Used
in Yemen Raid’, BBC News, June 6, 2010, http://bbc.in/y3X9L0; Laura Kasinof, U.S.

" Cluster Bombs in Yemen: The Right weapon in Al Qaeda Fight?, Christian Science
Monitor, June 7, 2010, hitp://bitly/xbfzwH; Glenn Greenwald, An Exciting New Muslim
Country to Drone Attack, Salon, Aug, 25, 2010, http://bit.ly/yYTsXo.

The State Department diplomatic cable corroborating the United States’
responsibility [or and subsequent conccalment of the al-Majalah attack was also the
subject of intense media coverage and public scrutiny. See, e.g., Justin Elliott,
WikiLeaks: U.S. Bombs Yemen In Secret, Salon, Nov. 29, 2010, http://bit.ly/AprsH7;
Radio Interview by Tony Cox with Scott Shane & Ronald Neumann, Telk of the Nation:
Wikil.eaks Cables Reveul Cundid Communications, Nat'l Pub. Radio, Nov. 29, 2010,
http:/n.pr/gTWBmF; Michael Isikoff, Yemen Cable Gives al-Qaida New ‘Recruiting’
Tvol, MSNBC News, Nov. 30, 2010, hitp://on.msnbc.com/wcToca; Press Release,
Amnesty Intemational, Wikileaks Cable Corroboratcs Evidence of US Airstrikes in
Yemen (Dec. 1, 2010), hitp://bit.ly/zQZtnS; Nick Allen, WikiLeaks: Yemen Covered Up
US Drone Strikes, Telegraph, Nov. 28, 2010, http://bit.ly/htZzo05; William Fisher, U.S.
Wikileaks Cables Bolster Claim of Deadly U.S. Attack in Yemen, Inter Press Serv., Dec.
1, 2010, http://bit.ly/ AGEW04; Op-Ed., Ellioit Abrams, Dictators, Democracies and
WikiLeaks, Wall St. J., Dec. 1, 2010, hitp://on.wsj.com/cT{LA0; Karen DeYoung, Cables
Show Obstacles with Yemeni Leader, Wash. Post, Dec. 3, 2010, http://wapo.st/gTVoSy;
Yemen Qffered U.S. “Open Door” to Al Qaeda: WikiLeaks, Reuters, Deg, 3, 2010,
http://reut.s/fTY7GJ; Robert Booth & lan Black, WikiLeaks Cables: Yemen Offered US
‘Open Door’ To Attack Al-Qaida on its Suil, Guardian, Dec. 3, 2010,
hutp://bit.ly/eGvapA; Robert Booth & Ian Black, Yemeni President ‘Bizarre and
Petulant', WikiLeaks Cables Claim, Guardiun, Dec. 3, 2010, http://bit.ly/h7HonG; Juliane
von Mittelstacdt, 4 US Hand in Yemen’s Civil War, Der Spiegel, Dec. 3, 2010,
http://bitly/gluVLq; Scott Shanc, Yemen Sets Terms of a War on Al Qaeda, N.Y. Times,
Dec, 3, 2010, http://nyti.ms/fop9GR; Ellen Knickmeyer, Yemen's Double Game, Forcign
Policy, Dec. 7, 2010, hutp://bit.ly/haz3J4; Jeremy Scahill, WikiLeaking Covert Wars, The
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Nation, Dec. 9, 2010, http://bit.ly/yBYvIQ; James Traub, 7he Sunshine Policy, Foreign
Policy, Dec. 10, 2010, http:/bit.ly/bKI10K; Eric Schmitt, U.S. Plays Down Tensions
With Yemen, N.Y. Times, Dec. 17, 2010, http://nyti.ms/cEHEsd,

The ability to engage in meaningful public discussion about the Unired Statcs’
targeting of individuals suspected of terrorism for lethal attack in Yemen is impeded by
the lack of adequate information about the legal and factual underpinnings of U.S.
actions, and the measures taken to minimize civilian casualtics, Intercst in the United
States’ cscalated usc of military and intclligence agencies to conduct killings in Yemen
and the secrecy with which those actions are conducted has continued to the present. See,
e.g., Dana Priest, U.S. Military Teams, Intelligence Deeply Involved in Aiding Yemen on
Strikes, Wash. Post, Jan. 27, 2010, htp://wapo.st/dkg306; Obama approved secret
operations in Yemen, Reuters, Jan 27, 2010, http://reut.rs/mNYMur; Jim Labe, U.S.
Escalates War Against Al-Qacda, Inter Press Sexrvice, June 14, 2011,
http://ipsnews.net/news.asp?idnews=56075; Scott Shanc, Mark Mazzattl & Robert F.
Worth, Secret Assault on Terrorism Widens on Two Continents, N.Y. Times, Aug. 14,
2010, http:/nyti. ms/20BFyW; Adam Entous, Julian E, Barnes & Margarct Coker, U.S.
Doubis Intelligence That Led to Yemen Strike, Wall St. T, Dec. 29, 2011,
hup://on.wsj.com/zifBwJ; Karen DeYoung, U.S. £lans to Step Up Aid to Yemen if
Conditlons Are Met, Wash. Post, Feb. 20, 2012, hup://wapo.st/w9z3Bd; Jeremy Scahill,
Washington's War in Yemen Backfires, The Nation, Mar. 5, 2012, http://bit.ly/xaSNXO;
Margaret Coker, Hakim Almasmari & Julian Barnes, U.S., Yemen Restart Training, Wall
St. J., Mar. 6, 2012, http://on.wsj.com/ypARAZ; Ahmed Al-Haj, Yemeni Officials: US
Alrstrikes Iit ul-Quida Area, Associated Press, Mar. 11, 2012, http:/bo.st/Ht0F7m:;
Jeremy Scahill, Why is President Obama Keeping a Journalist in Prison in Yemen?, The
Nation, Mar. 13, 2012, http://bit.ly/Apgjgx; Chris Woods & Emma Slater, 4rab Spring
Brings Steep Rise in US Attacks in Yemen, Bureau of Investigative Journalism, Mar. 29,
2012, hitp://bit.ly/HO1cND; Bill Roggio, US Drone Strikes Kill 5 AQAP Fighters, 1
Civilian in Southern Yemen, Long War J., Mar. 30, 2012, http://bit.ly/HpVw91; Hakim
Almasmari, Security Officials: Militants Target Gas Pipeline After Airstrikes Kill 6 in
Yemen, CNN, Mar. 31, 2012, http:/bit.ly/H2RcOA; Ken Dilanian & David S. Cloud, fn
Yemen, Lines Blur as U.S. Steps Up Airstrikes, L.A. Times, Apr. 2, 2012,
http://lat. ms/HzWXad.

III. Application for Waiver or Liwitation of Fees

We requost a waiver of search, review, and duplication fees on the grounds that
disclosure of the requested records is in the public interest because it “is likely 10
contribute significantly to public understanding of thc operations or activities of the
government and is not primarily in the commercial interest of the requester.” 5 U,S.C:
§ 552(2)(4)(A)(ii); see also 32 C.F.R. § 286.28(d); 22 C.F.R, § 171.17(a); 32 C.F.R. §
1700.6(b).

Given the ongoing media attention to this issue, the records sought by this request
will significantly contribute to public understanding of the opcrations and activities of the
govermment, Morcover, disclosure is not in the ACLU’s or CCR's commercial interest.
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Any information disclosed by the Requesters as a result of this FOIA request will be
available to the public at no cost. Thus, a {ee waiver would fulfill Congress’s legislative
intent in amending FOIA. See Judicial Watch Inc. v. Rossoui, 326 F.3d 1309, 1312 (D.C.
Cir. 2003) (“‘Congress amended FOIA to ensurc that it be ‘liberally construed in favor of
waivers for noncommercial requesters.’ (citation and internal quotations omitted));
OPEN Goveroment Act of 2007, Pub. L. No. 110-175, 121 Stat, 2524, § 2 (Dec. 31,
2007) (finding that “disclosure, not secrecy, is the dominant objcctive of the Act,” but
that “in practice, the Freedom of Information Act has not always lived up to the idcals of
that Act™).

A wuiver of search and review fecs is warranted because the Requesters qualify as
“representative[s] of the news media™ and the records are not sought for commercial usc.
5 U.S.C. § 552(a)(4)(A)ii); 32 C.F.R. § 286.28(c)(7); 22 CF.R. § 171.15(c); 32 C.F.R. §
1700.6(i)(2). Accordingly, fees associated with the processing of this request should be
“limited to reasonable standard charges for document duplication.” 5 U.S.C.

§ 552(a)(4)(A)(L)(I); see also 32 C.F.R. § 286.28(c)(7); 22 C.FR. § 171.15(c); 32
C.F.R. § 1700.6(i)(2).

CCR and the ACLU meet the statutory and rcgulatory definitions of a
“representative of the news media” because they are “entitfies] that gather{] information
of potential interest to a segment of the public, usef[ their] cditorial skills to turn the raw
materials into a distinct work, and distribute[] that work to an audience.” 5 U,S.C.

§ 552(u)(4)(A)GD)(WL); see also Nat'l Sec, Archive, 880 F.2d at 1387 (finding that an
organization that “gathers information from a varicty of sources,” exercises editorial
discretion in selecting and organizing documents, ““devises indices and finding aids,” and
“distributes the resulting work to the public™ is a “representative of the news media” for
the purposes of FOIA); of. Am. Civil Libertics Union v. Dep’t af Justice, 321 F. Supp. 2d
at 30 n.5 (finding non-profit public interest group to be “primarily cngaged in
disscminating information™). The Rcquesters are “representative[s] of the news media”
for the same reasons they are “primarily engaged in the dissemipation of information.”
See Elec, Privacy Info. Ctr., 241 F. Supp. 2d it 10-15 (finding non-profit public intcrest
group that disseminated an electronic newsleiter and published books was a
“representative of the news media™ for purposes of FOTA); see supra.® Indeed, the

¢ On account of thesc factors, fces associated with responding to FOLA requests arc regularly
waived for the ACLU. In June 2011, the National Security Division of the Department of Justice granted a
foc waiver to the ACLU with respect to a request for documents relating 1o the interpretation and
implementation of a scction of the PATRIOT Act. In October 2010, the Department of the Navy granted a
fee waiver lo thc ACLUT with respect to a request for documents regarding the deaths of detainees In U.S.
cusiody. In January 2009, the CIA granted a fee waiver with respect to the same request. In March 2009,
the: Starc Department granted a fee wajver to the ACLTJ with regard 1o a FOTA request submitted in
December 2008. The Department of Justice grunted a fee waiver to the ACL.U with regurd to the same
FOIA request. -In November 2006, the Department of Flealth and Human Services granted a fee waiver to
the ACLU with rcgard 10 a FOIA request submitted in November of 2006. In May 2005, the U.S.
Department of Commerce grunted a fee waiver (o the ACLU with respect to its requesl for infonnation
regarding the radio-frequency idontification chips in United States passports, In Murch 2005, the
Dcpartment of State grantcd a fee waiver to the ACLU, with regard to a request regarding the usc of
immigration laws to exclude prominent non-cjtizen scholars and intelleotals from the country because of
their political views, statements, or associstions. In addition, the Department of Defense did not charge the
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ACLU of Washington recently was held to be a “representative of the news media.” Am.
Civil Liberties Union of Wash. v. Dep't of Justice, 2011 W1, 887731, at *10 (W.D. Wash.
Mar. 10, 2011).

* ¥ *

Pursuant to applicable statue and regulations, we expect a determivation regarding
expedited processing within 10 calendar days. See 5 U.S.C. § 552(a)(6)(E)(ii)(D); 32
C.F.R, § 286.4(d)(3); 22 C.F.R. § 171.12(b); 32 C.F.R. § 1700.12(D).

If the Request is denied in whole or in. part, we ask that you justify all deletions by
reference to specific exemptions to FOTA, We expect the release of all segregable
portions of otherwise exempt malerial. We reserve the right to appeal a decision to
withhold any information or to deny a waiver of fees.

We also request that you provide an estimated date on which you will complete
processing of this request. See 5 U.S.C. § 552(a)(7)(B).

Thank you for your prompt attention to this matter. Please furnish all responsive
records to: Nathan Freed Wessler, American Civil Liberties Union, 125 Broad Street,
18" Floor, New York, NY 10004,

[ affirm that the information provided supporting the request for expedited
processing is true and correct to the best of my knowledge and belief, See 5 U.S.C. §

552(2)(6)(E)(Vi).

Sincerely,

W7 Lo maypye
MARIA LAHOOD NATHAN FREED WESSLER
Center for Constitutional Rights HINA SHAMSI
666 Broadway, 7™ Floor American Civil Liberties Union
New York, NY 10012 125 Broad Street, 18™ Floor
Tel: (212) 614-6464 New York, NY 10004

Tel: (212) 519-7847
Fax: (212) 549-2654

ACLU fees associated with FOIA requests submitted by the ACLU in April 2007, June 2006, February
2006, and October 2003.- The Department of Justice did not charge the ACLU fees associated 'with FOTA
requests submitted by the ACLU in November 2007, December 2005, und December 2004. Finally, three
separate ugencies—the Federal Bureau of Investigation, the Office of Intelligence Policy and Review, and
the Office of Information and Privacy in the Department of Justico—did not charge the ACLU fees
associated with a FOIA request submitted by the ACLU in August 2002, In prior FOIA requests to the
Department of Defense, DOD has also found CCR to qualify as an organization entitled 0 a fee waiver.
For example, in December 2004, DOD granted a fee waiver for a CCR request for information pertaining to
the secret detention of individuals in U.S. facilitics overseas.
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National Counterterrorism Center

OPS ADVISORY
17 December 2009

Colleagues,

The following information is provided for your situational awareness.

[

OMF ACP
UNCLAS
171848ZDECO09

TO: PRIORITY [§ WASHINGTON DC

WARNING: Topic: DISSENT, INTERNATIONAL POLITICAL, MILITARY,
URGENT

SERIAL: GMP20091217095001
COUNTRY: United States, Yemen

SuBJ: Yemeni Website on  Joint Yemeni-US Operations Against Al-
Qa ida 17 Dec (U)
REF: 1. Yemeni Security Services Kill 34 Al-Qa'ida Members, Arrest 17

Others GMP20091217077003 26 September Online Arabic 0000 GMT 17 Dec
09 (U)

SOURCE:  Sanaa Al-Sahwah.net in Arabic 17 Dec 09 (U)

TEXT:
[ Exclusive report: "Scores are Killed, Among Them Civilians, in Operations That
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Targeted Positions Affiliated With Al-Qa'ida in Sanaa and Abyan at Dawn Today;
Sources Affirm That an Al-Qa'ida Leader Surrendered in Arhab, and That Al-Qa ida
Leaders Killed in Abyan." (U)]

[Internet]
[OSC Translated Excerpt]

This product may contain copyrighted material; authorized use is for national security
purposes of the United States Government only. Any reproduction, dissemination, or use
is subject to the OSC usage policy and the original copyright. (U)

Al-Sahwah.net -- Official Yemeni sources have said that the security services, with Air
Force support, carried out successful, double preemptive operations against those whom
the sources described as dens of Al-Qa'ida elements in Abyan, Arhab, and the capital's
municipality. The operation resulted in the killing of 34 elements and the arrest of 17 Al-
Qa'ida elements who, according to official sources, were planning to carry out suicide
and terrorist operations against a number of Yemeni and foreign facilities and interests.
[Passage omitted on Yemeni air raids covered in GMP20091217077003]

The sources said that among those killed in the Al-Mahfadh raids are six from the most
wanted Al-Qa'ida members, with four others being wounded. Among the dead are
Muhammad al-Amburi and Munir al-Amburi, who are both Al-Qa'ida leaders, while
sources in the Political Security Department in Abyan confirmed the killing of
Muhammad Salih al-Awlaqi, head of Al-Qa'ida in Abyan, and a number of Al-Qa'ida
elements during the raid. [passage omitted, containing names of those killed and
wounded in the air raid]

Citizens told Al-Sahwah.net that that family of 70-years old Abdallah Awad Shaykh,
including his two sons Miqbil and Ahmad, 20 and 16 years of age, and his four
daughters were killed in the air raid. The family of Migbil Salim Dawghiyah,
approximately 12 people, was also killed in the attack. The same source said that the
bombings in the Al Jaljalah area resulted in the killing of 16 people including women
and children. Reports indicate that the bombings reached the Mi'wan Mountains, near the
Qatanah Mountains in Al-Ma'jalah, and that there are deaths among the Al Ba-Kazim
family due to the destruction visited upon several homes and area belongmg to the
bedouins and their herds.

From their side, local sources in Arhab told Al-Sahwah.net that Arif Majli, Al-Qa'ida
leader in Arhab, surrendered to the security campaign that was carried out the operation
in the area today. The sources also said that seven other Al-Qa'ida elements were killed
and others were wounded, throughout the campaign, while Hazim Maili, brother of Arif
Majli, managed to escape the campaign because he was not present in the area. In a later
development, sources reported that the security campaign fell into a trap as it was
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returning from Arhab killing and wounding a number of the campaign's members.

From their side, sources, describing themselves as well informed, told Al-Sahwah.net
that the operation conducted against Al-Qa'ida in Abyan-and Sanaa, today, are joint
Yemeni-US operations that have been planned by both sides for a long time. The
implementation of these operations was postponed many times amid US objection to the
Yemeni delay. This information came to light while official Yemeni sources made no
mention of US involvement in today's operations, even though the US authorities
stressed their full support for Yemen in the confrontation against Al-Qa'ida.

[Description of Source: Sanaa Al-Sahwah.net in Arabic -- News website of opposition
Yemeni Reform Grouping, aka Islah Party; URL: http://www.alsahwa-yemen.net/]

This product may contain copyrighted material; authorized use is for national security
purposes of the United States Government only. Any reproduction, dissemination, or use
is subject to the OSC usage policy and the original copyright. (U)
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Please contact the NCTC Operations Center Senior Operations Officer at i with any questions,
comments, or information regarding this item,

Send To: [
Copy To:
Fom [N Subject. Fw: ACTION ~ inputs due by
Daic. 127172009 03:40 PM (b)(3) To: .
This message = digilally s gner
(b)(3)

- Forwarced oy S " 12/17/2009 03:40 PM —

UNCLASSIFIED



